This is page i
Printer: Opaque this

William Stein
AR

August 24, 2017



Contents

B n AT A

Bl W nE] . .

P2 E=FAqgIHAAL ... ...
2.3 AU} ot Z AFAIF wE AL ..o
24 AFHZE|. ...
5 (Z/pZ) 9] F&. oo
P06 _EXOICISes . « - o v oo e e
3 77 9%
3.1 E=oll. ...
3.2 Diffie-Hellman2] &4 w2 . . ... ... ... ... ....
............................
3.4 RSA ZASEZ] . . ..

This is page i
Printer: Opaque this

iii

21
22
29
32
37
40
45



Contents

ii

69

Z]

70

2

o| 2FAF &

[4.1

|4_o ZAF S

M O D N IO oD O I~
0 . e e
Ko . S
° ” o
X . o
B0 fto] “ D
Z_O <O . e
EIR ” S
= . Sl
[ . S -

. . N (N
“_ io) . . M__o
_Er _E N A ﬂ »A_ o]
N __0._ o KK . H_v.._ _v‘_ T m O-_ A_l
9 =<2 BB PHRHA
bu.u X _ _rx_H Oy_-_OL ;OL X T X
&l oG ®ollok(IrH[ 2o {leR-H
afleff=tfl= i S 9 99

o)

121

123

124

T°

6 Efel= 4

6.1

© O © O
ANy <t
— = =
B oo
.HT .
Hoo
ol . .
" [oV] )
. . Ix
-
X .OWL
Ml
Jlﬁo

fe]
Mol
SY{lel|°|fE
o !l el |
(AR
(o [oF-| o
oy my(myfs=
[a\l el | sl | el
SllollSlls

146

6.6 IX

149

155



w5
w2 g ol
Oﬂz OE 1")’

o
0,
18 [
w
o
=}
oe.

y o £

) 9
ofl

o

rEL

.Qi

O

o Hu

A

o

o ML

%

0 yo

rlr

N

i

M

e il e
o —lol‘

o T

® ]:H_/] A do A 9o 21} 1976 401] Diffi2} Hellman©]
o1 §3te] 5 Abgrol ALAo] oha HIWE glol WNEAL
7M7) &3 (public-key cryptosystem)& #2202 473} A T
Aolo] 7id oY F/H7] 4T ES AL FAY AAE &
W3k Z ) 19803l 9} 1990 At ol & BRI F A 0] o], EF 4],
, 37 G AY R T4 5o dFel Mre SEES AN
= Andrew Wiles©] Fermat.J U]-X] o Ao | AAA oA FA A Q
BomH, B5Ed ofF 2 URE P

2552 98 AFEL A0l W1 AL o BES o} e
AZA, 22 °L*’F/]n-‘+ —T’—xﬂﬂ‘ﬂ ﬂ]’&ﬁi H Fdgle] EE
Uﬂ/ﬂ sty ok @ AV & AFE 2 2 e A
o7 Zv), 259 Frol @ S22 oJAE BF o ARk o
ATEd B $219 £ Qo WA FAGE el S B3 A
AF AT o] A8 Hxe 5SS old Al £ © ZHaA dHevts
Aol

o lo B
gmmL

=

¢

12 o B o O 1o off 38 N G ™

om?L' Fo mh kI > e
2 1 tlo

O 12 e

This is page iii
Printer: Opaque this



iv A&

QsgAlo] ¥ £ Wl uhech ohe ohy
¥ 2 o MY REe| gone Y F gl

u7) W) E o] MY B 5 TAR REelA 345 3
g3t ge(http://www.sagemath.or

S ES wT AR v

RS
rO
wn
&

ARAN. SRS S04 5B 9
Aol 718 g e Fotoprt o). w
oA, HEY N2R5EY Bex

A o]},

293 Fe. AAFEY T2 N = {1,2,3,...}22, HFE9 AT,
el A, A9 A, B4a+EY JA¥E Z, Q. R,

9} Zo]l F 71T E AHES o] oA 7] =7 g (proposition),
(theorem), 2 27 2] (lemma), 18|31 W&
AMg3ith HE 712 A E € S8 AY @ 2
I, FelE olelyol g9 AFA=ZA @2 FF 5o, R2A e Fol UL
Ay 7124 g ol &5+ 4, 48

I BRAYZEE A oA AFE AHESt £ oHE + d+e
TA= ()= F A Sk

X A}Z A AF+= Brian Conrad, Carl Pomerance, 2] I Ken Ribet 24> 7|
Aol gro BES Wiy 3 = Al ¢sol ZAFeh} Baurzhan Bektemirov,
Lawrence Cabusora, L 2] 1 Keith Conrad+ o] 9] 971 & ¢JojF 1 T
A g 8 92, Carl Witty= 55 A2 7 28E o} AA 31 243
Z 3t} Frank Calegari-2 3P = oAl Math 124 3 S 7122 o] o] 9412
E A8 Fof a9k 29 FAAEERE IS wol] g £ Uk
Noam Elkies+= Exercise @612 ] ¢+3} %It} Seth Kleinerman-& 44 144 &
A b.4& 24333t Hendrik Lenstras 19 A3 1852 +3
& o] =22 F3At}. Michael Abshoff, Sabmit Dasgupta, David Joyner,
Arthur Patterson, George Stephanides, Kevin Stern, Eve Thompson, Ting-
You Wang, 18] 11 Heidi Williams+ ol 8] 22 & +=Ad FAo. A A=
L3} Henry Cohn®} David Savitte}le] E2o g2 HE @We w29 wigir)
A e o] Mg FH|8t7] $18to] Sage[dd], emacs, L8] 21 BIEXS ©] 83}
ATt


http://www.sagemath.org

2R £

22 u 7]
72O E sta Atk A4S skt f7
i, EE ¢ FL3
A7 Y #E A

3}l of
74 % Qe R 2 Aztstel o)A

L
2
o

k)

=
o
o)}
D
yg 2 o
oo e
rlr
2,
4 o

X

T1E)
N b
s

ko S X
i

oly %

T

N

rlo

S

0

il

fifo

oy

1o

ol

B

e

Raved

fiod  we s [> P yE
fo 10 [4 10  rlon®
s ofN ofN 12
=: it
T e
° N
L
KU
tlo Mo
o
o
]
>,
oy
:oé

lo W &
N

d
=
o r

o
>J>:4:,£m9‘l

3
_l
g
o 12
2

8¢ 5 deAl dE AR T2
S =23 Ao 2 o] Mol

ololl tye] Fof o] AMe| SageIE=E et ART WA AR A
3 7SR Ao

4
oful AR7h AA 2ol B F @l Al 92 SHAS
Aofw o] 91 27} k.
o] Ae TIE )2 A4E AuThe 27 QU
TeE 2, 3 A 59 Bol5L avle HA Y, 51

y =

This is page v
Printer: Opaque this



HAXTF Eo] H BE TS50 & o AsHA FEfle]l 31T &
AEF Aoz Z7Het7] Bjhes AR EJﬂ o] 7o HAEZ | 53]
O A% AT A ks o MEA £ 2ol Aok AAL D3] AR
2 2ot vl F A2 Fo] Ao 2epQlow Q—ﬂﬂ YA T, AFEAY
ML o] AL Qi 7 AES] How 9 AL AL en, A
ST 7S SA4E HAYE Esitt

sl2 W o Hoj o3l o] AL plkangQ@cnu.ac.krZ XU 37| vfgic}.

A7d G20 o Aef welo] & U] NS AFL 5 AAT. &
ool ZhAbsiet

20174 1€ 12¢

upz ek 4. 20173 8¢ 249



This is page 1
Printer: Opaque this

1

o5
(Prime Numbers)

100=2%.5°08 & 4t AAY BE ¥ A4+ 25759 A=
FAHA 2D Utk 5T o] ALY T2 IFA YA TS otk
AR o] B ke AM2 ofE 10004HE] 9 ARole A4EY Ho=
Z¥ots PUS e AR AAY VeEE BV R, 2
g o] 7]so] AEUA B A i nke] AbghEol oA mid

Aol ohdrp?

“There are two facts about the distribution of prime numbers.
The first is that, [they are] the most arbitrary and ornery ob-
jects studied by mathematicians: they grow like weeds among
the natural numbers, seeming to obey no other law than that of
chance, and nobody can predict where the next one will sprout.
The second fact is even more astonishing, for it states just the
opposite: that the prime numbers exhibit stunning regularity,
that there are laws governing their behavior, and that they obey
these laws with almost military precision.”
— Don Zagier[59]

Sl m]&]| 2 &A1 2|9 7} (Riemann hypothesis)
Ao Fxo g FEst ©e F3 It W fEAEo] sk



o] AN &, 25 Ff, 22 45| B2} T2 FAES
ol AFES AT N2 E ANSh LI-AE 20149 BE
AeE 2550 FACE FIT £ Utk AAFEHNE ALIA T
Wk, agEol HoR Eﬁ‘@@%%B%¥Fﬂ%§%§@¢%%
2 742 a7 et 12 -Zq A& £57F £33 Wrke §2 8 =(Buclid) 9
Zyoz Al Z A 25 786‘011 sto] =3k, = izl g 2 &
ol #3t o] ok7] S Avfsic) upAEto 2 44 AEe) Bluk pES E3

4] REo] s Gobch

N ={1,2,3,4,...},

Z=1{.,-2-1,012,.. .}

e 1.1.1 (Veth). a2t b7 B-L o b = ac?l At A4 o7 EA
3t o bE VETL 31 o | b2 2T} o] A ax b9 k4 (divisor)
g}l Sttt b = ac®l A o7} EA3HA 93}3@ a‘E bE YA getha
3l atbZ &Th

o] 2] 603 —3| 150]th. & BE H5E 02 WHri 02 28 0
)

@ et 22 38 T8 Aol dvA g

Fz 112, gAY ALE AAE a7t bE UeTHE B8 b ia B
e cia=s
9] 1.1.3 (259 F4 ). n2 1HTE 2 Fgo|t) o] uf no] Fef ok
7H13} nfE ol A4 (prime), 13 4] ¢kowd ety RErt

12 4245 FAFE ofYnh A= 2555 Ygstd

2,3,5,7,11,13,17,19,23,29, 31, 37, 41, 43,47, 53, 59, 61, 67, 71, 73, 79, . ..
ol AHHE Fd5E gt b3 2ok
4,6,8,9,10,12, 14, 15,16, 18, 20, 21,22, 24, 25, 26, 27, 28, 30, 32, 33, 34, . . ..

2ZFZ 1.1.4 J H Conway+ [11] viii] ] i —1& 442 ®olstal, Lehmer

£ 1214d &5 % BN 18 252 235830t o] AolAs 1L 255
dEeT= M T2 2

SAGE 9j 1.1.5. SageE °]|&3}lo] a8} b — 1A}0]9] RE A4
9t

i
L
fifo

<
T



sage: prime_range(10,50)
(11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47]

alt b—1Ab0]9] BE ST 2S£ )

sage: [n for n in range(10,30) if not is_prime(n)]
(10, 12, 14, 15, 16, 18, 20, 21, 22, 24, 25, 26, 27, 28]

BE AAGE HUT PHOE AR RE BEoI Ak

T
Ae 1.1.6 (A9 712 A2 (Fundamental Theorem of Arithmetic)). 1
BEZA$LE 25 Fog F83 = Qu 7 WL A E

__lt_].];]' T . =
B slE s}
o] W A%t 3 A 259 Folvh 1& 2T 4TS Foz
k&3t 4 QT
#Fz 1.1.7. A8 [LLeke LA A S g5zt sk Ei-‘:'%Ol A 73}
L A= ZED Qutd o g 4R §E 2 e 3 71
wal Aojeln Azka7] 7} 1o} t&zn 28R e $% 9k Jg
ZvV-5l={a+b/=5:a,beZ} CC,
oA —62 F 7}A) oz 4RI H )
6=2-3=(1+v-5)-(1—+v-5).
1.1.2 Hu&oF+
Hol g ok MES o] &3te] Adolt the AR
plab = pla &2 plbd
o] 4G Holx} ol A Zgo A HAA JTg shr}
Aol 1.1.8 (A3 F). = th00] obd T A4 09 RE 25

SoAA 7 2 5 a2} b2 F U F S (Greatest Common Divisor)
213 33 ged(a,b) 2 2TF. %,

ged(a,b) =max{d€Z:d|aand d|b}.

A& 9] ged(1,2) = 1, ged(6,27) = 3 o|H, BE A qof U]
|

a # 0°]93 ged(a, b)= EA) B3 A=) < a
ZAY 22 AAFE |a| W7l jEolth 22 o] /FR2 b#0U BFE
gedE &4 8}

BzAe 1.1.9. oo F5 a2} bl tfsfe] TS o] 4 H eIt

ged(a, b) = ged(b, a) = ged(£a, £b) = ged(a, b — a) = ged(a, b+ a).



H O 4LEs 7‘% Yoz ST JOoBR ged(a,b) = ged(a, b—
1} | o] A} d|a,d]|betd deg = a3t deg = b5
Z3l= A5 cl-»]- c27]— ZXHU]-D} IHH b—a=dcy —decy =d(cy — 1)
22 d | b—a°lt}y weEbA ged(a,b) < ged(a,b — a) N F3 A, a,be]
5 obEo] ashb—ad B57} H 7] BRI} aF —aR bE b—aZ
2 ged(—a,b—a) < ged(—a, b)) 22 ged(a,b—a) = ged(—a,b—a) <
ged(—a,b) = ged(a, b) 7} H o] ged(a,b) = ged(a,b — a) 7} A H st O

}_@E] 1.1.10. a,b,n S Z OEI ’IH ng(a, b) = gcd(a,b _ an) o] /gg?_]'];]'
s Hxdel A%3te] ALgstel

ged(a, b) = ged(a, b — a) = ged(a, b — 2a) = --- = ged(a, b — an).

O

9o [I02 2980k 94 7350 1899 ged(a,b)E AL

Sk "HL'GP 2 A [LLEE ol§3te] aft bE 25450 HwoZ &

ot IAEEFH ged(a,b)E 2550 Fo= THSE Aotk dE

So],a = 2261, b = 1275°]H a = 7-17-19, b = 3-5%.17°|t}. @}

214 ged(a,b) = 70Tk, T} 0} bE AASEHA}A FuE obe)
%}131% 1.1.13{& ©] 83+ ged(a, b)E

d(2261 1275) Lol A Hel
A3 e PHOE ALRT BA BE 88 AL A,

Z1zA 8 1.1.11. a,b= F5T0]Z b # 00
q2l 0 <r < |b| ¢l F5 ro] EASFAL E v‘%d_ }Ek

5 2A4L ash b7h FA A9 FRAE (AAA FeE 5A
o) Bog Bth) Q a—bn > 09 57} obd 5 nEe) Kol
TW 0 € QOIRR Q& BTl ofHLk & o —bn > 0& n < a/b%}
TAER Q9 RE A4t o/bRTh 27 2T} 2B R QoA 71
g8 A9 5 4 Atk ©1Al r = a — bgetE 7 < belth. ehuketd
q > bol ™ a—b( 1) > 00] 5 o] ¢Bt} 2 ¢+ 1°] Qoll &3}
SR 11‘/} E}EP Al 27F Aot 2AS WSS r g7t EASTH
T4 bQ+T—bQ1+T1°]“70<r<|b|0<r1<\b|ola}tﬂ

blg—q) =r1—72 (1.1.1)

ojth. ek g # qrol B |b(g — q1)| > [b|AH] —[b] < 71 — 12 < B[] B
blg — q1)3 r — 20l ZE 5 Utk WA g = grolth ol & A [L1.1
N3 r —ry =00tk WebA 919 24 WS g9 r2 L3

O

w2 1o A 9 2ol
A e 5 9] A4

o

o] Mo A= &332 E (algorithm)S Z 3
fraEstd Rl=A] A7t Uro < 54 &4

m[o
4>
oL |

Udo|th 7S due 5L o] 7]A o A Bl & o w3 (2
& o 33 or= &017]+ A uk o] Mo = o] Foj = %%s}q_
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division algorithm)). a,b& o]l
=bg+rol He g 0 <7 < |bE

Qs [LIge 987 @ ok A2z 27 8 1 Yxiolne
o UAE AEAAL e Aol T oW ALOIE a7t 2591 7
% of FuES HAE F4 L2 wEE AAE St
% AT 22 08 & ok

Usa 2325S A% A 83ke] ged(2261,1275)2 7| AH31A}. 22612

2261 = 1-1275 + 986,
olBE ¢ = 10|32 r = 9860t} AL d7} 22613} 12758 T} ‘)r" . d
o] = Z=o] 3ol 0862 LF=HA o A3] di 1975% Lpch uhE o] d
2759} 9862 W, dv 7 7o ¥E Ueth mEbA o ﬂr}é o]

ged(2261,1275) = ged (1275, 986).

o] 54 HEA[LILIZREE 4& 4 At} o] FA L ALY

1275 = 1 - 986 + 289,
o] B & gcd(1275,986) = ged(986,289). A< 3HH

986 = 3 - 289 + 119

280 =2-119+51
119 =251 +17.

S do B2 ged(2261,1275) = -+ = ged(51,17)¢] =&, 17| 51022
ged(51,17)2 170] ). whehA]
ged(2261,1275) = 17.

A AL Abs Agtol 7 SR vk o] A4k AFE S A Aol E (ofF & 5
o Afe a7 FoE s e S AR XA T Fo7
T FE ATy Fog 29T o E Ul

drEs 1.1.13 (FHF T AL, A a, b0l thste] o] dueE2

A

L fa>b> 02 73] ged(a,b) = ged(lal, b)) = god(bl,lal)°]=
9 b2 a9 AeNg be] AUFOE 2t R a = bolH
=9 (output)dtl T3} 2} -‘éﬁ_ StohE a9} bE WS
a>bE 7}A3ITE b= 00" & &3 3T}

2. (B3 e A] 2aE Ag310] a = bg + 12 2t} o]
0<r<b0]1q€ZO]E}

3. [BNr=00l"b|a°]BRE bE S5}

m[m

o

et

mh
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1. &g

4. M 7) 9} Q%O]] a<+ b, b+ r& ¥E 3 o7 ket
W ExAe 8 ged(a, b) = ged(b,r)7F A HSFEZ ged
ot

%>
= A !ﬂbﬂ HP?FQ %;t14 T YA AL ZastsE 247 ofd
AgolBR o] L {3 DA A Zdrt -
o 1.1.14. a=15,b=6% =2}

15 = 6-2+3  ged(15,6) = ged(6,3)

6 = 3-2+40 ged(6,3) = ged(3,0) = 3

10uf & ?EO]F/} = o] ALPHE uRTIA R 42|, o] #FE o}
e 1 FHoAA F2% 9T gt
o] 1.1.15. a =150, b=6022 =2}

150 = 60-2+30 ged (150, 60) = ged(60, 30)

60 = 30-24+0 ged(60,30) = ged(30,0) = 30
SAGE <f 1.1.16. Sageol| A& gcd7l ) Z 44 F5t= HHolo|t}. o
£ 2z}

sage: gcd(97,100)

1

sage: gcd(97 * 10715, 19720 * 977°2)
97

Bz 1.1.17. a,bn7} I+ of
ged(an, bn) = ged(a, d) - |n|

[e]

-

d oot

29 of 1L14s LI 38 9% & 950 §2d=9 ¢ug
2 gcdE Al kg UH gcd(an bn)e] Z ‘?_]'74]9/] 218 ged(a, b)) T &
Qo ng FH Aotk 2EE) 23471 9 bR I

6]’-1— a + bl ﬂ'?l‘ T3 A A %/\}%:}‘—4’ a+b=20"Ha=0b=
olB2 98 WA= AHTTE a,b& a > b FY AAFar shAt
a=bg+r, 0<r<bel A5 ok rolzh Bz A el E LLILLI00 ol 3
o, ged(a,b) = ged(b,r)elth. A a = bg + roll ng F3™ an = bng+rn
olB 2 ged(an,bn) = ged(bn,rn). &=

b+r=b+(a—bg)=a—-blg—1)<a<a-+b,

olmz 48H4 Aol o 5] ged(bn, rn) = ged(b, r)-|n| °] T} ged(b, )
god(a,b)0) 22, o] HZAee 473ty

R2HO LIS, £ 3% 008 TP sedla.n el FPelth 5 3
no] n|an|b0fﬁn|gcd( b) o]t

S O
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o
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YRR JIFEHE AR S uf oA H=AE sl BH "ot A
ESE: 1275 = 5-2550] 1, 255 = 5-510]1 51 = 17 - 30|22, Az
L1.6pIA =3kl 2= 22 2345 deth AdTY aA5-E3Y
G AAL Section [LLAN A Z 3t}

SAGE < 1.1.21. Sageo| A factor= Fo] 3 AAF-E 4 Q4
#gojo|t}. A4t Fol &40 AFAFY Foz et o

sage: factor(1275)

3 x 572 x 17

sage: factor(2007)

372 x 223

sage: factor(31415926535898)

2 x 3 x 53 x 73 x 2531 * 534697

A ()% BN = 5 29 3
Lk 4 Q12 3l ]’—T’—F/]%O] AL 5 Ae
28 BAClt g A4 Re e L
time) o] 2t= 7 |
Faslst=tl 223 DAY $71 f(logyh(n))
((logyo(10%) = 2
ok

Open Problem 1.1.22. g n9] o}g4] AJ7F o483
LY

d
-
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M
:oél
o
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flo T ko flr o
N 1> oo

N
ﬂ!{og > Jﬁﬂl—(lﬂl
2 W
ngoéé
o fo qy & Xk
o
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rlr

> O
N

g e
ol
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ENE
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S
i
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e
ki
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rf
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g
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rlr
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46] N A FAF #Hﬂﬂ#xvuiqﬁ*k
gzﬂ%%ﬂﬂaﬁqzmpﬁmM@¥ £ 0] Shord]
3t 155 A=Eal sk A Tk ([34,24]) o] AFA @] of| = o]

o A= & Aot EN 2 A A3

Ir

rl mg_l
32 K
o N
i 2,
o 2 o
[nr

¢

o sl £ 8 SE Yk oW 2
12 9+ % A Al (cryptosystems) 7} G A AR

= 7-]_____ b‘]—X]‘— ol—/\l—o zzg 9]
ek Aol tha S € o)7] flaked of B5o] Q%R
éﬂE?ﬁkﬂ% HZ A2l skt $10,0008 Aol 2

r

N
;9‘ oL

N
L
H o
23

5
s
=<
N

o

=

;Ei
(HUIRN
s o @ T fn

1881988129206079638386972394616504398071635633794173827007
6335642298885971523466548531906060650474304531738801130339
6716199692321205734031879550656996221305168759307650257059

FE2IYew }7JmmqaR%ﬁm0§ma Zo)t}. (o] AW
of st o W AXEE HR324S FIR) o] = 2003»4 129 =99
R 7]& R o (German Federal Agency for Informatlon Technology



Security) o Al 14230 3F A TH B3] =)

398075086424064937397125500550386491199064362342526708406
385189575946388957261768583317

X

472772146107435302536223071973048224632914695302097116459
852171130520711256363590397527

I A9 RSA =4 4+ 155-AF81 31 th

1094173864157052742180970732204035761200373294544920599091
3842131476349984288934784717997257891267332497625752899781
833797076537244027146743531593354333897

(]

| 51999 8¢ 229l A+=E3l= A=l 161 A5 0] 292 7HY
AFEHE AZd35le] a2 éﬂr‘}iw (M =) 250 4& Zi}+= RSA-155
= U 18- 9 F A Folghe Aotk

p = 10263959282974110577205419657399167590071656780803806
6803341933521790711307779

q = 10660348838016845482092722036001287867920795857598929
1522270608237193062808643.

ﬂﬁfﬁAEﬁﬁPf&mrMI%%mJJMm@RPFKMMMWHm%H
11"J N3l g wf 7kA] $20,0008 9] gl 28 AW RSA-6400] it
= RSA 6403} ©] 49 A4 F Jpitolt.

31074182404900437213507500358885679300373460228427275457201619
48823206440518081504556346829671723286782437916272838033415471
07310850191954852900733772482278352574238645401469173660247765
2346609,

16347336458092538484431338838650908598417836700330923121811108
52389333100104508151212118167511579.

(o] 8L 663 H|E RSA =A%
3 21$30,00022 H 7] 950
o] t}.

74037563479561712828046796097429573142593188889231289084936232
63897276503402826627689199641962511784399589433050212758537011
89680982867331732731089309005525051168770632990723963807867100
86096962537934650563796359

SAGE ©f 1.1.23. SageE AF&3lH 919 4 RSA-704+= 212AF8140] W 3
H5de FAF 5 Yot



10 1. &4

sage: n = 7403756347956171282804679609742957314259318888\
...9231289084936232638972765034028266276891996419625117\

...8439958943305021275853701189680982867331732731089309\

...0055250511687706329907239638078671008609696253793465\

...05663796359

sage: len(n.str(2))

704

sage: len(n.str(10))

212

sage: n.is_prime() # this is instant
False

o] RSAFE-L number field sieve® Ed= 418 ES o] &
S A=d([33]), o] daEES et FH AdfF ol 7
e duglEoez 4 A At number field sieve &1 E
A ZAEs=AE AWste A2 o] Ao ML E dojAth 12 number
field sieve @112 52 B 402 ofF Wol o] g8t A4 dae]

= =
Foluz A6.3elA 4B Aot

1.1.4 ko] 72 g

ZAolth. ofefol A3 A E sk,

39 n=loW 259 FAUS] Folmz FAsteh webA n > Lojeta
gk 724 ¢ L1200 o 3ol

n=pip2---Pd
A & pr,...,pg ©f EA T whef
n=4q192 " qm
ol HE EUE &FE ¢y, gm0l SARTIL SHAE 2 H

p1|n:(J1(QQ"'qm)

o] 22 Euclid®] A2l o8l py = qol A p1 | g2 ¢ ATl o5 A& 3}
W opie AEE ;9 ZobRITh o)Al pi o} ;S 278 FlolA 3 des
p2, LB p3,.. 52 7HAAL WHESHE A E e A ol F HA
A+-EH7F Zoee Eohdrh O



o] Aol A& thx Al 7HA] Aol thet H= ralz) gk

L agt 233 BeoR

2. A a, b5 YR AEHPUS W] ax +b B AFE Iup) Ho] &
A &7h?

3. 44T A AY W) £FEL o HA LY

HA AgE 793 B2 Holi, ged(a,b) = 1019 ax + b7} 25491 27}
F3ts] o] £A43tth= Dirichlete] el A7fstt) 12l ekt 22
LgE AR S Z g/log(x) N AE EA3th= 24 A 2] (Prime Number

Theorem), WpABFO & o] Ag=of 74l &t 43} 2] vt 7F4d (Riemann
Hypothesis) 2] #A of th3l] =3t}

A

HE FARE 2 wrs ol
FA W AR A3E FO

31=2-3-5+1
211=2-3-5-7+1
92311 =2-3-5-7-11+1
A7 1.2.1 (Buclid). £5= 283 B

W p1,po, ..., ppol 28R SHAE 28 W o2 WhHo R A NES

pn-&-l% E’l’% Zl\" 9»)\14'

N =pipap3---pn +1 (1.2.1)

N=qq2  qm-
o Wl g AFolil m > 1¢]th wek ¢ = pol®, p; | Nojth. 18]
(L2.0)o2RE p; [N-10]E= p; |1 =N —(N-1)= &= o]l &
Tolth ek pie N &dsEafol detd 5= JleB& pyy =&
e AZ AFE 22 F D pr, . pe ol IE 2R 2ol Tk {3 9
2TE FHUFHFNEZL 258 4 F 282 4a5E Rt O
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B
4>
N
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N
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filo
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o
n
&
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2-3-5-7-11-1341 = 30031 = 59 - 509

£ 3 AR 257 AT AR sl o3 oAtk

Joke 1.2.2 (Hendrik Lenstra). 45+ F3F8] Bl Proof. M| S5
WE7] 5ol g nlel HAFE BS 1S HaA ghowd Hoh

A 27kA AR £ 5F ol

2. [Finished?] pt= X9 3 WA faolch wheFp> /nold, X BE
fA4s Pol Yy Btk 197 2w pg Pol Abach

3. [Cross Off] X Xo|A po] M55< ® Aoz v 5
2 7t

L poY

A& Eol 07479 255 o AE olste] PR P =2
X =[3,5,7,9,11,13, 15, 17,19, 21, 23, 25, 27, 29, 31, 33, 35, 37, 39]

|2Hett 3 Poll A7betal 39 v s S XolA A & Az X

rt

X =[5,7,11,13,17,19, 23, 25,29, 31, 35, 37).

5<% Poll A718ta 59 w45 A ¢ T A X=X =[7,11,13,17,19,23,29, 31, 37].

J-Y 77 > 400122 X & BF Pof| ¥Ulsid
P =1[2,3,5,7,11,13,17,19, 23,29, 31, 37]
7 ATk mekA 400]51e] BE 241
2,3,5,7,11,13,17,19,23,29, 31, 37.

ol o},



ok [°”al‘: °of W] o] dE|FollA EHeA ke AL, A
2004, X9 A Y a7}a > /nE WESE X BRE 47 A5k
%:‘—-E#OlD}.mGXO] f<a<m<n°]"’ m%g\/ﬁ?_] ol atET
o] 2 A k=T OlXﬂ m=[[pieg & 9}1, o] ] p= Aol
Ap <p<..02 7MZE F °‘D} w}am BEpe 25t BE
pi > ynolth WebA wheF mo] Aol F A o] a7 o)
OH, & &7 obYetE, m > /n-/n =no|BE BEo|t} O
1.2.3 dHHA 71 Z 24

v 5 A [L2.1P a9 738 o] EAsitte A S L7+ 9

Ak Gy T 2 ag7F dupA U -8 on e dEelth

W 24 424 (Mersenne prime) & 27—1 FE] ] Ag=o|th [0 =
2007 39 7|&o 7 M & A4 E 22471 9,808,358 Q1 44 WA v =2 Al
agg g
932582657 _ 1

p =

o]t} E| The Electronic Frontier Foundation2 10,000,000 A3 +9] A4E
ﬂﬁzi e Akl 7 $100,0009) 4HF-S A A8 TP

Zelse) ARy o] phr) 2 447} Fae Wrhs AL $¥x
Atk 202l 47k asel] SFUAE S AL JEAoEE T
22 AL ER oty do ol 8%ﬂ Zﬂiﬁ‘: o FrlEth
ol Bye W Eds Bl A FAT 5 ATk
SAGE oj 1.2.4. Sageol| A p2] 1074 h?% A = ot ol & A
2bsk7] YA o B2 o 74%101“1% 12 A5 285 E A4 Atd
T2 o] A RAA R E | 2 /\]ﬂol 24 5 7] wgel offe
pt} s& ZUE A= 27 i,
sage: p = 27325682657 - 1
sage: p.ndigits(Q)
9808358
O pE 103 2 &2 M&sta 54 AslqE 323k
sage: s = p.str(10) # this takes a long time
sage: len(s) # s is a very long string (long time)
9808358
sage: s[:20] # the first 20 digits of p (long time)
’12457502601536945540°
sage: s[-20:] # the last 20 digits (long time)
’11752880154053967871°

lo] &g =dESIHY, 3 Ho|A o 3 Zo 80712 &5 A2 6050 =dAEH uj,
2000 =] o] %] 7} 2 2 3}
22017 49 A o¥aqz1 7}

T2 AFE 49 HA HE= 220] 974,207,281 _ o]t}
A2 4E 22,338, 6180t} (Ul o)W A 4]

A &% 2
LR S EER ER P E S EAES
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1.24 ax+0b FEQ 2

e FAL ar + b Be] £t
v 91 Ad% e AT 5 Uk ged(a,b) = 1o]eh

3 1 7S o)
USHE, 28 Sheh ax b7k A5 718 5 9 3 9o] g17] welth

Ir

AE o 2r+2=202+1)= 2
712AE 1.2.5. 4o — 189 £5E £33 gr).

o o] Aol AL A2/ dr —1 FS FE BF 23 254 Ade
2ES 2ojE Ak

3, 7,11, 15, 19, 23, 27, 31, 35, 39, 43, 47, ...

SEo] Tabs Bol Ue 2 Arha LAY ®u oz, AA

4o

tg P1,D2, - 7pn'% 4r —1 Eé:'.l'o’] A‘]E r/]'% 5\—'{!\—3}1 6]'Z]—

o[N 2,
oF, Ty
T o

o|X

N =dpipy---pp—1

oleti ¥k ¥ EE iofl th3te] p; f Nojoh Atkrh p | N ZE
257z +1% 0] A& gtk wheF TR NE dr+ 18 0] o] ok 3=t
N 4k —1&o|th. & N& E50|28, N9 BE 45 F4E Z5o|rh
metA p | N9l 4o —1 89 &5 Fp7F 28T p# p ol B2 4o —1 &
o N2 258 Foirh o] HHL LA HEo| T JonE 4z 1
T &4 73 gk -

o] 2L 4z 41 Bojle AL 2 Qirh kst do— 1 B A5
Hede+1 PEj7h g 5 7wl
of 1.2.6. p1 =3, pp = 7o) 2} A} 21H

2 dr - 189 aFoltt
N=4.3-7-8—1=6971,
T 4z — 18 ago|th AL
N =4-3-7-83-6971 — 1 = 48601811 = 61 - 796751
o] Fltd o] W 612 dx+1=4-15+129 Ao A g 131} 7967517}
796751 = 4 - 199188 — 1S TE 3= A go|t) o9} Zro] AL 4r — 189

A= o A
255 e 7 Utk

N=4-3-7-83-6971-796751 — 1 = 5591 - 6926049421.

oMol = A 4 55910] dr —1 EO| Apolil E 4257 4o+ 1 Eolth
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o
B

TE9 € 15
A 2] 1.2.7 (Dirichlet). a2} b7} ged(a,b) = 18 P1E38f= FJolrl. 239
ax +b Fe 25 7F F3Hs] fo] EA sk

o) Aele) 3P uF AFE AYHA £7E AFHRE o] e
W s Yol qg%oi [18, §VIIL4E =)

1.2.5 A4 W
AL2TpNA 257 £33 o] ASS ket o] Folx

2 1= BE &1
Sof ofgA EAFEAL T Aol A EMeEA AEES
ARG, 220 B A SR FASE aAST, 2ol ARl
st 2 G2 F+ 2474 2] (prime number theorem)E 7] St}
A= ST 7@ ﬂﬁ]— I #7943 g7 714 (Riemann Hypothesis)32] o &4
g Goet. o] AoA 258 Ae oo B8 A )7 A4 o)

ZFA 8 Y82 Crandall?} Pomerance2] %21 2 [12 §1.1.5] S 9l7] vk}

a5 § (52 HAE)E 2Hoe AT UL AW folo]
& AREE A2 A AR B U AU 2 G 50%)

T;]' = =

o A o " %7t do — 19 ERA7F o AA9] 1/4, T2 25%.
o ' %7} 9”“111*017}‘7 0 JM IE! AA AFA ol A Al
St Hl& o] A2 00 R = ujo At & 1§ A 2st

#{n € N:n <z and n is a perfect square}

T—00 T

ojth. kst $19 oA EA= thEF ro] AL lim,,o X2 = 00] 7] uf
Foltt. )58t A 42 E%Eﬂ BE AAFAN 25E0HAES
A S & = ok (see Exercise [[[)

L I e %jr 715.]_0 = @‘E‘E t 23, o
G oA AR BT DA B ok r g Aol B fALR
Aol

A 1.2.8. zHh AAY 2L ¢ FoA 2as 2 AN

F

mx)=#{peN:p<zx, p+t 2aF}
ekal spak 1
w(6) = #{2,3,5} = 3.

.L-°1 o) g ol FolA et 22 [T n(x)2) 1ok 3
So1eh ST B 38 s A S ohE 2 71914 ek
SAGE <] 1.2.9. Sageoll 4] prime pi(x) W& o] E A& n(2)E +T 5
ik,
sage: prime_pi(6)

3
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TABLE 1.1. Values of 7(z)

T 100 | 200 | 300 | 400 | 500 | 600 | 700 | 800 | 900 | 1000
w(x) | 25 | 46 | 62 | 78 | 95 | 109 | 125 | 139 | 154 | 168

200
(1000, 168)

(900, 154
150

100 (500, 95)

(200, 46

50 (100, 25

250 500 750 1000

FIGURE 1.1. Graph of 7(z) for z < 1000

sage: prime_pi(100)

25
sage: prime_pi(3000000)
216816
L

plot WIS MA 7(x)e] teFA Res 1Y
0

sage: plot(prime_pi, 1,1000, rgbcolor=(0,0,1))

)
Gauss= A9 AFE L} 2ok, 1849 H ol 3,000,000 X} =&
T Foll= 216,745 W] A7 AT AR & A=A (Gauss
o A%t k2 Hlst7]= AR F&etA= ket AAl ge 216,816

o] t}.)

Gausst oo 2M& n(z)d st ZAF A4S FE3A =4, 1896
dol| Hadamard®} Vallée Poussino] SH Aoz St (B2 o] A

A= =@ shrh)
Ae] 1.2.10 (&+A ). 7(x)2 z/log(z)+=

@)
% o log(@)

jal pid

St} o & £2E m(x)E 1/ log(x) ol HE(asymptotic) B}l 3
.]

1
@) iy =0
r—00 I T— 00 ]og(x)

2 RESEE, Q99 ol thoto]

m & = lim (@) - ar() =1
e—=oo z/(log(x) —a) a—oo z/log(x) z .
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TABLE 1.2. Comparison of 7(z) and z/(log(z) — 1)

x| m(z) | z/(log(z) — 1) (approx)
1000 | 168 | 169.2690290604408165186256278
2000 | 303 | 302.9888734545463878029800994
3000 | 430 | 428.1819317975237043747385740
4000 | 550 | 548.3922097278253264133400985
5000 | 669 | 665.1418784486502172369455815
6000 | 783 | 779.2698885854778626863677374
7000 | 900 | 891.3035657223339974352567759
8000 | 1007 | 1001.602962794770080754784281
9000 | 1117 | 1110.428422963188172310675011
10000 | 1229 | 1217.976301461550279200775705

10000f

1250

1000 2500
7501
5000

5001

2500|
2501

2500 5000 7500 10000 25000 50000 75000 100000

FIGURE 1.2. Graphs of 7(z) for z < 10000 and = < 100000

webA z/(log(z) —a) E3F m(z)2] Aotk 9 a=10] HA] A=l
A& [12, §1.1.5]2 F1sl7) vpeich E[12 & 2 < 10000 ¢1 o2 gholl 4
m(z) %k @/ (log(x 2) )& Mg

1
32 o] AL MEedte FAIY n(x) Hi 7] Fo|th

7(10%%) = 1925320391606803968923.

3 e R g oA S e 498
158 C\ (112 398 B4 g5olth gu 182 4% o] ¥4
A a% 3004 (57} Fo] i HpFE D Rels) = 129 24900

re td

a9 Mgy A A
£ 29 ol ot .
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12, §1.4.1]0] W=, gurde

. Tl
Ll(glc):/2 log(t)dt

7 ()] ‘FL 2ol A SAek LA Utk FasH
At ka3 2t
7Hd 1.2.11 (@b 5% 9).
r>2.019 BE zof tfsfo],
7(z) — Li(z)| < vz log(z).

whok = 20]9 7(2) = 1, Li(2) = 0°]t}. L&t \/ilog(Q) =0.9802...
olB g 9|9 RFAL x> 20 A= FHTA AT 2.010]H F&
sttt o] 7hd& ¥ A2 sHA| ¢kal A1 A o & AAskaL uhe] ghrt
o] 1.2.12. = =4-10*28] 1 3}x}. 22™

m(x) = 783964159847056303858,

Li(x) = 783964159852157952242.7155276025801473 . . .,
|
)

7(z) — Li(z)| = 5101648384.71552760258014 .
vV log(z) = 10408633281397.77913344605 .
x/(log(x) — ):783650443647303761503.5237113087392967....

SAGE ¢ 1.2.13. Sage= Al-§3}9] 7(x), Li(z), 282 /zlog(z)E 21K
A}.

sage: P = plot(Li, 2,10000, rgbcolor=’purple’)
sage: Q = plot(prime_pi, 2,10000, rgbcolor=’black’)
sage: R = plot(sqrt(x)*log(x),2,10000,rgbcolor="red’)

sage: show(P+Q+R,xmin=0, figsize=[8,3])

1250
1000
750
500

250

2500 5000 7500 10000

7P A8 AL Li(z), B m(e), 71 obeh A2 Varlog(z) oot
447 2] (prime number theorem)2} 2] %+ 7} (Riemann hypothems)%
[55] ¢} B8] & = 3ot
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1.3 Exercises 19
Exercises

Compute the greatest common divisor ged (455, 1235) by hand.

Use the prime enumeration sieve to make a list of all primes up to
100.

Prove that there are infinitely many primes of the form 6x — 1.
. 7(x)
Use Theorem |1.2.10[ to deduce that lim ——= = 0.
r—oo I
Let ¢ () be the number of primes of the form 4k —1 that are < z. Use

a computer to make a conjectural guess about lim,_, o, ¥(x)/7(x).

So far 44 Mersenne primes 2P — 1 have been discovered. Give a guess,
backed up by an argument, about when the next Mersenne prime
might be discovered (you will have to do some online research).
(a) Let y = 10000. Compute 7(y) = #{primes p < y}.
(b) The prime number theorem implies 7(x) is asymptotic to Toa(@) -
How close is 7(y) to y/log(y), where y is as in (a)?

Let a,b, c,n be integers. Prove that

(a) if a | n and b | n with ged(a,b) = 1, then ab | n.
(b) if a | be and ged(a,b) =1, then a | c.

Let a,b, c,d, and m be integers. Prove that
(a
(b

(c
(d

ifa|bandb|cthenalec.

if a|band ¢ |d then ac | bd.

if m # 0, then a | b if and only if ma | mb.
if d | a and a # 0, then |d| < |al.

NN NN

In each of the following, apply the division algorithm to find ¢ and r
such that a = bg+r and 0 < r < |b|:

a=300,b=17, a =729,0 =31, a =300,b = —17, a = 389, = 4.
(a) (Do this part by hand.) Compute the greatest common divisor of

323 and 437 using the algorithm described in class that involves
quotients and remainders (i.e., do not just factor a and b).

(b) Compute by any means the greatest common divisor of
314159265358979323846264338

and
271828182845904523536028747.
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1.12 (a) Suppose a, b and n are positive integers. Prove that if a™ | b™,
then a | b.

(b) Suppose p is a prime and a and k are positive integers. Prove

that if p | a*, then p” | a”.

1.13 (a) Prove that if a positive integer n is a perfect square, then n
cannot be written in the form 4k + 3 for k an integer. (Hint:
Compute the remainder upon division by 4 of each of (4m)2,
(4m + 1)%, (4m +2)2, and (4m + 3)2.)

(b) Prove that no integer in the sequence
11,111,1111, 11111, 111111, . ..

is a perfect square. (Hint: 111---111 = 111---108+3 = 4k+3.)

1.14 Prove that a positive integer n is prime if and only if n is not divisible
by any prime p with 1 < p < +/n.
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M0 ASE A

(The ring of Integers Modulo n)

A wehe AL 1000 A4 Ad4E YA FohfAE EHUA 1
SO a5 ohdA S BASETE 2T A Aol ghsrhs etk
o9} o] 24917 ohdA S BAFE S EL nol 251 ohu] e
el DebAE ng 710 & @ gke] Aol o £arh AR 92
AEEY AR 0.1,...,n—1)o] H3HE F A2E HkAL FA= oA
o] Lol Sojskr A AT FAL ZHA o A A4
FAE L Fohin.

T T Bk AR n = 1234123456789 91 Zho) ofujojulelAl 2 5
o} Alabgt F g glo] vk g 100023 =5 SN A A4td 4= ok EE
o] A= R {0,1,...,n —1}¢] dAibol] &3ttt

o] gL Z Hojd H p Aio ot tF FRE 2= Z/nZ
of el oz o] oA o] Fo "R Fxo} I FRE F
A 2 BAES E g2 EAE ofgA S_IFE=AE A7)
o] L o] Mol Yo A 7127}t Dot RA-ANAE W nollA e &
AL Ao A E A=A E A F Eulerd ¢ 34E A 713813 Eulerd
A2l9} Wilsond] A& Z93ich R2RANAE FF99 ymz A&
ZHstch S99 Uz Heldk 7 459 Hol Mz 4D u] A LA}
5219 o #ek Helojt) o]d o] ZEL V2 E o R AME H
noll Ao AFAFTE dAgF4 e ote daeES 283t 7
H3 A e E5S 273tk v gto 2 RAE A Y nol A AES
o] &3t AFE FAH I = WHS =3}
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19] 9)

49 211 (). (group)2 T3 42 L B}
FAN G x G — GS z2t= QFolth

1. BE a,b,c e Goll h3te] (ab)e = a(be) 7 A &;

2. GO Z+9] A4 aofl 5t la=al =a7} AYSIL, ab=12Abc G
7F 2.

rir
rir
s

Aol 2.1.2 (opE ). o} (abelian group) G+ EE a,b € G7} ab = ba
£ Bzah ot

Hel 2.1.3 (). B(ring) RE T 7] S FA 19} T 2 AHO
94 ol AL FEA 08 2 opATol T FA BAAE ¥
a,b,c € Re tfst

e la=al=ad 1€ Ro] &

e (ab)c = a(bc)

a(b+c¢)=ab+ac, (a+b)c=ac+ bc

2 wEstE= Aot} wek BE b € Rl 5] ab = baS FUIE
T3 R 718k %(commutatlve ring) o] c}.

o] Aol N Z/nZoz TAT W n A4S FL Hosa, Z/nZ
A4 FAL 2 #EHo| = Euler p-3E a7l St}

neNo|Z a,beZLd W, n|a—b7F 4H3HE a2} b= H n FEoletn
3t a=b (mod n)E &t} a =b (mod n)= FFE FT ZoA FX
FA 7 At ne Bl AEE nZ=n)Z 22 (T nZ=(Mn)=n
o= A48 29 otolt) Y (ideal)ol e Bl Aol th)
Aol 2.1.4 (¥ n ). ¥ n A5 (integers modulo n)E2] 2 Z/nZ
2 W ULE(congruent modulo n)o| A FXFE2 Fgolr}. 0] A 3t

AA2HA ohZ3 2ol T A FAS xusm Fo] Htt.
(a+nZ)+ (b+nZ) = (a+b) +nZ
(a+nZ)- (b+nZ) = (a-b)+nZ.
ol 2.1.5. A& 9
Z/3Z=1{{..,-3,0,3,..,{ .., -21,4,..,{..,-1,2,5,...}}.
ffﬁE of 2.1.6. SageollAl= th2 3 o] Z/nZo Y45 ot UL +

143 X9 olgdstolet Xo| T AxE A4she] thA] Xof &t Astolth. F4 7
?g—oﬂ/ﬂ E] Cl Al 3} w2 o] 8o Ato] T}
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sage: R = Integers(3)
sage: list(R)
(o, 1, 2]

H onoll B3 JAFEY AYS Z/nZoE R o|f& Z/nZte
450 3 ZE no WiLE9 JEFQ nZE ol 9 B3 e o
gFol7] wiZoltt. o] wiEel Z9 SIAlH FAlol Z/nZe fﬁ*élﬂr ey
XPOJ.C‘“'& A F=3th W nollA o] FAF a +nZE HA3] a(Sage
29 %), £ q (mod n) 2.2 E7)3}

Ao] 2.1.7 (A). A(field) K= K] 00] o}d BE Q& a7} ab = 1S
S bE Kbl 7HA AL 9l Tha el

A& So] p7t &40, Z/pZE= A olt}. ( Exercise Z=z)

?S‘.J 218 (5 e 9. AT g a+nZ2 Y& A2y &
TN:Z—>Z/nZE Y n "°*(reduct10n modulo n) o]} L2} ~(b) =
a+nZQl bE a+nZ2 H Z(ift) o) e} sto}. Wk, 7+ 3Z =1+ 3Z
ojlmg 72 1 (mod 3)-‘2] i"/] O]D]—

AW 57t ne® Yol A =8 A5}7] )5kl 5 Z/nZol A
o] ZF AE At AL o] &F £ 9}1;]— Exerc1se“7‘]'z)

AzAR 209, A n ezl g0z tpeoldol ] A% e ad
£ ne] Aeiso] o] 302 tprojmo] X Ao,

29 A% 09 A5 a b, ¢, O ALATHY

ok

n=a+10b+ 100c+ - --
o2 & 4 9k 10=1 (mod 3), 100 =1 (mod 3),
n=a+1004+100c+---=a+b+c+--- (mod 3),

o] At o] A ERY $Eo FF2 P O

211 dFEEA
o] Aol A AREA
d4g 2448 5 e

Il
S
—~

mod n) 7k ¥ nol A :ﬂ S 7HAE=A
o213 gt axr = b (mod n)2] 3

tu o,

of

WA Gl 22 7 5
ofrt.
71232 2.1.10 (2A). 7FF ged(c,n) =19]32

Sl BHE AN AR 278 4 e

=

it

ac=bc (mod n)
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oX,

59 A

L

X CEELE

n | ac—bc=(a—b)ec.

ged(n,c) = 10|22 A LLE (T AF5EA 18(b)22ZHE n|a—1b
o t}. whehA]

a=b (modn)
s 4=k O
Z/nzoﬂf\‘] a'ol ao] FAGYoA (F, ad’ = 1 (mod n)o|H) 54
ar = b (mod n)= 743 3 2 = a’b (mod n)E ZtE=rt} weEbA Z/nZ
A FAAUE Sy 2 AEe T 44T S At o Frize
Aot FAG UL 2tE= 94 E 7Y Y(invertible element, unit) 9]
ghel.

oA n HAYANGL ol§3te] a € Z/nZ7} Z/nZS] AL =
A2 0 Y2 e 28 a0l ged(an) = 19 B Bk

Ao 2.1.11 (FAYAAAT). D47t nfel 29 REAZ R RE I
7} H nol A A E FFo] ol g RS H n QZJO]Oﬂ%jﬂ'(complete

/nze] 7 2o A 4B & A PEE UL
HobAl S Aol gAYl

oAE =
R=1{0,1,2,...,n—1}
% t,‘j 719/] 041:]?:10]];]' n =95 ]U:]v R = {0717_1a27_2}7 é’:%
{5,6,778,9}% o] AYFAF o M
HZ2AE 2.1.12. YFFRo] HnY QW"WE’?‘OZD% a € Z7}ged(a,n) =

1E W31 aR = {ax cx € RYE ¥ ne] ehd o] oot

=y
o
K
)
8
Il

az’ (mod n)ol® 7|Z2A e 2.1.10] o <} 3}o]
et Rol A Yol R & =o' o|t} whetA

aR® & Ao ¥ nd OE JoREY thaxeltt 2 #aR =n
W ne] & g etolt -

13 (7} 9). ged(a,n) = 1] ax = b (mod n) & FE
25 2 A W nol Barel L

3% A no A TE st . 2L Reletal AL HxA
2l 1126l ©}3te] aR= ¥ ne A Y Foltt. webA aRellE= b}
G a7t st 2A g o] YAE ar € aRZFL 2T rE F2 7t
e ar =b (mod n)9 s ol fdstrt O

dsAow o] 7124 8E ged(a,n) = 109, aZ @
Z/nZ - Z/nZ= A L olere 247 5 A

1B
=
oy
:Oj_l,
N
rlr
%

<
T
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of 2.1.14. AFEA 22 = 3 (mod 7)E A7t 99 71xA Y =
BHES wetE Ak R = {0,1,2,3,4,5,61-2 W 79 S AR Fol
ged(2,7) = o]t} 18 H

2R =1{0,2,4,6,8 =1,10=3,12 =5}

o Al S9AYAEs} ek E 3 € 2R O|BE 2.5 = 3 (mod )=

A=t} A 22 =3 (mod 7)¢] 3= x =50]th

o WA qr =0 (mod n) AE 7M2 o5 2Hx] IS
r =1 (mod 4)= 3|7} LA 22 = 2 (mod 4)+=

e AAEH W o] Bsjol B A o4 AE ALtk AAl o — 19

el ELIS Auskstol 97 g4 ol

=
Ao tg ohe 71 Ee At

03
o]
=
S
<
Y
—
12
01-4

%9 g=ged(a,n)ol gt 32} az = b (mod n)2 3 27t A3tk At
a8 FA3] n| (ax—b)olth. Z2HH g|n, g|a°lBE g| b7} AH3Ich
doa g|beta 3Ak 28 0| (az — b)=

n a b
-3
g g g

9} B otk WM az = b (mod n)7t AE ZE A op = b
(mod %)7} sl & Zt=thes 2o At gcd(a/g,n/g) = lojm&g 7]
=3 mfﬂl o] sto] mpx| ek Ao s S MR BR FWYo] &ddnt O

oA QALF A HE 2 BAUS Sk GATAAE W 0 o]
AFEA 0 e ZEAS FHT 5 At JAAFTUHL FEF Aol

2.1.2 Euler 2]
(Z/nZ)*+= ged(z,n) =19 [z] € Z/nZE2] AL ol vt} ([z]= z+nZ

ol sl ol 28 % 2/uze

2 (Z/nZ)*o 49
7H fla=s 74)‘:1‘}1]*'_6]’11] 5“‘ 1°] "ok F2olA ‘/}-‘?- Lagrange” 2] 2}
AFAH AR, 8= no] 242 AP+ “Fermat’s Little Theorem” 2,
AulA 9l A= “Euler’s Theorem”2F= o] &0 2 4d# A Q&= o] AYPE
R O£ 24 @ o] Aol AABE L AT FHT Aol

Aol 2.1.16 ($]4°). n € N, x € Zo] 1L ged(z,n) = 19]2} 3=} 28] H n
24 (order) =
2™ =1 (mod n)

o] F= Ze 2% m e Nojt},
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oX,

FE A

ﬂﬂAﬂ»NV}“ﬂﬁﬂH%cﬂhwﬂ%ﬂ@%i@@ﬁﬁ}@n
oA z,2%, 23,... & AXSAL W n Y] HEL 27 {37 Hojlmz
2/ =2" (mod n)

ol j9} j7} A& wholl Qlth ged(z,n) = 10|22, 712 g R1.10e=
HE o'E 2AT F JeBg (i< jE 7HE8H)

7"=1 (mod n).

|

AGE a]] 1. 17 Sageoﬂfﬂ x.multiplicative order() & o83} Z/nZ

o A e o

sage: R = Integers(10)
a
a.

= R(3) # create an element of Z/10Z
multiplicative_order()

sage: [a"i for i in range(15)]
[1’ 3, 9, 7’ 1’ 3’ 9, 7’ 1’ 3, 9, 7, 1’ 3’ 9]

¥ o] range(n) = 0 and n—17FA1 & A4 HL ol A Fo 3 L& F3tete=
g ofolth

2] 2.1.18 (Euler®] o-<¢). 2AAA nofl th ko] nat Hi I nolste]
Ades2] M4E p(n)olet il Euler p-g2kal gtk 5

p(n) =#{a € N:a <nand ged(a,n) =1}.

& 5,
p(1) =#{1} =1,
0(2) = #{1} = 1,
0(5) = #{1,2,3,4} = 4,
p(12) = #{1,5,7,11} = 4.
p7t &0l ™
AR2TPIA ged(m,r) = 1018 p(mr) = p(m)p(r) 3 SHBG 012

ﬂ A
o] &3 n AAJAFEMZREH ¢(n)S GA AT 4=
SAGE °J 2.1.19. euler phi(n)2 p(n)< AAHst= SageT =
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sage: euler_phi(2007)
1332

Ae] 2.1.20 (Euler Z&]). ged(z,n) =109

2™ =1 (mod n)

o
o
oo
o
ol
2
nx
o,
]

=
W S A 2 A3 % 0] Eulere] A ¢ ]% 9] o=
T th WA Z/nZe 71995 /e

(Z/nZ)" ={a € Z/nZ : ged(a,n) =1}

< AT7e(n) Folth. 23| ﬂM Ae+e (Z/nZ)*o AAEY 95
(Z/nZ)" &) 9172 ¢(n)& Yethe Zolth o]+ &l #3F Lagrange
o] Hejol 543 —‘%0]1'/} Lagrange®] & #: G7} ol ge G ol
g8 Sl & G AFE Utk Aq7)oA e FEY 44E o]&3HA
o F gtk

P={a:1<a<mnand ged(a,n) =1}

2o yow W ne wHA W

filo
1
rlr
v
O

SAGE o 2.1.21. SageZ AMg3to] 9 d8o A& o= Folsic)
o] A4 xoll th3te] SageTE Mod(x,n) = Z/nZol 43t= 22 A HF
ﬂ]&f&u}.

tn lo

sage: n = 20
sage: k = euler_phi(n); k
8

sage: [Mod(x,n)"k for x in range(n) if gcd(x,n) == 1]
[1’ 1’ 1, 1’ 13 1) 1) 1]
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2.1.8 Wilson2] %]

2 1770 d R 99 FeE I a4 Aot 29 o]
A& Fx=2 S AFFS Lagrange©| th.

2R 2.1.22 (< A, p> 17} 250d B2 EZ2 AL (p—1) =
—1 (mod p) o]t

AE Eol,p=3°l" (p—1)!=2= -1 (mod 3). p= 171
(p —1)! = 20922789888000 = —1 (mod 17).
e p=15°]H
(p —1)! = 87178291200 =

0
otk metA o] Aee aed Felr g

oJER 15% T 5] S
o AR FAONA E o Aol A 7B M EeH Y Aol
SfukabE (n— 1)'E ALSHE AL oFF Bitels] oot
£ p = 29 A9E AYIRE, AFHEE p > 2247 AGeA. W
A pe 252w AT (p— 1) = —1 (mod p) AL ZHHAF a e
{1,2,...,p— 1} w, ged(a,p) = 19| B2
axr =1 (mod p)
e §9 8 o € {L2....p— 1}E AL 7SR Bk a = ol
a? =1 (mod p)S WEFEZE p|a? -1 = (a—1)(a+ 1)t} wWetA
plla=DelAYpl(a+olBR ac{l,p—1}. 5, {1,2,...,p— 1}°1A]
13 p— 1< AL {2,3,...,p - 2} BE d2E55 474 AT o
A4} QBT g | FER, BE FoY
2-3-----(p—2)=1 (mod p).

= @eth A7)0 Gl p - 15 F59H (p— 1)! = —1 (mod p)°o] 53
2.

o=, (p—1)! = —1 (mod p) & WFH3HH p = A5 ot TS S H AL
ol sl &7t obyetal ZFAskAk T2 | pe 40]/4Fe] Hdgelth 4
S po &4 ety FAE W L < polBE GA3 L] (p— 1) E
Al 215t

2:3---15 = (2:9)(3:6)-(4-13)(5-7)(8-15)-(10-12)-(14-11) = 1 (mod 17).
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SAGE ¢ 2.1.24. SageE ©]83} n, (n—1)! (mod n), —1 (mod n)S.=
FAE A Y E£E w50l WAk of) HolA A WA AL n, 7 WA
gL (n—1)! (modn), Nl A% €2 —1 (mod n)°]t}. A HA| o] &4
QA A-Follrt FRAA 2} Al HA °ﬂ° TEe ZUT 5 ATk (SageolA ..
= o8 22 UBUe A ZAShes Ao FE5S H EoldT 48+
ATt.)
sage: for n in range(1,10):
.. print n, Mod(factorial(n-1), n), Mod(-1, n)
100
211
322
4 23
54 4
6 05
766
807
908
22 F=Ae UHA ge)

o] oA = FxAY A el ¢ Y dAdE Aol HE A
2705 Y 4A 7)o AR T g s vt 2 AR
skl
AE 221, SN0 PR 7T 57 0 2 e A A7
TAMOE B E Aj7b derhd o] e dult 5t A

5599 o] A A ooz BANY oS A A9 A7 FEA

x=2 (mod 3)

x=3 (mod 5)

x=2 (mod?7)
& Aol BEahe el A4 2 Aotk FF A A B2 (Chi-
nese Remainder Theorem)+= 3| 7} £ A Stt}= Zl o] a1 o] 3| & 2= 3t 71X
WS SHAA B Ak (B3 s AR3e Fx)
el 2.2.2 (F=A9 UMA A2). a,be Zo]in,me N2 ged(n,m) =

lojt}. 729

8
If

a (mod m),
x=b (modn)

nE3ls J5ol x € Z7F A5t 1 F55 = H mnol] HEA]



a+tm=>b (mod n)
= WEote Al tE S T AUz =a+tme F9 F 54
BEGe 47 FA8 2 qlek 220 9 A4 PR oF W tm = b
(mod n) el 7|24 8] R.1.132} ged(n, m) = 10]2E B2l 718 S ol &
W 33 hE 2L FAAL Hol 7] Aoke] w9}y Aelol AN TS
219 et AL 28 2 = x — %zEO(modm)E]-z—O(modn)
E WESIEZ m | z and n | 20|t} ged(n,m) = 19]2F nm | 22 {3
w2t z =y (mod nm)e] A H ). O

1. [Extended GCD} obe} 9] Algorithm 2.3.71& AF-&3td em +dn = 15
RS A o ds AT

2. [Answer] z =a + (b—a)emE E83t1 g2 Eth
+

%W c € Zo]2EZ, z = a (mod m)°]3L, I cm
a+(b—-—a)em=a+(b—a)=b (m

o];q AR R2.1e] thalt 948 & 5 U}t WA, A 2.2 o] &3}

o

[oR
=
(T
e
rlr

= A g
r=2 (mod 3),
3 (mod 5)
g HE =t a=2,b=3 m=3n=>52 2 =2 (mod 3)2
ez =2+3to]BE 19AE=t-3=3-2 (mod5)9 3 t= =t}
t =27} dlolt} (a,b,m,noZ ZHASH t-m =b—a (modn)) Z&H
r=a+tm=2+2-3=8°th &, 2’ =2 (mod 15)& TZ3}= ZE 2/
= 99 F 549 OH7}.}E]DE r/} R S
x=8 (mod 15),
x=2 (mod7)
o 2EAE THU Al FolA A A9l TEAE FoE Aol A}
(A71Ea=8b=2,m=15n=T0|B=) ?}‘?_11‘4751552—8 (mod 7)
ol t=1% st

r=a+tm=8+15=23
S AtEh 999 x’—x(mod3~5-7) A7 Hez g2 s
gelstat. A& 23+3-5.-7=1282 & t}2 &fo|t}

o
SAGE 9j 2.2.4. Sageol| A CRT(a,b,m,n)% z=a (mod m)2z =b (mod n)
o] FE3NE AASth



2.2 F=99 UmA A 31
sage: CRT(2,3, 3, 5)
Al 7R ol 4e] A9 &5 A2 CRT_listE o] &3t} o] AL Az A [2.2.1]
£ ohs HYolz 9S4 Atk
3

= =
sage: CRT_list([2,3,2], [3,5,7])

23

2.2.1 A4 sk
2 9] Euler p-&+ th33 2t
p(n) =#{a:1<a<nand ged(a,n) =1}.
H2Ae 2.2.5. m,n € NoJ1Z ged(m,n) = 102t 7}F3FAF. 28] W

¥(e) = (¢ mod m, ¢ mod n)

W (Z/mnZ)* — (Z)mZ)" x (Z/nZ)" (2.2.1)
= 9 g gjsojrt

28 WA Y7 Y T AS Bolxb ek () =¢(d)olE, m|ec— ¢
T n|c—col AFstt 7Aoo 23l ged(n,m) = 10|22, nm | c—

7} 4 g et} metA (Z/mnZ)* 2] QAZEA c= ot}

VA 97 AADE el 5 (2/md) < (2/2)° 3] RE At AT
Ste7t Qo Y(o)Z BHE S HolH Art ged(a,m) = 19]3L ged(b,n) =1
2 as} b7k Fol AW, 2o wlx) Ao PIARRE ¢ = a (mod m)
2t e =b (mod n)E TE3F= 7 EASTE 1 < ¢ < nmolﬂ-i’ M
4 A3, T ged(a,m) = 1, ged(b,n) = 10|22, W= A] ged(c,nm) = 1
o) olobit g} WekA i(c) = (a,b)ol ek

Ao 2.2.6 (FATE). &4 f: N — C7} ged(m,n) = 19 F 24
m,n € Noj| o],

O

i

f(mn) = f(m) - f(n).

£ w53t FA e (multiplicative function)#hal $hr}.
Fe) 2.2.7 (FADF ¢). 29 I o= FAFT oIk

ES
H BzAeR25e 35 pe ADA Frolng 22.1)9 AF J3ol
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o A2, Mol % $2 7 ng £AFEAT 5 ATHA, p(n) L A4
I ) o}F 48 (2 ISR} AT p(n)9] e T AT
HAAE 2 BALE Fush) oE =9

p(12) = p(2%) - ¢(3) =2-2 =4
1= n Z 1?:—] ,
m n pn n n— n—
(") =p" ——=p" = p" T =" p - 1) (2.2.2)

Aot} dfufatd pr R 2R = Fol A pt AR ATFold
FWo) 7] W Eolt}. 2B EE, o & E0HH,

©(389-11%) = 388 - (112 — 11) = 388 - 110 = 42680.

23 AT o}F 2 AFAF W Ay

o] BolME FEA az =1 (mod n)°] 3E A& A& ok Ao 9

£ 78 W a” (mod )] EEAA AL YW S AR E o7

(mod n)& We] A 5 e ele] Sol o) 23 AT 25 T
[e)

2.3.1 ar=1 (mod n)g &Fo|¥
a,n € N& ged(a,n) = 1% Z4 .

o 42k &4 ar =1 (mod n)2 7L 5
Uy

712A9 2.3.1 (F29 FZ= £3). a,b € Zo]L g = ged(a,b) B}l
SR 289

.
12
s
10
fu

ZdAH

o fome
ITI}‘_, I'N

N,
BN ol

g r=1 (mod ) (2.3.1)

L H v e ZE et A (2.3.1)] g5 ¥ ar = g (mod b)E WS}
B2 b (~y) = ar — g& TF3E y7t TATH BebA az + by = gE
WE 5= 2, y7F EA g O



23 497 o3 2 AFAFY whe Ay 33

257 Fue, W nold QA FEAS FE FRAEE
o g, g 0

TFAHoRE S
22 28t yE A4
sttt o] darE| 2 AR | d
d ] ar =1 (mod n)S £, ax + ny
27 E R3S AT

o 233. a=5,b="74 W] gcd(5,7)E A st= L2
Ave = 2ot ofd ol BEo] A et z &
ol Ao AFEE & uff Foll HA 7] A o]t

Nl Il
o,
s
)
)
kL
flo
)
>
o
AU
(o]
o,
iy

B 2 %
y2 737 $5tel

T=1.5+20B%  2-=7-5
5=2.2410]B%  1=5-2.2=5-2(1-5=3.5-2-7
c2m Ao 7 aAdAe UM S astbe] AAAo R Lheh)7] 9t
Aztolty. uhA ut DA o A ged(a,b)E 217} Aok ad} bl QA AT

= e,
o 2.3.4. o] Wb o7t Batel F9E A H AL a = 130, b= 61
oz xow
130=2-61+8 8=130-2-61
61=7-8+5 5=-7-130+15-61
8=1.5+3 3=8.130—17-61
5=1-3+2 2= -15-130+32- 61
3=1.2+1 1=23.130—49-61

S Axth wekA =23, y = —497} 130z 4 61y = 19] 3f o]t}

o 2.3.5. o] o= HlE o] o R3ApIA L EZ] AL WEHE 7hdaA
el s Aotk
130=2-61+8 8=(1,-2)
8=1-5+3 32(87_17>:(17_2)_(_7715)
5=1-3+2 2=(-15,32) = (-7,15) — (8,—17)
3=1-2+1 1=(23,-49) = (8,-17) — (-15,32)
ZF A A L EZ HE = T WA o] HE oA 3 ThA o] WE Y
At Al E W 2 A o] e ZF A A S Folth ZF ©A ol A
EZ WEE F A g WEA 3 A kel M o] FoflA
B2 RO Al E sho] W Aot
SAGE <] 2.3.6. xgcd(a,b) W&ol a2} be] H 5 g ar+by =g
€ WSshe o, yE At
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59 A

L

sage: xgcd(5,7)

(1: 3, _2)
sage: xgcd(130,61)
(1, 23, -49)

A2 E 2.3.7 (F4E FEFH= g E). a2tb7t 5ol g = ged(a,b)
2}l 3kA} o] G EEe 3

1. A& Setz=1,y=0,r=0,s =12 &
2. [ Ifb=00°]" g=aole} ¥ u]-zl:].
3. % Ur A dueE LL12E o]4std 0 < c < b7t H &
qgb+co] FEE &1
4. W70 (a,b, 7, s, 2,y) = (byc,x — qr,y — qs,r,s)F T GA
Zte} (o] 71+ DA = ool HAA A= ATt
Al

e
Q
I

E%

% ol g5, FYt Y B2 W oy, 9 = AL FH ST
AL A9 stue, e ZoBR d=ged(ab)s Fu 2t
ol ¢ EY A FH —3— "é‘%‘kJ‘D}- #H4 Y= A2 27 §1.2.1)5
ZHarst7) vk O
drelE 2.3.8 (H n d9Y). a2} ne Ho]Al ged(a,n) = 10]8kaL 714
A 2™ o] ¢aEEL2 ar =1 (mod n) %3l 28 e

R

)

o

Q
fir S

X

E

mO

K

(i

)

o
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61=3-17+10 10=61-3-17
17=1-10+7 7=-61+4-17
10=1-7+3 3=2-61-7-17
3=2-3+1 1=-5-61+18-1

w2pA] 17-18+61-(—5) = 1°]BEZ 1 =189] 17z =1 (mod 61)2] 3 o] t}.
SAGE ©j 2.3.10. Sage|l A= 919 ¢1ugl5E 7838t | n

= =

sage: a = Mod(17, 61)

sage: a”(-1)

18
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SAGE °J 2.3.12. SageE o] &3}o] FojZ =& o]A 2
o] = stro|th.

sage: 100.str(2)
€1100100°

sage: 0%2°0 + 0%2°1 + 1x2°2 + 0%2°3 + 0%2°4 + 1x2°5 + 1%2°6
100
dyveEE 2.3.13 (A
o o] d2EFS W
1 [01X42 23] S5 R311e ol &3t mE thg3} go] o™ =
| - a® (mod n) o)A o g %I,
2. [ASAF AL r+1lm
a? = (a®)?, ..., a? & A3}
3. [AFAFHF] & = 191 @
W n ALbolth
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t} o= FASFol R,

\__

©(100) = (2?2 - 5%) = (22 — 2) - (5% — 5) = 40.

webA] 740 =1 (mod 100)°] 2L

2.3.14. 7! (mod 100)E Ao zx 7919) npxjut =
4 ok ged(7,100) = 10] 22, 2] 2.1.202 R & 79109 =1 (mod 10

791 — 7404+40+11 _ 11

olAl 919 L FS ol &3 7 (mod 100)S

WA, 112 22 AS Yt

1

11=5-
5=2-
2=1-
1=0-

2+1
2+1
2+0
2+1

A2 58

S

&3} o] Ak

webA, (11), = 1011, o] 9, AAkstH

a="17
a’? =49
at =49 =
ad=1%=

(498 AFsE 71 A8 AL 49 257 727 ARG T T2
o yrix) A2l g o] gate AL Fnatd) 2ed £27) At gL

o=t 2o
M =71=0%0%a=1-49-7=43 (mod 100).

SAGE <] 2.3.15. Sagedl A= ¥ ¢S AAAA AFAFTFE +38
th & &

sage: Mod(7,100)"91
43

A

o

Sageoll M 7% & Wt2 7 £& gt & o] g
741* stef il kA= ?%a*lﬂ‘ﬂ...
sage: 7791
80153343160247310515380886994816022539378033762994852
007501964604841680190743

s
=07

N



24 A4 HA

Ae 2.4.1. 1HT 2 T p> 17 2507 Y3 DRE=ERAL a#0
(mod p) 9l ZE 4 a7}

a?” ' =1 (mod p).

My
r

=3t

e

Aok,
37 prt agold 7123 plae 2 Re Be 2o wekett p7t g

g0l po] ok a7k EASFAL 2 < a < pO]T‘/}- 2Hef a?~! =1 (mod p)
olgti p|aP~!—1& TSt a | polBR a| e’ 17} F H kL, kA
E=aP 1 —19 AL k7} Z ) 3k} apfl—ak—lolt’ia(apd—k):l
A3 0] AL) g |1S FEIILE 2<a < p Ao Bolth. O

—

flo &

ne Nolgta 3 xF 28H A R4} &2
&7t obd Zg weaA SHEAY, 2
T+ AT i—’f—?—_._] A 2on BN =

E[2.313}& 0] &3} no)

Fota wheA 2w

(mod n)o]® no] &7k opdo] FHEATE vhHol 2 7j o qof s}
av =1 (mod n)ol™ no]l A4 4 £5 Yok F4E 5 9lg Foltk
o’ =& FAl44(pseudoprime) 2}l FET}.

SRS vOM ged(a,n) = 15 W53k BE a0l thato] o =1
mod n)& W53 old ke 44 2te B4 nol EAEET o™
4>Z Carmichael 2} 22t} A HA Carmichael 5= 5610] 1, o] &
Feo] F3s BEol <A A 2.

o] 2.4.2. p=323%E 2591717 252 (mod 323)F A e 22 ] e
Folx Az FaueER315o 2 Axtelr] §18 Folrh

A

i m £ 22" mod 323
0 322 0 2

1 161 1 4

2 80 0 16

3 40 0 256

4 20 0 290

5 10 0 120

6 5 1 188

7 2 0 137

8 1 1 35

2322 = 4.188-35 =157 (mod 323)

o|B g 323& 447t ofUth EE o] A4S 3239 40 Bajof thet
oW ART =2 Bl A 323 =17-1998 £l B 4~ 9t}
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rlo

SAGE o 2.4.3. 2 59} o
Atk A€ =

n = 95468093486093450983409583409850934850938459083

s

i
A

At 2HEA

L 271 £1 (mod n)o| B2 ne A4 o]t}

sage: n = 95468093486093450983409583409850934850938459083
sage: Mod(2,n)"(n-1)
34173444139265553870830266378598407069248687241

ng AsEasiedE 84 § 71 A3k 2290,

T

sage: factor(n) # takes up to a few seconds.
1610302526747 * 59285812386415488446397191791023889

21 D}—E‘ AL Ao A4 AAHOZ Miller-Rabin test7} =4, o] &
AL oW % vl ALY AHE| 257} ohizkn AR AY, T2
2@ 50l o £k B 459 Aotk FAZT) ek A nol
Miller-Rabin &+4-& m¥ A5l olnle 42449 5 Qtiw 14-15]-\4—1:]—“1
27 d FE2 nd mel wel J2s] 28T 5 Sl
$el: Miller Rabin 231252 53] /%2 AT o] IS
oA FEol A3 &S FHHA U=
4318]E 2.4.4 (Miller-Rabin®] 44 &4). 5RO} I AU ZL A4 n>5H
o tf3te] o] LB EL true T2 falsed n
& “ofulk 4 (probably prime)” ©o]il, falseS &= oH, ne F 3]

Aqf‘o]ck

%1

1. 29 AGAF £ n—1=2"mE 29 AFAFH ETF me go=
FAde= KL kG mS 74]*}3*3}
2. [ AE] 1 <a<n af F2AE AE et
3. [E4 AFAF] b = a™ (mod n)Z FEth b = £1 (mod n)o] ™
trues S 9t €Wl
4 [BF AFAFE|1<r <k—12 299 rofl A v*" = —1 (mod n)
ol trues &3ty Ttk 2124 2o falseS Y3}
nol ) g+ Miller-Rabin©] trueE &2 314, 3t ¥ © Miller-Rabin HAE
£ St E trueE 95t ne 2t ZX A5 FEL Ao
% o] duglEol Y Bk Tt o] g A ?E“é—?% agehal
T 5 deAE Ad FHEA deth fEe o] dngEel nd &
Aol et ng FAT IS Hojopwt sty wetA nol a4
o] Ay Eo] ng T FAMCI 7}20 o}x} :LE{\I] a™ % il

< WEa) n°] o3 2l = (n—1)/20] B2, 7| % *‘ﬂ-ET
B a2 '™ = +1 (mod n)7} A Y3te], e Nt RRE, «



=1

o Rodel Slstol, o m = +1 (mod nyol 4
o 29 w2 Hol 1he.7 AW A2
B2 olg 75E). $2 M

A2AA 5 A0 B R4 2] e o) Bl &

T W Ly Eol ZZHE]'— A= LA QA St Agrawal, Kayal,
mﬁSmelAlﬂCW“‘Mﬂﬁﬁ:%@ﬁ% Loz WAz
(H)ﬂﬂﬂﬂtﬁaﬁ T dugEol st 82+ NM%R%m%S

°
AL BHROEE FESEE o9 g5 A7 |AE ° 7
3'5}7‘]'2 =t} o] darg]E2 [47, Ch. 21]ol] 2B A= o] Qo
Zkast7] whgrt
SAGE o] 2.4.5. Sage°l| A is_prime &= Fol R HAL7F A4 AXA] ofd
Ag 2743k

sage: n = 95468093486093450983409583409850934850938459083
sage: is_prime(n)
False

is_prime TFE ©] &3t A5 Z2 Mo HE=2A AFRE TEO HAL

(4123 #=).

sage: for p in primes(100):
if is_prime(2°p - 1):
print p, 2°p - 1

13 8191

17 131071

19 524287

31 2147483647

61 2305843009213693951

89 618970019642690137449562111

Mersenne 5=of tf sk E31H 4 Aﬂmﬂmﬂ-]‘@%%Lqu%ma
2R AT 2~ 10] £4-94 SHAAE AS) uh2] BAtE ok eet
AR oIt 2 F9 WHo]E A5 Lucas-Lehmer 278 = P*"LOPO#
T HEA £ Ap ARE FH I

sage: def is_prime_lucas_lehmer(p):

= Mod(4, 2°p - 1)
for i in range(3, pt+1):
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=82 -2

return s ==
sage: # Check primality of 279941 - 1
sage: is_prime_lucas_lehmer (9941)
True
sage: # Check primality of 2"next_prime(1000)-1
sage: is_prime_lucas_lehmer (next_prime(1000))
False

HEZA Ao tste] o] &3l 40, http://wuw.mersenne.org/ ol Al
the Great Internet Mersenne Prime Search (GIMPS) ZA| & #313}7] H}
o},

25 (Z/pZ) e %

o]l A pt &L Wl H p F
nen 94 23s, 7o Solg
Plelgt= Aoltt o] Axt= ol o oA o] 24
g et

Aol 2.5.1 (FAZ). H nd YAZ(primitive root)2 Y7} p(n)<l
(Z/nZ)*o] YAoltt.

BE 45 pE AN ARE B AdlTh (Z/pZ) L p-17]9) 242
o o

o
o
N
ok
o
R

=
NAoz, QA2 EAE (Z/pZ) o] =TT UL A=)
ko nol T4 Aol ¥ ne YAZS 2t (Exercise E
aEy 282 AAZS 2R 4, wEbA n > 32 2"E GAIES 2R

%} =Tk Exercme BR7 Z=).
2 (Z/pZ)*°] %ﬂv‘f 1S Holig o AAA AL BT}

017]/Hp71./] 2= o]:/\ doﬂ EH ]_01 (Z/p )*_4 A Zoﬂ/ﬂ ‘A‘r‘7]'d-4

ot 427t A 7Y BT 18 % AR5 9t o) 23tE

o] &3to], Ao AFAFA GOl p—12 Y7

57k g7 9 (Z/pZ)* 9 BaE W AT 21

A7t p— 190 (Z/pZ) 2] D4E deth

SAGE 9j 2.5.2. Sage .= primitive_rootE ©] &3} ¥

QA 2L AL 5 Qth T2 2 p <2091 H po DA 2o)

£%

sage: for p in primes(20):
print p, primitive_root(p)

21
32

2(Z/pZ)*9) BE D47t g9 AFAFoE RAH L g € (Z/p2) 7t EAL o <22
olgbT B (Z/pZ)* = (9)= EA. o] g7k DA 2ot}


http://www.mersenne.org/

25 (Z/pZ)* 2 72 4l

Al 22 — 12 Z/8ZoA 1, 3,5, 7 vl 71 S ztirh tgjrAo=
A& A rell A= gotokd e s uhs

v
o
N
P
ox
ACk
rr ol
Wt
B
_}l_,
ISH
rO
kv
oot

il

7127%%] 2.5.3 (E}ﬁ‘ﬂﬂ a}q M), ks Ao f € kla]= Fo] ofd
TSl ko] g4 o€ k BoFoF deg(f)
7 Zx}]?fh;,l

37 deg(f)ol T AP 2 S YA deg(f) <19 H
OJA| f = anx™ + - a17 + ag 2 2 Ak TeF f(a) = 0°]H,
f(@) = f(x) = fla)
=an(a" —a")+ - +a(xr—a)+a(l-1)
=(@—a)(a, (" 4+ +a" )+ dag(r+a)+ar)

£ A,

= (z—a)g(z)
2 & 5 Qo] wf g(x) € kfz]olth B, B # aOlEﬂ/\i f(B) =00]2kaL
A 289, (B—a)g(8) =09, B—a # 001 ki Ao]2=, () =0

ol Aot AdA 7ol osto], g Wolokn — 1 7H4 e THABE,
Wolok n — 1719 p7F A% 5 Atk GebA f& wolok n 9] S
zheth, -

SAGE o 2.5.4. SageE o]§3lo] Z/13Z9] Al4-E Z+= g2l e] 3
7.

sage: R.<x> = PolynomialRing(Integers(13))

sage: f = x715 + 1

sage: f.roots()

(12, 1, 10, 1), 4, 1]

i

sage: f(12)
0
Bl %‘?i%"ﬂ Zt ol SHEE A Tt 99 dolAs EE 59

71272 2.5.5. p= &50] I
(2/pZ)[x]= Z/pZo A ¥



oltt. o] uf g€ (Z/pZ)[x]°] 3L deg(g) = de—d = p—1—do|t}. H eI 2.1.20]
BRE, P 12, RE Z/pZ Q4T A BR, Z/pZol A B3] p-1
Mol e et 7123 B -°ﬂ o] 8lo], g= Hofokp— l—d e B g,
zt —1& Wotokd /e & Zeth (2f —1)g(x)9] & 2? — 1ol g(x)
o] s opul 31, aP—! 11 A3 p—1 M e HARE, g= HE3]
p—1—d N NE, = ol — 15 BF3] d Y HE 7FA ok sttt O

SAGE ] 2.5.6. Sages °]-&3to] 7|24 2o A< Ale|E AL

sage: R.<x> = PolynomialRing(Integers(13))

sage: £ = x76 + 1

sage: f.roots()

(11, 1, 6, 1, 7, 1, 6, 1, (6, 1, (2, 1]

ojAl FA WFo] 25 pE FAEF noE v 72 al =t ]
& el OMB}L /\V‘ = FAstAt o)f= F 7Y wol ¥ noﬂﬁ 0ol 2}
atehe 217to] 0ol 9 Bes} 917 Wit ]%%Oif:xQ—l:
(x—1)(z+1) € Z/15Z[x]= 4 749] 3 1, 4, 11, 145 zt=t}

2.5.2 A2 &4

ARTZe e fa2e] 94 20 9% (order) & o = 12 BEFE 73
zZ+o oko] At o] oM, AR5IE o] &3] p—
o ool A5} de) (2/p2)° 9] D4 E Fo} 1EE BT Foel A5}
p—12 Y4 HAsI, (Z/pZ)* 7} 3T LS Holth

08 HEAUE o 85l A7 p- 19 Hedl DLEL 2o
Y57 p- 19 ALE BB Dok
HERAL 2.5.7. a,b € (Z/nZ)* 2] Y+7F Z+zF v} s0] 3L ged(r,s) = 1
olgfxl IR 28] abQ] 9]+ rso|Th

3 olAe ) 2ol A2 @l e Aasol Bal By e
QubA ol Apdolth wrebd 929 FEE ab = badl WL o] §5taL,
(Z/nZ) oW A A3k @ A= o] §314 gherh
(ab)TS — aT‘SbTS — 1

ojBR abd] FE rs FFoltt o] G E s E 22} o] W EE
ri|r, s1|solth
arlslbrlsl — (ab)ﬁSl — 1



25 (Z/pZ)*2) 72 43

ol ro =7r/r AFAHE H Sk
T1T2(91b7°17‘231 — 1

a

a2 = (grir2)s = lo]jm 2,

pritest —

o] A3lct webA] s | rires;. LAY ged(s,rire) = ged(s,r) = 19| 2 Z,
s = sololobg BTk 2 WHOR r = 1€ D&+ YOHE, abo)
A4E rso|th 0

p=209 10] YA Zo|BZ o] el APk wtebA p> 28t
Mt p - 18 AR tE 24s9 Hge wo R 235
p—l=q"q* q".

71zAe 25501 9ste), B 20’ — 12 AF3 ¢l e 2,
oA 2t - 12 AES ¢ e e 2k gekA Z/pze) 9
2% 957t ¢ QaEe) ASE ¢ — g =g g - 1) AelTh
a€Z/pZ7t TH Q4T o’ = 10| AW ot £ 12 VEFTL W
A =1, rol tste], A7} ¢ A4 0,8 AT 5 Ak o)A

HxAe R5.1E A% A8t

€

i

a=aias---a

= AT g g =p—1 7 Atk wWEkA ax § pd 9AIZolth. O

o] 2.5.9. p=13<S 7121 B Z9e At}
p—1=12=2.3.

oA 2t —19] = {1,5,8,12}0] 1L, 22 — 19] 3= {1,12}0]2& q; =5

2 37 oA 2® - 19 S {1,3,9}°] B2 a; = 322 & 5 Ut

2™ a=5-3=15= 27 AA 20|tk Felar] Fated, 2 (mod 13)
ASABES o AR 3} 2o}

2,4,8,3,6,12,11,9, 5, 10, 7, 1.
o 2.5.10. Ae) E5S= p7t 47 okl 29) ASAFoI ™ AheA Tk

E Eol, (Z/8Z)*2] 10] obd RE A4 f5E 20140 ¢8) = 4
°olth.

gl 2.5.11 (W p"o] YAI2). 7 2579 AFAlE p"2 HAIE #

=t



Mo
o,

274e 2.5.12 (A2 7NF). W no] PAZE ZHAE, W n 2}3]
) .

29 ¥ no YAZS (Z/nZ)*2] 34 OID} 7+ ol 45}04 (Z/nZ)*&
AF7 p(n)d 8o, A2 & 39 Aot mEhA
AA 2 Mg 8T ALY M 2oy 28 57k rd <38
F ()9 A& ghe) A5t rd BRFBRAL ged(k,r) = 10|22 T8
L <k <79 Age p(r)elth mebAl, (Z/nZ)* S1577F p(n)olB =,
©(p(n)) 7He] AAZo] EAgtct. O
off 2.5.13. ¥ 172 ¢(p(17)) = (16) = 2* — 23 = 879 PA| 2L Zt1}.
BT FolH W, 3,5,6,7,10,11, 2 140]t}. \1.3 95 ((9)) = p(6) = 2749
AAIZE zEedl, 29 571 9 99 AAlZolth koA FA skl o] 89
AA 2L @

2.5.8 Artine] 7FA

7} 2.5.14 (Emil Artin). 5 a € Z+= —1% oYX A Fs+E ol efxl
A 28 a7F YAZo] HE L5 pe Fos] Bk
Artin®] 7} S WEEE 8 9 o% olA7A = dHA A ok
Ao H aoll 3] Pieter[37)= a2l 157k p — 19 7HF & &5 <
ol 3 Foj A= Ag pe 733 Bo] A 22 SHIA T
Hooley[22] A9 dutA el gul 7pd o)zt E YR = 714 o] Arting
fEdthe A2 war

’E-’E 2.5.15. Artm.J M2 & 9 Bes 29stE a7t ] pd] AAZe]
H= x o3t &4 pES MFE N(z,a)2Hal 3HH, ool T 23 FY
& Cla)7F A8 N(z,a)= C(a)m(x)ll 77k Rtk A olth

2.5.4 QYAIZLe] A4F

w[ AN TG AselE EHAQ Fu S-S AN A= S
W po] YA 2L AA AE) A=, prt AR @ a=27}~d/\l%°l
54 A ASAHEL ARy Astd ¢ =308 1 22 AL u
Bl ﬁTﬂp 191 a2 28 u 714 o] & Aare HJ%%& (Z/pZ)*
o] Y49 940] A st = p—19] Q4EE 7} A3y, AnkA o 7 w2
Qg R WYL Ay A x|kt ek Z 24 po AA2S B YL

o1& —Erzﬂﬂad Hlth

AT 2.5.16 (AN D). 45 p= ZW o ATEL A% ZLE peo)
Ax 2L Folzr).

L [p=27 wefFp =20 15 EY3ta £ty 19X 4o a=2
= FEt



2.6 Exercises 45

(2% F5E 27 p— 19 25 45 pr,.. o p e AR
A7) Wk BE pioll thdte], alPmV/P 2 1 (mod p)old, ax
£ Adsith metA o EY5ta 2drh

4. [Oh2 4 B]a=a+ 12 ¥ Steplo2 Zhr}

39 ac (Z/pZ) ekl AL T (Z/pZ) ) 157k p—10]B R o) $5d
£ p-19 o)tk d=(p—1)/n (& p— 19 &%)} 22} wokazk
(Z/pZ)*2] Qo] okt 1 <n|(p—1)°1BE, p; | nQ p—1] &5
ok pi 7k EAf S 1 ¥

a®—D/pi — (a(P—l)/n)"/Pi =1 (modp)

A\I
5T
o,

Heth o=, a7 A dolEd, p— 19 BE &g o5 p;oll His)

“D/Pi 21 (mod p)olth. wekA] o] LI EF-E Step Bl A B 9

48 z7AL a7t A 2ot A e 580l 23te], Hojx 3 79
|

8%
A2 EAER o] a2 {3 DANA Ednh O

IS}
fe o

(o rot
N

2.6 Exercises

2.1 Prove that for any positive integer n, the set (Z/nZ)* under multi-
plication modulo n is a group.

2.2 Compute the following gcd’s using Algorithm

ged(15,35)  ged(247,299)  ged(51,897)  ged(136,304)

2.3 Use Algorithm to find z, y € Z such that 2261z + 1275y = 17.

2.4 Prove that if a and b are integers and p is a prime, then (a + b)? =
aP 4+ b (mod p). You may assume that the binomial coefficient

p!
rl(p—r)!
is an integer.
2.5 (a) Prove that if z,y is a solution to ax + by = d, with d = ged(a, b),
then for all ¢ € Z,

r=xz+c- -, y:y—c-% (2.6.1)

is also a solution to ax + by = d.
(b) Find two distinct solutions to 2261z + 1275y = 17.
(c) Prove that all solutions are of the form (2.6.1) for some c.
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2.6

2.7

2.8

2.9

2.10

2.11

2.12

2.13

2.14

2.15

2.16

2. Wn

o
o

59 A

Let f(z) = 2% +ax +b € Z[z] be a quadratic polynomial with integer
coefficients, for example, f(z) = 2% + x + 6. Formulate a conjecture
about when the set

{f(n) :n € Z and f(n) is prime}
is infinite. Give numerical evidence that supports your conjecture.

Find four complete sets of residues modulo 7, where the ith set sat-
isfies the ith condition: (1) nonnegative, (2) odd, (3) even, (4) prime.

Find rules in the spirit of Proposition for divisibility of an integer
by 5, 9, and 11, and prove each of these rules using arithmetic modulo
a suitable n.

(*) (The following problem is from the 1998 Putnam Competition.)
Define a sequence of decimal integers a,, as follows: a; = 0, as =
1, and a,42 is obtained by writing the digits of a,41 immediately
followed by those of a,. For example, a3 = 10, a4 = 101, and a5 =
10110. Determine the n such that a,, is a multiple of 11, as follows:

(a) Find the smallest integer n > 1 such that a,, is divisible by 11.
(b) Prove that a,, is divisible by 11 if and only if n =1 (mod 6).

Find an integer x such that 37z =1 (mod 101).

What is the order of 2 modulo 177

Let p be a prime. Prove that Z/pZ is a field.

Find an « € Z such that z = —4 (mod 17) and z = 3 (mod 23).
Prove that if n > 4 is composite then

(n=1)!'=0 (mod n).

For what values of n is ¢(n) odd?

(a) Prove that ¢ is multiplicative as follows. Suppose m,n are pos-
itive integers and ged(m,n) = 1. Show that the natural map
Y Z/mnZ — Z/mZ x Z/nZ is an injective homomorphism of
rings, hence bijective by counting, then look at unit groups.

(b) Prove conversely that if gcd(m,n) > 1, then the natural map
Y :Z/mnZ — Z/mZ x Z/nZ is not an isomorphism.
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2.6 Exercises 47

Seven competitive math students try to share a huge hoard of stolen
math books equally between themselves. Unfortunately, six books are
left over, and in the fight over them, one math student is expelled.
The remaining six math students, still unable to share the math books
equally since two are left over, again fight, and another is expelled.
When the remaining five share the books, one book is left over, and
it is only after yet another math student is expelled that an equal
sharing is possible. What is the minimum number of books that allows
this to happen?

Show that if p is a positive integer such that both p and p? + 2 are
prime, then p = 3.

Let ¢ : N — N be the Euler ¢ function.

(a) Find all natural numbers n such that ¢(n) = 1.

(b) Do there exist natural numbers m and n such that ¢(mn) #
p(m) - p(n)?

Find a formula for ¢(n) directly in terms of the prime factorization
of n.

(a) Prove that if ¢ : G — H is a group homomorphism, then ker(y)
is a subgroup of G.

(b) Prove that ker(p) is normal, i.e., if a € G and b € ker(p), then
a~1ba € ker(p).

Is the set Z/5Z = {0, 1,2,3,4} with binary operation multiplication
modulo 5 a group?

Find all four solutions to the equation
> —~1=0 (mod 35).
Prove that for any positive integer n the fraction (12n+1)/(30n +2)
is in reduced form.
Suppose a and b are positive integers.

(a) Prove that ged(2® — 1, 20 — 1) = 28¢d(a:b) _ 1,
(b) Does it matter if 2 is replaced by an arbitrary prime p?
(¢c) What if 2 is replaced by an arbitrary positive integer n?

For every positive integer b, show that there exists a positive integer
n such that the polynomial z? — 1 € (Z/nZ)[z] has at least b roots.

(a) Prove that there is no primitive root modulo 2" for any n > 3.
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2.28

2.29

2.30

2.31

2.32

2.33

2. Wn

oX,

T A
(b) (*) Prove that (Z/2"Z)* is generated by —1 and 5.

Let p be an odd prime.

(a) (*) Prove that there is a primitive root modulo p?. (Hint: Use
that if a,b have orders n,m, with ged(n,m) = 1, then ab has
order nm.)

(b) Prove that for any n, there is a primitive root modulo p™.

(c) Explicitly find a primitive root modulo 125.

(*) In terms of the prime factorization of n, characterize the integers n

such that there is a primitive root modulo n.
Compute the last two digits of 34°.

Find the integer a such that 0 < a < 113 and

1027 +1=6%" (mod 113).

Find the proportion of primes p < 1000 such that 2 is a primitive
root modulo p.

Find a prime p such that the smallest primitive root modulo p is 37.
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Nikitat= QA=+ AFEo] J= o= vd7|E AT 5 Aok “Diffie-
Hellman key exchange” 2t+= &7l 7] 9 ofl &3 Walter2}o] th 315 7] 2 5
Ht} A7 Walter+= H] & Diffie-Hellman©] H 29 F717] 45 AT =
dE A3 AFHH I i AFsTh (1§ 01, OpenSSH 22 & &
WA 20 A, http://www.openssh.com/| FZ).
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3. Michaels ] 2] A2 me A3}

4. Nikitat= Michael | Al ng (mod p)E Z3tc}.

5. Michael-2 Nikitaol Al mg (mod p)& 3t}
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3.2 Diffie-Hellman®] €4 w3k 51

6. MY 7|E s =nmg (mod p) QA ©] &+ Nikita®} Michael 25+ 4 7|
At 4= Q.
t}& o] = Nikita®} Michaelo] 3t dEL 28 £E 71231 o A3 A o]
ok (AA 2582 X ¢ & & AL
1. p=97,9g=5
2. n=31
3. m=95

4. ng =58 (mod 97)
5. mg = 87 (mod 97)

6. s =nmg =78 (mod 97)

3. 29 ang =n (mod p)°]BZ, al} ngE &3 J 2o Nikital] H]
U7]A nd AT 5 I, mebA F AFRS] F5 71

ATt

Nikitag Z-§38F2] 1L Nikita®] @282 Diffie®} Hellman®] 1976 =& <!
“New Directions in Cryptography” [16]¢] &2 dHE HoFth

“AASe FAolRe] A4 ATE =uTh AA PHe) S
e gHor 4HE =ASHeE ALAOE B5o] Ao
E7hsatn of AA”S AWy A T Al A LS A
grala gtk 2} HEAEL HAL 8 2ok,

3.2 Diffie-Hellman®] €4 w 3%t

U7lEe] dhol® ojEo] 28 g o, U7Ele ojd dSo] o h=xE
ThA] A Zhskot 223 AR 7193 e Fﬁ%ﬂ_’ulﬂc’“oﬂﬂl A3tE 2o
ARE e 2L AU e Bk
1. Michael®} Nikitae= A 249 A 2L 200-A3159 A4 pE A
W, = 139} pAtol 9 A4 g5 Ald sttt

2. Nikita= A4 ng AEstm Ex}ub 7] o shot.
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3. Michael= A4 mS AHsL ExFub 7] 9 3lct

4. Nikitat:= 2 9] HAFEANA ¢g" (mod p)S AAF3Fe] I 7H-& Michael
ANA A= gt

5. Michael-2 Nikitaol] Al ¢ (mod p)& &&=t}

6. o] FARS dZ7+=

o 3 YL
ol }.
1. p=97,9g=5
2. n=31
3 =95

3.2.1 o]xl2 1EA|

o] A Nikita®= Michael®} & 3= (01]—% E9o] AES, Arcfour, Cast128,
3DES, =2 Blowfish¢} 22 £F A 43 & 7\}3-75}04) +F AbEe] v
71E o|&35to] ga3}ste] FAl 259 Ui3tE i Scteld A=
sE gotof gt Tt LA P, g, 9" g"ERYH s AAbste
At oFF A0l el BEE AROITE T WL g3} oz we ng
Fohe A AAzE ANAeE AR A0 FeiA ek
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A8 A0l A ZThe 9 v 0|t}
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o g

logy(a) =n <= a=0b".

2 4R Y-S 195 Bl log, Bt

BEHE AS g T AR Foolth Fa = b3 b7k Fol AL

o n — log,(a) ] Tk
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SAGE ¢ 3.2.1. a = 19683 b = 39 n¥l ASAFolth =, 3 = 19683.
aHH
n = log,(19683) = log(19683)/log(3) = 9

ojt}. o] & Sagedll A A +T 4= Slrh.

sage: log(19683.0)
9.887510569801299

sage: log(3.0)
1.09861228866811

sage: 1log(19683.0) / log(3.0)
9.00000000000000

Sagew R zoll thote] log(x)d] ZAREES (Aol= ofd z M AE)
o] sHsts A42%% Fd F4E o] 8Sto] Be 7 5 Utk

o] 2k 2 1 F A (discrete log problem)+= log, (a)S AlAFstE 23} 1S}
A%k o 714 b} a7} 39 o]t
FA| 3.2.2 (|2 EA). AT GE dE 59 (Z/pZ) 2} T2 F3+
olth. b € GolaL a7t b AFAIFL W, " = a= V3= Fo AT n
= Tstofzet

2|7k ok g p7t A7 E A d wl (Z/pZ)rol A9 ]/Wij_—r?ﬂ]
€ AA= OPT oj& ]O]DP LAFAH2 AREEl 2 FVEH
kol 5 So} Tok Uylete] gxwel B.2.2 ¥

SEEEREE PR Rt
27h ALg e ARENA o]z
= %49 E]— I Peter Shor: [46] ] A
A5 E vhs s u AT o2 AR A 7L 4G

FE FolAE Az el £ 52 Hloh
A e FL Fe A2 Aok 20" =a%t

O] APE:&JJ}A u]§ 2]
g WA o, 02 5
p=230|2t3 7} 8T

bt=5,02=20>=10,..., b2 =18,

& Atste] n =128 e Aotk Iy prt ok 2 A9 old e
B ONMEIZAS FE A2 A A orh s At AA
Axrspet) olubotukaAl 71 Alzbo] BR8] o) Folc.

GE ©f 3.2.3. o}u} OW L Ae] o ol o dRE A
OﬂAH 2a%eE A5 W noll AT 2= PO o] 2 Fog
g 9+ Qlﬂ‘r o Arte 84 193 B2l A #Z5}AL

& IZEE 219S AKH R Jdr

sage: plot(log, 0.1,10, rgbcolor=(0,0,1))



54 3. N7 4=

1001

75 IE? h ‘\ \‘7

2.5]

N,

o
T T

: M‘M‘M ‘\\ NM“
- 2.5 5 7.5 10 507” J‘H‘i H‘HT‘O“ kﬂ"qu ll’
o 4M | \‘ l“whﬁ L Q‘U \
e RN s B!
" A Mf' hdl L

25 25 50 75 100

FIGURE 3.2. Graphs of the continuous log and of the discrete log modulo 53.
Which picture looks easier to predict?

oo nd%A el 1L 2T}
sage: p = 53
sage: R = Integers(p)
sage: a = R.multiplicative_generator()
sage: v = sorted([(a"n, n) for n in range(p-1)]1)
sage: G = plot(point(v,pointsize=50,rgbcolor=(0,0,1)))
sage: H = plot(line(v,rgbcolor=(0.5,0.5,0.5)))
sage: G + H

= AL 3HE o 2 AN BT WA $2l s (Z/pZ) A
U4 g2 R A% 25 p2 AR 5 Arks 7127

= po) AAlol EASThE
= FE&Ach ofd 7%
254 947

=2 Q9
= L
g AT
49

7k p—10]

o M M 4o o
_\1 o w4

=
ASL A B o A% AAes Bt
%m4%%DﬁMMMa%HﬂHﬂ@g7%M§
SEEREE R

71243 3.2.4. p= £ 0|1 K (p-1)/2% 25813 5px). 28] W (Z/pZ)*
-/]’7’-7;_-/1701_’_] \_7’]—’—7]_172;(_1)/27—"— _1011:]—

59 pi 2IRE (2)p2) % A7 p =19 2elch Ael o)
p-122-((p-1)/2)= 2957} ek a € (2/p2) oW F e E12
o o 3te] arl = 10] M1, o] ZHH g A5t p— 19 otk o
(p—1)/20] p—19] &5 F5olBZ a8 AFE L2 (p-1)/2, FLp-1

= O
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927} 95k Aolth 27 ohehel, 29] 914k lo] b2k A3 ohB R
29] 915 (p— 1)/2015 wWekA 29 915 7hp— 10| Arh
p = 934509830948509384509834096118} &2} I&H p= aFo] A gt
(p—1)/2& £57k ohth whebA] pol 28 A% Hstea AR 9t
FALT B E ALt p b2 FALFE RETh
q = 93450983094850938450983409623.

€ FARET )AL (¢ - 1)/2% fFAtaFolth oAl g7t AR £k 7
Shehe, 29 Y57 (¢-1)/29 & FAF g = —271 W ¢oll Bt 57}
q—19< o
Nikita$} Michae7} A4 8 v 7] = z}b2}
n = 18319922375531859171613379181

0]51

m = 82335836243866695680141440300
olt}. wrEtA] Nikita=
g" = 45416776270485369791375944998 € (Z/qZ)*
< Michaelo| A] W a2, 18] 22 Michael &
g™ = 15048074151770884271824225393 € (Z/qZ)*
S Nikitaoll Al 22t Rty 2150 &7 5738 vjE7] =
g™ = 85771409470770521212346739540 € (Z/qZ)*

o]t}
SAGE °J 3.2.5. SageS o] &3}o] 9ol A3l ArS 433k o A] o] T}

sage: q = 93450983094850938450983409623
sage: q.is_prime()

True

sage: is_prime((q-1)//2)

True

sage: g = Mod(-2, q)

sage: g.multiplicative_order()
93450983094850938450983409622

sage: n = 183199223755631859171613379181
sage: m = 82335836243866695680141440300
sage: g'n
45416776270485369791375944998

sage: g™m

15048074151770884271824225393

sage: (g™n) m
85771409470770521212346739540

sage: (g"m)"n
85771409470770521212346739540
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3.2.3 7+ g+

AR 3 A8 A0 4812 F S o Michao
3} Nikita= #AF2 T SAIE &= ot G412 5 & /\]' °] The Man©] 9]

S99 B AL BE AARD 2w opgt E2E 7o 72 A o
= 2212 ®wit} Nikitaz} Mlchaeloﬂ 71] " (mod p) FA+ o The
Man< o] B2 7128 & zpAl9] 4 t (mod p)E Michaelo| Al B

At 2274 0 2 Michaeld} The Man% gtm (mod p)olet= v E F
3 = 32 Nikita?} The Man2 ¢ (mod p)o]gtE= HE 7| S F 4 o]—ﬂ]
= o}, NikitaZ} Michaelo| 4] 215 Hd off v 7] ¢ (mod p>g o] &3}
Al )31, The Man® o] & 742 7] #5343k Y42 812 F g™ (mod p)
S AFg3te] v YRS A 453} 8te] Michaelol| Al Bt o] A] The
Man-2 MichaelZ} Nikita Alo] 9] & BE21E 218 4 QT A A o] Y&7}1A]
B}E % 9l e 497t Ak,
o] #4< T & v & A WL RSA 43 E HRL

A% scheme AL AoI Tk ARA ol el At o] B4
ESAE 42 Ao AW RSAE o HolA =33 3}

A
}\

2o
o
Or =

3.3 RSA &=

Diffie-Hellman®] 7|3 kol ©hdo] ok 2 B.23el A =3t xeol, 57+
of A= =7l o FF= HS ‘D} o] Ao A+ Diffie-Hellman
9] tjoto & Rivest, Shamir, 22| 17 Adleman®] RSA F7/]7] 45 & 47|
Sheh43]. RSA *7117] °‘EL AHESE71ol & T Adsitia S A ok
WA RSA S & 9o, o] 45 & ﬁzﬂ.?% 04"4 g ol o8l =gt}
RSASHE & ALE5HAA oje) 42 A58 314 97l ARA L o A5 o
] FHES ¢ Yoof st lﬁi‘/‘r 01 Ao A= RSAY Tt 43 &9
S35 Ao et 7}t A5 = AL ohFA XA

3.8.1 RSA Zr= gz
RSAQ] 7] ofeltol= oW 3 X trap-door Z-2 4*3F T<~(one-
way function)S Tr=E& Zlojt}. o] &4

E:X—X

A9FLA ABS FIE Nikitak 97 AT 5 ot teA]
YES A7 ok o el e ol th
Nikita7} % nol %8 A450] Aol QWG F4 £ oj@A DL

A5 o 7)ol A vg gt

1. BAE o) gtAl st WS AL& 3o, Nikital T 70 2 4% po} ¢
ARSI, n=pg R F=

> rr
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2. 2 Nikitax 94 p(n)S A4

o &)z =dE F=Th
5. mlx| 2o 2 Nikitatx= S+ F: Z/nZ — Z/nZ%
E(z) =x° € Z/nZ.

= el g
w75 AE33 ABARLRAEL ol
Ak 4= it} Nikita2] 7] 7] (public key

ArEEo] EE fGA AAst7] fste] & 83k A .
(mod p(n))E WFte=dE g oz F 5 A AA T E-

rlr
Sl

< 44 AQ & gk
Nikitaol 7] BES Huj7] AshA = c}2 7 2ol ARech BES W n
ol 3ot A4So] 9 (2R3 A=)
maq, y Moy EZ/TLZ,
o7 I9I &

< Nikitaoll Al R Hc}. (E(m) =m® (m € Z/nZ)J<= )
Nikitax= E(m;)E 2ol E-1(m) =m? & 71 ZA 2 B.3.12 2 =3
NAE o 8Fol mE T,
71242 3.3.1 (3% 7] (Decryption Key)). n& A2 CFE 2559 F9]
de — /a

N&p | nQl &5 po] tste] p—1| 1 & 7
ot} 28] BE ac Zo] th3to] a® =a (mod n)o] 4 F 3]
=
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WA B(mi)E B33} 817] $)8ho] Nikitate T8-S A 4HgTh.
E(m:)® = (m)? = m;.

SAGE <] 3.3.2. SageZ ©] &3} RSALSTE A3} rsa T4= bitE
AFE (Ad) 2 bit7F He 715 BHET Z, bits7} 2001 n = pgl
715 A sted o] 9 A7) 220 = o) AA AFEE &= RSA 7]9]
A7)+ 512, 1024, 52 2048 bito]t}. SageE o] &3t 2 715S /33N
R AlZbe] dul A=A &9l H A}

(T2 Sage©ll RSA 7|9} ¢33}, 553 48 Aot <= ¢4
F3 Utk A& S0 1sa(20)= ¥ F AAFSHHE (7177, 13753, 33169) &
=83t 453t AFE 2 A upie})

sage: def rsa(bits):
# only prove correctness up to 1024 bits
proof = (bits <= 1024)
p = next_prime(ZZ.random_element (2**(bits//2 +1)),
proof=proof)
next_prime(ZZ.random_element (2% (bits//2 +1)),
proof=proof)

q

n=p=*q
phi_n = (p-1) * (g-1)
while True:
e = ZZ.random_element (1,phi_n)
if gcd(e,phi_n) == 1: break
d = lift(Mod(e,phi_n)~(-1))
return e, d, n

sage: def encrypt(m,e,n):
return 1lift(Mod(m,n) "e)

sage: def decrypt(c,d,n):
return 1lift(Mod(c,n)"d)

sage: e,d,n = rsa(20)
sage: ¢ = encrypt(123, e, n)
sage: decrypt(c, d, n)
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FEe) 2 B (block)e] AL Lol Bt T L2 FRo|E FTHY
wuitt A2 EEC] RS Gt of 34
T g0l Hek

o
jin)
rlo

>
u)
e
ol
Mo
lo

olAl s7F &abul thE A8} of W (space) o] R olal oWl o7 A &5}
=iy ZpgEkAk a8 oWl 0, A= 1, BE 2, 281 Z& 260
HHzo] 52 27 48 7Yttt 28] “RUN NIKITA” &= 2721 9

= T2 2ddn.

RUN NIKITA <+ 277-18427%-214277-14427%.0427°-14
+ 27 94273 114272942720+ 1
= 143338425831991 (in decimal).

o] £AERE Uk B4 HoAW 0= A% o] YA A
s 2SR uhel gow drh
143338425831991 = 5308830586370 -27 + 1 “A”
5308830586370 = 196623355050 - 27 + 20 “T”
196623355050 = 7282346483 - 27 + 9 “17
7282346483 = 269716536 - 27 4+ 11 “K”
269716536 = 9989501 -27 + 9 “Ir
9989501 = 369981 -27 + 14 “N”
369981 = 13703-27 4+ O “n
13703 = 507-27 + 14 “N”
507 = 18-27 + 21 “u”
18 = 0-27 + 18 “R”
gt 27k < nolW klSl 2AEL 99 AT AAY @ Wl 29
A} Wb wotnolsidl 445 488 & 4 Aot elo] WEL
2717+ A ) logyr (n) 7} | £% B5 (block) 2 Lo ofek Bk,
SAGE ] 3.33. %A Sage® ol §3te] BEH £4 Aole] ABE 74
37 S5k W42 27= AT olx AA AL woh wlmskw v
Fdg o] 22 ofolth AFHNA U FE st ASCIIE Eelt o
Aow A4 7 2R (letter) = 03 255 Abole] B9k AT ol

B4t Bo] ora® o] §3ke] Pojith.

sage: def encode(s):
s = str(s) # make input a string
return sum(ord(s[i])*256°1 for i in range(len(s)))
sage: def decode(n):
n = Integer(n) # make input an integer
v =[]
while n != 0:
v.append(chr(n % 256))
n //= 256 # this replaces n by floor(n/256).
return ’’.join(v)
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sage: m = encode(’Run Nikita!’); m
40354769014714649421968722

sage: decode(m)

’Run Nikital!’

3.3.3 RSASFT o] AT oA

Aakg ZhdetAl 317] §18ke] 22 A pe} ¢F AHE3Fe] RSAY T oA
3 22 XS 43533ttt WAl RSAYZ O v RS- ES A Akt

uf

L p&t & A& p=17, ¢ =192 A& E n = pg = 323.
2. p(n)& AAk

e(n) =wp-q) =¢)-»vl@)=pP-1)(q-1)

=pq—p—q+1=323-17—-19+ 1 = 288.
3. FAE e <283 = AH : e =958 AH AL
4. GCD 2312 5< o] §3to]
95z =1 (mod 288)
o] & d= 1918 F3}.

Fol A RSA 717 &59] vl i4ES AAtat At 571 7]+& (323,95)
olvj, wretA 4T3} T+

B(z) = 2%
2 g, 553} 4% D(x) =2 ot}
D}nXE" sttt UA XE A 242 Z9 Skl

FE(24) = 24% = 294 € Z/3237Z
£ Attt 5353 a9 A= BT E ALk
E~1(294) = 294" = 24 € 7,/323Z.
T} o=t 2 $E58 RSA 435 AL oA St
p = 738873402423833494183027176953, q = 3787776806865662882378273.
Tz 2
= p-q = 2798687536910915970127263606347911460948554197853542169,

en)=m-1)(g—1)
= 2798687536910915970127262867470721260308194351943986944.
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Feo] 9t USRS ol 3ol AAE B4 B A

roh

T},
e = 1483959194866204179348536010284716655442139024915720699.
a9
d = 2113367928496305469541348387088632973457802358781610803.

logyr(n)©] SF 38.040] 22 38 A& 3 HF22 2 IH3IL GES

T 4= QITh RUN NIKITAS] T =& m = 1433384258319910] 22 4& 72
et 2t
E(m)=m°

= 1504554432996568133393088878600948101773726800878873990.
ZFZ 334 AAZE ex= T2 7 A==, e/l Tl = RSA
o] SbAN o] Sk A AL eky] wEolct ol Sof RSAS APe] tha
OpenSSL A9 2]} (http://wuw.openssl.org/ Z2) “The expo-
nent is an odd number, typically 3, 17 or 65537.” & & 813|311 T}

3.4 RSA F453}7]

Nikita's?] 77 (n,e)°) 3 239 B3} 7 dek 7HY ek ed = 1
(mod ¢(n))e WHAT n& pg= N’HToHQ F Jed on) = (p—
Dig— 1)< AN ¢ 3, metA] de 73 T Atk kA ne AR
e 5 glow nol 7/)E RSALEE 24 5 Q)
8.4.1 ¢(n)s & ng Jd+E 7]

25 FA F nY pn)E €l n = pgs WS T &5 pgE

pn)=p@-1)(¢g—-1)=pg—(p+q) +1
°]1 pqg = nO|BEE p+q =n+1-pn)o] AHI}t Wt p} ¢=

2? — (p+q)r+pg = (x —p)(z —q)
of a7 B2 28] B0l ol gahel ne® el 5 9ok
o 3.4.1. n = pg = 31615577110997599711& = 449 Fo]1 (n) -
316155770985748674240] T whebA] ps} g \:}3 Ao gHE o] AL,

f=a?—(n+1-gmn)z+n
= 22 — 12422732288z + 31615577110997599711
= (z — 3572144239)(z — 8850588049).


http://www.openssl.org/
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A AL Qe g 29 FA0R Qirh

—b+Vb% — 4dac
2a
_ 12422732288 + /124227322882 — 4 - 31615577110997599711
o 2
= 8850588049.

u2}A] n = 3572144239 - 8850588049 = & 4~ Utk
SAGE o 3.4.2. T} Sage@st= ndt p(n)o] FARL ] ne n = pgE
A3l gt
sage: def crack_rsa(n, phi_n):
R.<x> = PolynomialRing(QQ)
f =x"2 - (n+l -phi_n)*x + n
. return [b for b, _ in f.roots()]
sage: crack_rsa(31615577110997599711, 31615577098574867424)
[8850588049, 3572144239]

3.4.2 p2tq7F 7H7HE o

T A5 p2} Y 27 Zod H=ule] Q4R H‘Q(Fermat s factorization
method) o] 2} 28] & s 2ulo] Q4Ba) vy 2 ng 474 ALEH T
/\ o] q_.

n =pqolil p > qetil 7 skAE 1™

= () (5

Pt g7 A7ke Solme

s—p_q
2
t 4e folx
t_p+q
2

£ VARG 7S S0 EA P —n = 202 ARSIt Tk
t:[\/ﬁm t:{\/ﬁ—|+1v t:[\/ﬁ—|+2a-“

07 =742 _po %%ﬂ Xﬂ#— s27F 2wl 74 Al A RS (o 71 4
[2] < zHt ZAY & A5 5 7P Z2 Agolth 18H

p=t+s, gq=t—s

7 et
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o 3.4.3. n = 23360947609°]T}. 1A
Vn = 152842.88 . ..

ok,

t = 152843°] Vt2 —n = 187.18.. ..

t = 1528440|H /t2 —n = 583.71.. ..

t = 1528450] W t2 —n =804 € Z.

Wb s = 8040] B2 p=t+ s =153649, g =t — s = 152041 ]},
SAGE < 3.44. n = pgolal p&} ¢ T stv+= Vol 7H7H A5, 919

A3 T ES AYsA

sage: def crack_when_pq_close(n):
t = Integer(ceil(sqrt(n)))
while True:
k=t"2-n
if k > O:
s = Integer(int(round(sqrt(t”2 - n))))
if s72 + n == t72:
return t+s, t-s

t o= 1

sage: crack_when_pq_close(23360947609)
(153649, 152041)

NE Sof AUTL TAYR & =
SR PP REEEE TS s
& 9le dE7} A
SAGE ¢ 3.4.5. sage: p = next_prime(2°128); p
340282366920938463463374607431768211507
sage: q = next_prime(p)
sage: crack_when_pq_close(p*q)
(340282366920938463463374607431768211537,

340282366920938463463374607431768211507)

o] o X= RSA 42 oA 553} 7] d7} FolH = Wl ng AsEelste
FE4 G 5S 27) e o] AML2 RSA ghE oA HE 3} 7| & o
A2 Holx A o] &ote YA AFHLE ng ATEdlote
AN o2l dolete AS gnFnt

W nd 423} 7] eE Zt= RSA 428 AZstat o9 A sto] ZE a

a*®=a (mod n)



64 3. A7 4=
S S5 dE FUTTL AL IHE m=ed— 1= 0T AHZE 20 B
a°l tdte] o™ =1 (mod n)E WE3trh 2 B4 -°1W H ko], so(n)g_
dH vrZ ng ASEH TS 5 ok %‘Z]UJ ds b A GA ng
SR & 9= AA Y B A= ot 2 am = 1 (mod n) <l m
S ol= FfolE “AFE L FEE S AFEINT 5 Y= FEHA
Aol Yt (BE d7|ofM+ 1 FE2 EA5A derth)
d3eE 3.4.6 (ne AFEdlstes FEH ¢ w). BT n = pgol A
2 OE F 5 259 Folgtal Ak n AZ 42A BE aofl it
a™ =1 (mod n)& W3 AF mS Aok 7P SIAL 28 E o] ¢
g5 “AYs] B2 FE'E nd AR I o 4 dANA ae
A nd AE 429 A4S YeEhdt

L 29 AFAFEERE WUr7]] mo] Aol FAH 2 A8t of 2 aol

]
1S WESIE m = m/20 8 wAst] THA
= a™? #1 (mod n)o|th.

2. [GCD A E&AY &2 0F A3} g = ged(a™/?—1,n)E A 43T}
3. [B7] g7kn] R ekgeld, g& 8 5ka vhAth 218 %) ¢ho W Step)

2 7t}

29g 37 Aol dis3te) £o1F B A4 o 278
Aol 3.4.7 (¥ EFIAY). G He Zolth. &5 ¢o: G- H 7V &+ &
5P 3 (group homomorphism)o|2l= 212 ZE a,b € G7} p(ab) =
p(a)p(b)E Bt Aoltt &5 P Aol M AH(surjective) 2t T
G 2E c € Hol Uoko] pla) — o8 BETE a € G7} B4 EAE
Aot 29 5PV o 1 G — HE (kernel)2 ker(p)Z 21
pla) = 15 BEa o € G2 ARolth 2 2ERAA kerlp) — {1)
£ =531 Al (injective) ot F1 g2 F E2F5HAMA o G — HOJ
ker(p) = {1}°]7] f1&t R FRZAL ¢(a) = ¢(b)+ a = bE FE3+=
Aol
el 3.4.8 (FE7). "FeF G7F #olal H7F Go] REAFY uf, H7 G
o Qe 7ol ¥ HE Go| REZ(subgroup)olety 2ET

AE 59, 0: G = H7} T FAMEOIH, ker(p) & G9 R olth
(Exercise ZHzx)

ohAl 929 4 duEERAge R Sk GA [A, (-1)™ =
(mod n) 9] olt}. wetA m/2S /\gﬂ—o]._ 740] _,]n] 7} 9lth.

a ome &
I

fo 4>

il

° acll A FEeths AL sk A2 Y
T B Al destng A oA ¢t ﬂmoﬂ R E RSN
e Al ek Fskar, Wk o™/2 =1 (mod n)o] FAFHE mE 28 Vel
ek a™/? £ 1 (mod n) <l fz 7}14 aTtE EAVIE, 0 o™/ Bl E
o (Z/nZ)" — {£1}7F A TRl ER AR ok 22 A4S

o
rr—O.L'

W= B,
AzAd BEe =R Mok o = 1 (mod pleld ¢ = &1 (mod p)
& ek StepRRIAL, (a/2)? =1 (mod m)e] B2, (a™/2)? =1 (mod p)%}
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=1 (mod ¢)°] A E3t1 Wetr o™/ = £1 (mod p)TFa™/? = +1
(mod ¢)& A&tk a™?#1 (mod n)o|B2, Al 7}A] 7HsA o] 1, ot
= 7 7Fs A Y sttt g S EE UErdth

1. a™?=+1 (mod p) and a™/? = —1 (mod q)
2. a™?=—-1 (mod p) and a™/? = +1 (mod q).
FU8 OE SRS RE BB 19 Apolth A WA AP

plam™? -1 ol Aw  gta™? -1,

o]B & ged(a™/? —1,pg) = p7t F 3L Wt ng AFRH T 4 Ak wt
ARAAR F WA Aol ged(@™/? ~1,pg) = ¢°] HFEE 4A ng
A+l 4 ek

of 3.4.9. vk Wi M

= 32295194023343, e = 29468811804857
£ 7= RSA %@4 E537) d=11127763319273 5 <ol litia )4}, o]
AR} A5 [B.4.61S o] &3] ng AR 3}
m =ed — 1 = 327921963064646896263108960

q) | me|BZ2 nI AZ A9 BE axa
091 RE a7t a™/? =1 (mod n)YES T3 T me

st

m

5 = 163960981532323448131554480.
O] B MmO E 0 <209 BE a7} a”/? =1 (mod n)o] =
2. Eme % = 81980490766161724065777240= Tﬂ]—:‘rll}]— o] A3 a <2091
=1 (mod n)E& TZ3EZ A mE 40990245383080862032888620
o]

Al 2m/2 = 4015382800099 (mod n)o] HEE mE ¢ o] A
fiek. ol Al

ged(2™/2 — 1, n) = ged(4015382800098, 32295194023343) = 737531,
olm g nol 2k 737531 Zrokt}. ulelA]
n = 737531 - 43788253.

SAGE ©] 3.4.10. €38 % Sageo| A & gte}.

sage: def crack_given_decrypt(n, m):
= Integer(n); m = Integer(m); # some type checking
# Step 1: divide out powers of 2
while True:
if is_odd(m): break
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divide_out = True
for i in range(5):
a = randrange(1,n)
if gcd(a,n) ==
if Mod(a,n) "~ (m//2) '= 1:
divide_out = False
break
if divide_out:
m=m//2
else:
break
# Step 2: Compute GCD
while True:
a = randrange(1,n)
g = gcd(lift(Mod(a, n)"(m//2)) - 1, n)
if g '=1 and g != n:
return g

o2& HoA BT SageZ =2 o BAIS] ALt AFE st W
°|
sage: n=32295194023343; e=29468811804857; d=11127763319273
sage: crack_given_decrypt(n, exd - 1)
737531
sage: factor(n)
737531 * 43788253

X ¢ =2 4£8 AL}

:L

sage: e = 22601762315966221465875845336488389513

sage: d = 31940292321834506197902778067109010093
sage: n = 268494924039590992469444675130990465673
sage: p = crack_given_decrypt(n, e*xd - 1)

sage: p # random output (could be other prime divisor)
13432418150982799907
sage: n % p

. =

RSAYEE WA= 75T 518 7o) oF & 295} oboltlof o) o

A%k A8 S BES A 200 A2 WLEE HAL £ An
5 iy



3.5 Exercises 67

71 B34 8 4 (module) S ALE ST FoE glo] AAZ s 34 o
e 5 9tk

RSA+ OpenSSH protocol version 1 (see http://www.openssh.com/) ]
AHEE = T &3 AHSH I e 9T Aladeltt (fEveti A Fd
ASAAAE ARSI Tt

£ 2= 4[6.4.20014 ElGamal ¢3S dolR 8 1 3t} o] &5 = RSA
o §AT L& FA T ojm wolA] o gt

olmtx 743 dub# 9l RSAQ F42 42l 2= the number field
sieve) It o] AL F &9 5 pg e A+E Aot o= /M
QN el F el Stk o] eSS AR AL o A2 WAL ol
Aok Ao g2 AMgE = duEl5o 2 B 4 (elliptic curve) B o]
vl A B3N A AHAIS Aty ot
SAGE o 3.4.11. A A27]9] Wyl o]a 42 7quadratic sieve)E
o]-&3te] °F 192 H]E Q] RSA 7] AsEalste e ol & obefol] &
7 gt

sage: set_random_seed(0)

sage: p = next_prime(randrange(2796))

sage: q = next_prime(randrange(2797))

sage: n = p *x q

sage: gsieve(n)

([6340271405786663791648052309,
461023131085921802863987571569], ’?)

3.5 Exercises

3.1 This problem concerns encoding phrases using numbers using the
encoding of Section What is the longest that an arbitrary se-
quence of letters (no spaces) can be if it must fit in a number that is
less than 1020?

3.2 Suppose Michael creates an RSA cryptosystem with a very large mod-
ulus n for which the factorization of n cannot be found in a reasonable
amount of time. Suppose that Nikita sends messages to Michael by
representing each alphabetic character as an integer between 0 and 26
(A corresponds to 1, B to 2, etc., and a space , to 0), then encrypts
each number separately using Michael’s RSA cryptosystem. Is this
method secure? Explain your answer.

flo

Az 29 it

rlr

lsievert $el% AolmE %2 FAM FEL 257 ohd 7
EEEEEREASEE P
20] 243


http://www.openssh.com/
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3.3

3.4

3.5

3.6

3.7

3. T 4=

For any n € N, let o(n) be the sum of the divisors of n; for example,
0(6)=14243+6=12and 0(10) =1+ 2+ 5+ 10 = 18. Suppose
that n = pgr with p, ¢, and r distinct primes. Devise an “efficient”
algorithm that given n, ¢(n) and o(n), computes the factorization
of n. For example, if n = 105, then p =3, ¢ = 5, and r = 7, so the
input to the algorithm would be

n = 105, p(n) = 48, and o(n) =192,
and the output would be 3, 5, and 7.

You and Nikita wish to agree on a secret key using the Diffie-Hellman
key exchange. Nikita announces that p = 3793 and g = 7. Nikita
secretly chooses a number n < p and tells you that g" = 454 (mod p).
You choose the random number m = 1208. What is the secret key?

You see Michael and Nikita agree on a secret key using the Diffie-
Hellman key exchange. Michael and Nikita choose p = 97 and g = 5.
Nikita chooses a random number n and tells Michael that g =
(mod 97), and Michael chooses a random number m and tells Nikita
that ¢ = 7 (mod 97). Brute force crack their code: What is the
secret key that Nikita and Michael agree upon? What is n? What
is m?

In this problem, you will “crack” an RSA cryptosystem. What is the
secret decoding number d for the RSA cryptosystem with public key
(n,e) = (5352381469067, 4240501142039)7

Nikita creates an RSA cryptosystem with public key
(n,e) = (1433811615146881, 329222149569169).

In the following two problems, show the steps you take to factor n.
(Don’t simply factor n directly using a computer.)

(a) Somehow you discover that d = 116439879930113. Show how to
use the probabilistic algorithm of Section to factor n.

(b) In part (a) you found that the factors p and ¢ of n are very
close. Show how to use the Fermat Factorization Method of Sec-
tion [3.4.2 to factor n.
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SEREEE
(Quadratic Reciprocity)

A aeks A
ar =b (mod n)
7t 27 A% DR EEAL ged(a,n)°] bE e Aoleh (127
2] 2.1.15). o] @A = o] xFHE A
az’ +br+c=0 (mod n)

°| HE 7HA = A OP‘/]Z]% A 5 9 7] ES FE oA ol
olF Zg}-e 4o 3t o]ofr|E Fte 1 Bt} o) xF THE 419 Zolx,

2 A2l ef o] A Ao FA R RE oW

grEe) A9, EFele] v y 5
A4 azb ) poll Bk FAAFHA7Y EAZ AAAC)
Gauss o) xAFEH &

J5= a7} (Z/pZ)* ANA SAAFSF7FH =

p

of he Aee HE AFACE o AN F27} B
3 AL 1 o] p (mod 4a)ol] & &3FthE Aoltt o}
Hsfo] Xv’]%?—a}ﬁ,p—g 402 Ur vpu A uks e s
3 mebe Aot T3 o] AFAFE H 2L class field theory2} Langlands
program} 22 Av) 15 A5E 479 F4o] 1 Yok

o] ;(].)x]—ilﬂ-l 2ol =1L 1007FA1 7 & ‘—-E]_(ﬂ 220 [31]% 7@[—}_) o]
ol Ae FEle F 7}?‘] Z9< a7)seh A [13elA i 7R

I

ez
Sl g

Zm O ol 7|HAo ZHo g oW 7oAl AL AES 24
Ho]"ﬁ% E%t}%]’l 9}\‘;} O] %Ué—% _z’_/E;FZ-] O] 7HL:] O U}o] _/3_)\‘;] ?3]'_]—’_.
AREAR TS ol T 5 &= Aol AT, FAL st A=A 7}
dAog Zoart dHE Apole BF2HA X T 5 vk utde,

This is page 69
Printer: Opaque this
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B
X
=2
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o|X
ol
]
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rE
)
o|X
of
lo
TN
n
ai
oy
_|2i
E
()]
o]
Z
)
@
o
£
2
i
&

OI'= = 22 v H
= e
11 ol AE A
oA FT ] A g o] HollA 7=t
9] 411 (1A900]). &% pE TAIA p= ol AA P 45 a7)
W poll #sto] o 529 Al ZobA W aF W pe 0] Y o (quadratic
residue) g}l 313, 1 ¥ %] koW g= o] 2x}H] 9 of (quadratic nonresidue)
o1 s}

oA E 5o W 59 #3Ho

12=1, 22=4, 3?>=4, 4’>=1, (mod 5)

o) B2, 13} 4% o] A9 o] o] 31, 29} 3.2 o] xhu] Qo] o] .
o AT el o Aol A SH 3T s /g 42w Gk,
o) Belt A4 a7t W pol ol AYeiAste] hA BAIE a2] 7 24 o}
714 pel ool 217ke] BAsh AAAE o % AHAA 7% e
SJeo] Mze LWL 2T

2] 4.1.2 (Legendre £ 3). p= T4 A0

—

ke Aol

. 0 (ged(a,p) # 1°11)
(2)=3+1 @ olzaetem)
1 (a7} ol 2] ol o))

g}l oF&3lal o] 25 & Legendre £ 3 (Legendre Symbol)gta £ 2
t}.
AE 5ol
()= ()= )= ()= ()
o] Ay gtr}.
SAG]E Oi’]]é} .3. Sagedll ]+ legendre_symbol & A 3}o] Legendre £
£ ALkst

sage: legendre_symbol(2,3)
-1



4.1 o] AAFS H A 71

sage: legendre_symbol(1,3)

1

sage: legendre_symbol(3,5)

-1

sage: legendre_symbol(Mod(3,5), 5)
-1

(%)% 23 a (mod p)oll Tt 232 g € Z/pZol B3} (%)% a2
Zkolofof gtrt.
HE= 9499 a,b € G7} p(ad)
H]EHO]—O:]QD():CE
O ExA e olxkY
A& HoErt

> {21} § Y(a) = (2)= gejare v

Im I

% B R5YZFE 25 po] AAZ go] EAZTh whEbA

2

g?.g 7’"7g(p_1)/27g(p+1)/27"'7gp_1:1

o] (Z/pZ)*2] BE AAEC|th p—19] BFolB=2 (Z/pZ) ] 9AEY
A H-2

(p—1)/2-2 p+1 2(p—1) —q

gag47"'7g :179 :.92a'~'ag

OIE. (2/p2)" 9] AEE S AFES el SE0N A (0122 = gl — gt
B A&l 1 H 8 olo] Lhehbs BE go] ASAFEL 1 Aol Lehg
Asolth webA (Z/pZ) X Al &3] g%, n=2,4,...,p—1
J_g ,n=13,...,p—2 AFsx7t ottt 28d 24 37 &4

£ e e B3] AL Re, B4 U] Rk E4OINE (o
GAAFOIEL. ATh7) g7 AFo 7 ohd B 1i(g) — —10] 2, WEbA] o

AAFG S o o,

(]
—

o

e e e

.,.‘
S

o HNI

15 1919 58S 789 dojg uigEA 2 G = (Z/pZ)'E
p— 19 w&Fo = =
o] FoF GY
Exercise

o

-
2 ot P I
_}l_‘

rlr hu

(
(3

z — G/H = {£1}9] §4oit}.
= G/H9 H: 1oﬂ U A A4 -1 3 A7 ol th

6 Fehrolgtes AMd S o] &8HA]
ez 9 5 Aok W a € (Z/pZ) 7} AF+

oy ol of
fu BN ot
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TABLE 4.1. o]® &5 po] WollA 57} AlF< 717

P (%) p mod 5 P (%) p mod 5
7 -1 2 29 1 4
11 1 1 31 1 1
13 -1 3 37 -1 2
17 -1 2 41 1 1
19 1 4 43 -1 3
23 -1 3 47 -1 2

Hd oP~D/2 = pp~1 =1 (mod p)o|BE, o=
N2 pEIPI o stel, a4 fE Bokop
-2hA fol a7k H A ok (2/pZ)" ) o_u a
(2) = -12 Bxatm, = AWeA v(1) =
ST o ABCEE Yt FFIAEEL E%‘

f =zl 1)/2 1_4 3] o]
(r—1)/27h9) HE 2
7 EA T o] %df(a)

5 Adwstd (2 o] 2o FExdel p = 1,4 (mod 5)¢ 2
A% w5, (8) =107 9% BoF Rz p7k ¥ 59 AFFY
Aol tt

H| 3k el 27ste], 184 7]0) oje) S3tAg o] E [LIp} Al bk

0]
(4
-
Nej
=
o
Q
)
=
9]
w0
~

1
2249 4952 Fohgich =rlo] 17964 4
= }
o] %



4.2 Euler?] 7|& 73
$2)9) ool 7192 BelE Agad
5 =1 (D P +1 ifp=1,4 (mod}5)
— e _]_ 2 2 —_ pry — =
(p> (=1) (5) (5) {—1 ifp=2,3 (mod 5).
% b9l A2 A a7t AFS AT S AR

e A2 Bl D)
3 ) 69 Al FS01 71?7 of 71 A 389 4ol

() = (50) = () ()

SER
(2)-()-()--
@)-3)-()-6)
olme,

(355) = DD =1

ojth. Wkl 69+ 1 3899 Y A 2 A (-S| ¥ 38900 A1) AlFolth
SAGE ©f 4.1.9. Saged| A9} o] A4t thg3} 2.

sage: legendre_symbol(69,389)
1

69 1 3899 A A F5o] A 7F 22 = 69 (mod 389)L WEFH=
&7 EEPDP ol AT EME AR ¢hi ojH 7 AT LS THAUY

A=)
e RLIE A4,

AFR 4.1.10. 254 HoA A Legendre 3 E St 4 H7MA 33 AL
Jacobi —‘?—ii}_ﬂ 3tk 24 3 AL Exercise lPlS #x517) npeict

4.2 Eulerd 71

s
rlr
o
&N
b
+
[

s

L p2 oA gt ASelth Euler: (%)7}

ST W A2 EAE ©1]33
S]] ;\]./;:l% HE Ao 7 }\]—_Q.‘(:)‘_q

ful



RS PSR e B
7|24 4.2.1 (24219 7]F (Euler’s Criterion)).

(a> =1 = aP~1/2 = (mod p)'
p

St ¢ (Z/p2)" = (Z/pZ)* & pla) = alP~D/2 2 Aol 5la} 28 W
T FF5IANFYE B 5 th(Exercise[dR2). &< v : (Z/pZ)* —
£ 90 = (2)d m2Ae uide E5FAroIh Wt a € ker(y)
olW, A3 be (Z/pZ) 7t ZAFS a = 2L W= Z,

(p(a) _ a(pfl)/Z _ (b2)(p71)/2 _ bpfl -1

o] Aottt wehA, ker(y)) C ker(p)olth. HZ A 2 FE, ker(y)

= (2/pZ) o A index7} 201t} F, #(Z/pZ)* = 2-#ker(y) o] T} EF B A

Aol E Foliu HET Y A7+ 79 AFE UFEE, ker(p) = ker ()

A o =19 T 3§77 stk vk o = 1o]W, thaks] o -D/2 — 18

Al Z/pZ p—174] S & 7HAB=R 7|24 | <ol 2ge®
strt.

SAGE o) 42.2. wgAe 2 re (2)8 Bajst
o] & Sageol| A o A St}

sage: def kr(a, p):

if Mod(a,p)”~((p-1)//2) == 1:
return 1
else:

R return -1
sage: for a in range(1,5):
print a, kr(a,5)

RN

1

2 -1

3 -1

41

w53 4.2.3. FEHY4A 2° = a (mod p)7} HE ZA S d2F

HE2AL aP1/2 = —1 (mod p) o]t} m}elA (%) = a®=Y/2 (mod p) 7}

94 Jg e

% 71238 2.1 oA 2? — 12 41, —19 S 2 ZhA T AR (7]

24T Rb5E HH FEHE5)e 4830t O
wetagh p7k £ ok S 2 47 =W, defuide 28 (2)9 A

A Qe E AFStE R AR Aol A= Kottt wetA] mE A

2] 1230l et e Ads7] 9 F24AA e &7 Favt



o 4.2.4. p = 110]&}1 7} A}
A, 1104 8 Al s {1,3,4,5 s :
Az aol th3ke] oP~D/2 =05 At Aotk

15=1,29=-1,3=1,45=1,5"=1,
6°=—-1,7=-1,8=-1,9=1, 10° = —1.
AN 2 HE a° = 10] H+& atx {1,3,4,5,9}d], 712 2.1l A o

O~

p = 7263773595 W o2 T uj 30] AFFA oA =

sage: p = 726377359
sage: Mod(3, p)~((p-1)//2)
726377358

o|lmg

3(p=1/2 = _1  (mod 726377359)
oltt. metA 32 ol pd wl AlF57F ok k. o] Ak o] YA = kAR
+o® sttd P A AL AL Aotk 3L Z2 Fo|BE o] ap )oY
A& o] g3t ofF e LA RE HS AL 5 Yk

3 (—1)((B=1)/2)-((726377359-1)/2) 726377359
726377359 3

H\j. )
sl S xR Aoty 2 A WA GAT o
7

BN
>,
[>
il
2
ol
o~
o
k]
N
o
3
1o
b
BN
o2
o

H2A7 4.3.1 (Gauss? B2AY). p= EF250]Y FF as=a £ 0
(mod p) & wF=3Hr}. A Ao H

a, 2a, 3a, ..., ——a
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-1
S—{a,Za,...,p2 a}

of Y 25 W polA BE gt metd S9 948 W pr ol

SRR AE st AL AT T E A% T
—1)/2 At & 59 Qole) £ 5o) g pe] W57} of
Utk Uk 1< k,j < (p— 1)/200 Bh3ko] ka+ ja =0 (mod p)olehal
k+j=0 (mod p)7} =0 o] Bolc) aejue

p—1 p-—1
1,-1,2,-2,...,——, ———
{7 = ) ) 2 ) 2 }

o PRATY Tl jo 7 SA) S deo den k
{L2,.... 250 ol @ k) —k% AH3) Shibel T Akolopyr Shet. 5,

el

ol mf g; = 41 FL —1% ol v g = —19 59 o)tk 59

e
BE 945 BT BE ALEY B W polA] FHolmE

AP D/2 =g gy - Ep-1)2 = (—1)V (mod p).

Az p21RRE (4) = v V2onz Sl 2Rt $HE
O

SAGE o 4.3.2. SageE o]&3to] 71920 HEAEE ZA A oo A
golgtty). ofgl o] gauss e 72 RRA e WA A58 F

7o) A4EL FABCh okae) 2 Aol A, (-1) = (2)elth



4.3 o) AE g A 2] R WA

olX
o

T

sage: def gauss(a, p):
# make the list of numbers reduced modulo p

v = [(n*a)¥p for n in range(l, (p-1)//2 + 1)]

# normalize them to be in the range -p/2 to p/2
v = [(x if (x < p/2) else x - p) for x in v]

# sort and print the resulting numbers

v.sort()

print v

# count the number that are negative
num_neg = len([x for x in v if x < 0])

e return (-1) num_neg

sage: gauss(2, 13)

[-5, -3, -1, 2, 4, 6]

-1

sage: legendre_symbol(2,13)

-1

sage: gauss(4, 13)

[-6, -5, -2, -1, 3, 4]

1

sage: legendre_symbol(4,13)

1

sage: gauss(2,31)

[-15, -13, -11, -9, -7, -5, -3, -1, 2, 4, 6, 8, 10, 12, 14]

1

sage: legendre_symbol(2,31)

1

4.3.1 Eulere] 7]z 7 g
25 a,b € Qoll 5o,

(a,)NZ={zxeZ:a<z<b}

£ a9} bAbole) AL Aol T REAYE ofE I T2
e A5 5] A5 E o)WA 2HsA S HolET}

B2 4.3.3. a,bis fElFolth 228l 909 4 no] Hsto], 3
e 2 izbe] FRFe] obv]etd, the] 4 H el

#((a,0)NZ)=#((a,b+2n)NZ) (mod 2),

g
2 I

#((a,b)NZ)=# ((a —2n,b) NZ) (mod 2).
vk 18] opste 72 5 5 shubekE SR ol 919 WAlE o) of
g 5 9tk ol & £, (a,b) = (—1/2,1/2)°1 2l n = —1°] 1, #((a, b
101} #(a,b— 2) N Z = 00] T},

\/
R
N
=
|
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22 AL shak 0 > 0

)

(a,b) U [b,b+ 2n),

(a,b+ 2n)

S[b]+2n—1

[b],[b] +1,..

© 2 2n 7folth A n > 0<

(a,b—2n) = (a,b) minus [b — 2n,b)

aau‘uw
B %0 R}
&0 o)) <
W < g
Sy
o
M R4
o W

™
o
<}~
"o
M o
0 !
s <°
~ o
&~
NN
S
7._)
.O/ 3|
N——
L )
S| =
4= <k
oy <
Ny
&
Py <t
g 3
gE
< o
E|
- fwyl
w
Jvmo e
N <k
N R

Xjo

o).

p,zp)u...u(<b_

e
p.p) U3

1
2

2

—1
a>p

p
2

1
bp = iap:

p—1

p—1+a

]—j:
2

a—1
2

p
bp o L
P35

upx g} 77kel ). 2

L.

A+
A7 o2 SO 43R

2
e

(_1)#(Sﬂ1)

a
p
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£ d=rth
WA £(SN1)E ALSA AAAL S5t 191 7 T 0 o] 2
SAe Zod St AL BRA =,
#(sm)_#(lsm 11) #(Zﬁll>
a a
91 Aol

1. (/p p 3p 2p (26 —1)p bp
af—((m’a)u<za’a)u"“(za >)
1s={1,2,3,4,....(p—1)/2}elh. = = A A 54 1T (0,(p—1)/2+

[/2]017] A= 914, o] AL

p:4ac+7’0] %E

B ror 3r 2r (2b—1)r br
J—((zava)u(wJU'“U T ))

2 1AL 1191 Jo) § Y% e HL, o] & Sol
r P P 'Y
20 2a 2a ¢ 2a ¢
A AR, 229l 72 AEo) 29 W5 F vhgl AoITh W27 I3

v==%# (Z N i[) =#(ZNJ) (mod 2).
w}2hA] (ﬁ) — (—1)"= 13} aol 9k o] 23t} = © A8 p (mod da)o]

szt oebA g =p (mod 4a)ol ¥ (2) = (ﬂ)o}u}
THek g = —p (mod 4a) o) Y At A r& 4a — r2 BFEH HTh
289 e ohe A% K2 uhach

2
K=(2-La-1)u 63 g 2\ ...
2a a 2a a

2% —
U(4b_2_(bl) 4b_br)
2a

a

=
rir
mid
ol
)
&
s
)
re
il
ny
ol
R
UN
o
o
o
l_.

l

|
<
©

N

N
A
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A 3.1 vE T 5 Yoy, 1 A FF o
ofz 7124 gl & S5 Exercise Hi6E =3}

(2)_ 1 4p==41 (mod i)
p) |-1 if p=43 (mod 8)

29 g=20]9 @@Sz{a,?a,...,2-%}%

9,
oX,
ol
rh
0

{2,4,6,....,p—1}

ojth oA 59 A4E F ¥ poll A 711 =(5,p)ol B0 7h= 44259
M4 Mojof St p=8c+rE FOH,

#(IﬁS)z#(éIﬂZ) :#«Z g)mz)

:#((2c+£,4c+g) mz) =

SIS

((5:5)07) o

£ A, %’4 Ao A uiA e S5 Bz A [L33E otk o]l ro] 7bsA
2 1,3,5, 7%o|th r = 10|, 9 AFY M= 0,r=3,5°|H 1, r =7
o]¥ 20|m g Zwo] YA HT} O
4.3.2 o]xYo] WA FH

o| A 7kt o] A+ Z9g = dnt

q (mod 4)2}1 7} 3kAE &350}
8l p—q = 4a% ZTHASA}L p = 4datq

EWNONBIONY
()-(5)-G)-G) )

71247 [4.3.400 o] 5o (a) - (;)o}u}.




14492 FE 08T AT WA 3 81

(mod 4)2}3l 3}A}.

q 5]
ok 2 o] A g stk

o |
;

= 23 134z 28 p=—q (mod 4)& (
2
p

Z]
A(0)(0) () () (1) a0

sube Aol UmAE E49e FESER ()7 T =1

]
o] Zo] A=} 0

o] WM E 19 2 Ee] FEol BEAE U+H SAL ol E3ho] A
gl 170 93 SHe 278 o] SN 2fste e I A
AZE 589 F0ET O 5 A5elNel ol 4T fAT WL
3% 0 298 w77 Ak (0 22 A4 FegAL ok 239
2ol 259 62 Fasict)
Ao 4.4.1 (G422 3). n AR D99 F(roots of unity)= (" =1
2 gEse Bas <% Totch @919 3 (5 999 n A AAZ
(primitive root) O] I BE o= nol (" =15 WHEote 7P 22 FY
A7k @ ot

GNE ol 1= A 7oA 2ol (=Y B9 9
Al AR A Zoltt dukd oz, oo ne N°ﬂ o 5k, %i

Cn = cos(2m/n) + isin(27/n)

£ DY n 1A GAZolt) (o] AL e = cos(6) + isin(f) 2]
o). of o] e Aol E4 45 p2t S U p WA AAD
(=G AT

SAGE ©J 4.4.2. Sagedl A+ p WA 999 MES AAs7] A3
CyclotomicFieldE AF&3tt). (of &3 a2 &4 p — 13} o5k t}
94 B2 2930

k)

sage: K.<zeta> = CyclotomicField(5)
sage: zeta”b

1

sage: 1/zeta

-zeta”™3 - zeta™2 - zeta - 1
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g 2] 4.4.3 (Gauss 3. 5 &5 pE LA a7t AL o

£ a8} 24 Gauss ol ghal gttt o,
271'7./[)0] Tq_

9.8 YA p7t WA ¢ "4‘ ok
g 7o~ 3o Depa Aotk I g,0 %
29 7‘4-401]/\1" ¢(=(= *ﬂﬂlﬁ ] s
uﬂmﬁom}

SAGE < 4.4.4. 7} & A AHelE SH4 gauss_sums FY 3l p=5
d o 7HA 7 g B AlAST

sage: def gauss_sum(a,p):
K.<zeta> = CyclotomicField(p)
return sum(legendre_symbol(n,p) * zeta” (a*n)
o for n in range(1,p))
sage: g2 = gauss_sum(2,5); g2
2xzeta”3 + 2*zeta"2 + 1
sage: g2.complex_embedding()
-2.23606797749979 + 3.33066907387547e-16%1

= (p = cos(2m/p)+isin(2w/p) =

pE WHEolo}F BrE, a8} 2
gol = o Meox o Eae)

e (2 AEath g9 ge

sage: g2°72

5

AZIA goe O AR WA SHFHER F4 A3ttt Sage T
T

complex_ embeddlng— g22] olH B 44Z o] v Y (embedding) S B oS
=d AL 15 A7 9 HolEt) g2 = 50|88 gy = —/5o]th
g2 7S %" gos IHOZ RH3}= SageT =0t} (Figure

2z)

zeta = CDF (exp(2*pi*I/5))

v = [legendre_symbol(n,5) * zeta”(2*n) for n in range(1,5)]

S = sum([point (tuple(z), pointsize=100) for z in v])

show(S + point(tuple(sum(v)), pointsize=100, rgbcolor=’red’))

Figure (L1 p = 59 wf 7h-9-2 zrgz debl e 2ol ke g
2 DH’WJ 9o AEe AN REE tate] A=t} o] o= D}E
2428 AP} FHL B M Ade et

Nz 4.4.5 (hS2 B). F7 aztpe] W7} oh ok 4o 4
A=y

ﬁr]

r

g2 = (1)~ D/2p,
SAGE of] 4.4.6. SageS o] &3lo] p=7< wjo} p =134 uf o] 7|Z=AH 7}
AL o2 Folstey.
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-0.75F
o

FIGURE 4.1. The red dot is the Gauss sum g> for p =5

sage: [gauss_sum(a, 7)°2 for a in range(1,7)]
[_7: _7: _7’ _7, _7, _7]
sage: [gauss_sum(a, 13)°2 for a in range(1,13)]

(13, 13, 13, 13, 13, 13, 13, 13, 13, 13, 13, 13]

ol 7|24 elE FHst7] Aokl HxAe 7t 2 ) stk

B2 4.4.7. F aol tjs}o], thso] g7 e

p—1 .

an p ifa=0
E ¢ :{
n=0

0 otherwise.

(mod p),

1=+ +r+1)

p—1 w -
ann: Ca_ll _ 1@_11 —0
n=0 C C
o] Y stch
RzAe 4.4.8. JoJo] F+ z, yof tslod,
ifz=y (mod p),

p—1
3 ¢lamn {P
n=0

0 otherwise.

O] R8BI = (*E EA}F (* # 10| BE (¢ — 1 #00]aL, WehA]

. whok

=
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34 BxAe @47 a=2—y= o Dt O
HZEAE 4.4.9. go = 00]C].

p—1
go=> <n> (4.4.1)
n—o \P
ojtt. Wz e L1del oA T

(2): @z - 1)

29 AN 5Ol TR mE (Z/p2) 9 e 112, uiA 9
° gk (2) =oolzz, 3 (141)L 0olck. O

HZ2A2 4.4.10. YoJo] H4 aof tfsfte]

Ga =\ = ) 91-
p

o)t

%% a = 0 (mod p)2 F%
(mod p)eha1 715 1

of w vhA| S 2FE p21 (2) € (£} AFLRRE 2ol
o} wehA

D Gag-a=(p— (=) g} (4.4.2)



n=0 0
Pl N (m
=X (5)(5) e
PR 0N (m
- n=0m=0 <p> <p> C
olth. §(n,m)En=m (mod p)o] A 1 21X ¢go™0oletx &4} 218 H
HzAe 4480l & A, thZo] A3t
p—1 p—1p—1 p—1 n m
Zgagfa _ Z Z Z (p) (p> Can—am
a=0 a=0n=0m=0
p—1 p—1 n m p—1
X3 (5)(5) X
il o m
=X 5 (5) (5)ptnm
n=0m=0

2
At} g £ 0 (mod p)o]BZ, (ﬂ) — 1o] H3, = BRzA e K410

bu - wlo
Jz
)

oJmz o] 7|2H T ¢ =g} = (-1)PV/2po] HR BT} O
441 o]aAgze] S
oA 792 e ol g3tel A Z 99

g0l thp” = (1) V2, g = gy = S04 (2) ¢
P 7el5Al,
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NzA e
(p*) /2 = (f) (mod q)
2 g5t} i1 = (¢2)@ /2 = (pr)a-D/20)m 2 FHo| g2 F3}o]
o= AS d&th
gi=g (Z) (mod q). (4.4.3)
a8 J7H g1 A4} ofdd] o] FE AL .413]6}— AL 7o
7}? dF5 Al o] o]l AL, FHO X<l g7 —g (%) 2k Z[¢]N A ¢4
w2k Aolth Z[(]= Zoll ASE Ze (ol B 1= Aotk

 Z(0)) ()= Jw} 091k EET! ,Z c
27 1y (mod q)o]t}. o] AL [@EAI)e] AL 58 the-S

-1

= (E06) <")q!z<z>q<w!i<;f> 1=

it

o] Bl AlF e FE BAE AN S 2 £ 00 A Kol A= a#0
A BE a,bce Kol thate] o] AR A ax® +br+c = 09] F 3+ th5 7
Zrt.
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o\ A p7t 5 g0l K = Z/pZe} 1Ak B e AR&-3H b2 —dac
7V Z/pZAX GAAFAA o AR E & 4 Y3, THEZR ar?+br+c=0
7V Z/pZAA SE 2R ohdAE g4 Ak 2 A & 7}
A% s A S 2 Yol gelde of| FRE £
et B2 Z/pzo] R47t 4R AFAA oUAE Felshe AA A
A e ol X Yoy Ho] tf L AT vk 232 A R3] BH A
e o] 3= Zlo] A3 mh= o

a € Z/pZ7}0°] obd o2} Joj 2kt 7k 3A}. wheF p =3 (mod 4)°] W,

+1

P

b=a+ =

=
Ay
ol
ok
(o

K o

1 (mod 4)2+3 7H4etak BHFE o AL ad} p2
pol Al 0] AF2o] AT T o] AFEe Lt
log(p)®] TF3A A7 2Te] S-S x| Eae)
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+
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Ase AP EL EABT o BA AT EL (HAFHL
o) 9lolA AFE ool tharal Azke daelE
Fotd a7t AN a7t 4L 2L W A5H0 § 1)
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el S 2> ohd w20

oo ok
flo )

H poll M a9 AFZE A
gt Ao BI3=RE &
4 533l AYE Basio
2 (39 FFHAA). R}
of o3 Al
(ab) = ¢(a)p(b),
o p(a+0b)=p(a)+ ¢(b), and
e(1

° )=1
W= & 39 £% Y AHd(homomorphism of rings) ]2l FEt}
M (isomorphism)2 At Y th-&< EFFAL ¢: R — 5& o]

ot o T fo
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M ot

o
lo
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.
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o ot i
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R = (Z/pZ)[z]/(z* — a)
o] Fejart Ao RAE

m

& o33

R={u+va:u,veZ/pZ}
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ol FAL

(u+va)(z + wa) = (uz + awv) + (uw + v2)a

= AR o714 at RIA 29 Yolsolth.
SAGE o 4.5.3. 91014 A% 8 RS Sageo] N = T}-37 2ol A2l5in
A4S 23t (p=139 F9):

sage: S.<x> = PolynomialRing(GF(13))
sage: R.<alpha> = S.quotient(x"2 - 3)
sage: (2+3*alpha)*(1+2*alpha)

T*alpha + 7

b5t 7} 2/ A o) AFEOI2 . (M3 19) & oLAL A A
2 =5 AN AF2ES e dugES 53817 Aste] AF
o} cE J_E%%PD]-) a8 22 f(u+va) = u+ vb2} glu +va) = u+vc
= AW T A B FEIAA S
AT o] T Ber W B 25

0:R— Z/pZ xZ/pZ
F=3t}) o] Wl o(u + va) = (u + vh,u + ve)olth. A G v S AL
o

o] (2/pZ) 2] dele] R4 -2 Aestel 2 E3e
GRYFOR (1+20)"7 & Awe) Aust F

u+va = (1+z2a)7

£ WESE u,v € Z/pZE Freth Wk y = 00]W THE 2 RAY R
Wesio] 22 ANE WEALL WoF v £ 00]H, $27} LA Hi
AT 0% o ThT} 2ol WEA RS 5 ATH ut b Z/pZolA o]
| AL (p-1)/2 ﬂ%xﬂ—-—o]ug o] %}3 0, 1, & —1o|t}. wetA
Z+ A b= —ufv, (1 —u)/v, =L (- 17u)/v°]1’/} = v vE &
7] wj2oll, —u/v, (1—wu)/v ,:Lﬂﬂ (=1 —u)/ve] AFELS AAste] o

AHZAAE Eelstd =
of 4.5.4. o [L1.8°] AL g ¥ 3890 4] 692 Al F2S FIch oA A
B3t dne]ESp=1 (mod 4)<ﬂ Aol Agtct WA TR 2 =24
AE3to] (1 + 240)1942 A28 (1 + 240)1 = —1 8 A=t} a9
A47F00] B g » =512 (1+51a)19E A A3tk o] Mol (1+51a)!% =
2390 = u + va® o] A$7}F00] ofTh Z/389Z°ﬂ/\1 239 o] o9 153
olm =, 699 AlFZol @  Ae Al Y das v 2t
U 1—u 1—u

—— =0 =153  —
v

= —153.

wpabA 1533 —1530] Z/389Zoll 4] 692] AlF-Zo|th.
SAGE <] 45.5. 919 AFLL T3 &g 5< SageollA +dst 2
7HA dE& HoFETh



4.6 Exercises

sage: def find_sqrt(a, p):
assert (p-1)%4 ==
assert legendre_symbol(a,p) == 1
S.<x> = PolynomialRing(GF(p))
R.<alpha> = S.quotient(x"2 - a)
while True:
z = GF(p) .random_element ()
w = (1 + zxalpha)~((p-1)//2)
(u, v) = (wlo], wl1])
if v != 0: break
if (-u/v)"2 == a: return -u/v
if ((1-w)/v)~"2 == a: return (1-uw)/v
if ((-1-u)/v)"2 == a: return (-1-u)/v

sage: b = find_sqrt(3,13)
sage: b # random: either 9 or 3

sage: b"2

sage: b = find_sqrt(3,13)
sage: b # see, it’s random

sage: find_sqrt(5,389) # random: either 303 or 86
303

sage: find_sqrt(5,389) # see, it’s random

86

4.6 Exercises

4.1 Calculate the following by hand: (&), (335), (32), and (%).

4.2 Let GG be an abelian group, and let n be a positive integer.

89

(a) Prove that the map ¢ : G — G given by p(z) = 2™ is a group

homomorphism.

(b) Prove that the subset H of G of squares of elements of G is a

subgroup.

4.3 Use Theorem to show that for p > 5 prime,

(3)_ 1 ifp=1,11 (mod 12),
p) |-1 ifp=57 (mod12).
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o) AT A

4.4 (*) Use that (Z/pZ)* is cyclic to give a direct proof that (_73) =1

when p = 1 (mod 3). (Hint: There is an element ¢ € (Z/pZ)* of
order 3. Show that (2c +1)? = —3.)

p

45 (*) If p =1 (mod 5), show directly that <§> = 1 by the method of

Exercise (Hint: Let ¢ € (Z/pZ)* be an element of order 5. Show
that (¢ +c*)? + (c+ct) —1 =0, etc.)

4.6 (*) Let p be an odd prime. In this exercise, you will prove that (%) =
1 if and only if p = +1 (mod 8).

(a)

()

Prove that
1—¢? 2t
Tr = — = —
1+ YT 1xe
is a parameterization of the set of solutions to 22 + y?> = 1

(mod p), in the sense that the solutions (x,y) € Z/pZ are in
bijection with the t € Z/pZU{oc} such that 1+¢> £ 0 (mod p).
Here, t = 0o corresponds to the point (—1,0). (Hint: if (21, y1)
is a solution, consider the line y = ¢(z + 1) through (x1,y1) and
(—1,0), and solve for x1,y; in terms of ¢.)

Prove that the number of solutions to 2 + y? = 1 (mod p) is
p+1ifp=3 (mod4)andp—1if p=1 (mod 4).

Consider the set S of pairs (a,b) € (Z/pZ)* x (Z/pZ)* such that
a+b=1and (%) = (%) = 1. Prove that #S = (p+1—4)/4
if p=3 (mod4)and #S = (p—1—4)/4if p = 1 (mod 4).
Conclude that #5S is odd if and only if p = £1 (mod 8).

The map o(a,b) = (b, a) that swaps coordinates is a bijection of
the set S. It has exactly one fixed point if and only if there is

an a € Z/pZ such that 2a = 1 and (%) = 1. Also, prove that

2a = 1 has a solution a € Z/pZ with ( ) = 1 if and only if

()= 5

Finish by showing that ¢ has exactly one fixed point if and only
if #5 is odd, i.e., if and only if p = £1 (mod 8).

Remark: The method of proof of this exercise can be generalized to
give a proof of the full Quadratic Reciprocity Law.

4.7 How many natural numbers < 23 satisfy the equation

You may assume that

z?=5 (mod 2'% —1)?

213 _ 1 is prime.
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4.8 Find the natural number z < 97 such that z = 4% (mod 97). Note
that 97 is prime.

4.9 In this problem, we will formulate an analog of quadratic reciprocity
for a symbol like (%), but without the restriction that ¢ be a prime.
Suppose n is an odd positive integer, which we factor as Hle pit.

We define the Jacobi symbol ( ) as follows:

a
n

€;
() =11 ()
e S \P
(a) Give an example to show that (%) = 1 need not imply that a is
a perfect square modulo n.

(b) (*) Let n be odd and a and b be integers. Prove that the following
holds:

i (2) (9) = (%b) (Thus @ — (%) induces a homomorphism

from ELZ/nZ)* to {+1}.)
ii. (=)=n (mod 4).

iii. (2) =1ifn==+1 (mod 8) and —1 otherwise.
iv. Assume a is positive and odd. Then (£) = (-1) Sl (2)

4.10 (*) Prove that for any n € Z, the integer n? + n + 1 does not have
any divisors of the form 6k — 1.
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[GO] = aop,
1 apay —+ 1
lao,a1] = ap + — = )
aq a1
1 apaiaz + ag + a2
lag, a1, a2] = ag + T = aras 1 1
a; + — 192
ag
1
[ag,a1,...,an_1,an] = |G0,a1,...,0n—2,0p_1 + —
n
1
= aO +
[ 1 7an]
- [a07 [ala aan”

SAGE ©j 5.2.3. continued_fraction2 AETE A A5} sage T o| T}

sage: continued_fraction(17/23)

[0, 1, 2, 1, 5]

sage: continued_fraction(e)

2, 1, 2, 1,1, 4,1, 1,6, 1, 1,8, 1,1, 10, 1, 1,
12, 1, 1]

2+e ) A& (in bits) S AA3}7] H3te] 54
t}.
sage: continued_fraction(e, bits=21)
[2’ 1, 2’ 1’ 1, 4’ 1, 1) 6]

sage: continued_fraction(e, bits=30)
[2’ 1, 2, 1’ 1’ 4’ 1’ 1, 6’ 1’ 1, 8]

=] A~ | =
QLG 5 ARS
o

© 2 bits = ne A}

oo ]
2 2,

EARSe) YT T 4 AW, AAe] ARSE AT ANE F 5
o]r,],
ATt

sage: a = continued_fraction(17/23); a
(o, 1, 2, 1, 5]
sage: a.value()

17/23
sage: b = continued_fraction(6/23); b
[O’ 3’ 1’ 5]

sage: a + b

[1]



3t AEF [ao, ..., an]E Y LA AFL o, & ety 7HAE
Bat gk
Ao 5.2.4 (FE5E). 0 < n < me HEFE= no| thste]
(G0, an] & AR [ao, ..., 4] 0¥ A HE53 (partial convergent)
ole} Her}
-2 < n <mE BHE5o= 4249 noll s, A p, 3 g2 U
o] A9
p—2=0, p1=1, Po = ao, vt Pp = apPn-1+Pn-2
qg—2 =1, g-1 =0, qo =1, Qn = QpQn—1 + qn—2
71zA2 5.2.5 (FE49H)). n<mo n>09 o},
Pn
ap, - y Ap| = —
[ ] "
o] 4 ¢kt
29 AdNe A8 0 = 0,19 wE APtk 99 2427 2
o) 7h n— 19 ARSI AL B4 A ABTHT AR oAk 22 Thgo] A
Aok

[0’07 v 7an] = [a07 ey p—2,0np—1 + 7]
n

(an 1+ )pn 2+pn3

(anfl + E) Gn—2 + Gn—3

_ (anflan + 1)pn72 + GnPn—3
B (an—lan + I)Qn—Q + angn—3
A (an—lpn—2 + pn—3) + Dn—2
an(anflbefZ + qnff}) + gn—2
nPn—1 + Pn—2

AnGn—1 + Gn—2

_ bn

o

SAGE °] 52.6. WoF c7} AR5 YEPATHY, co] BE FE4d2 o
© ¥ c.convergents ) S A3}

sage: ¢ = continued_fraction(pi,bits=35); c

[3, 7, 15, 1, 292, 1]

sage: c.convergents()

[3, 22/7, 333/106, 355/113, 103993/33102, 208341/66317]1%104348/33215--tex file 2 %



Pndn—1 — gnPn—1 =

PnQn—-2 — gnpPn—2 =
E=, 90 F AEH FAY e £ 4o] g e

Pn _ Pn-1 — (_1)”—1 . 1

qn qn—1 ann717
Zﬁ _ Pn—2 —(—1)". an
dn qn—2 qndn—2

n =09 B¢+ BA2FE Astiet. oA n > 0°]2kar 7HAskaL
n-19 o AR ari AR e 22
Pndn—-1 — nPn—1 = (anpnfl +pn72)Qn71 - (ananl + qn72)pn71
= Pn—24n—1 — qn—2Pn—1
_(pn—lqn—2 - pn—2Qn—1)
= ()=
ol At (.2.2)°] A 4 (5.2.3)° SH3H7] AhAM = ==
R acia=
Pndn—2 — Pn—24n = (anpnfl + pn72)Qn72 - pn72(anQn71 + Qn72)
= an(pn—lQn—Z - pn—QQn—l)

= (-1"an
O
#7528 90 1249 4SS Az mARTE AL (22l
PP (-1 () FEAL (—1)"as o)t
SAGE ] 52.9. 78 A&+ A 2 7o Fog, 7| 2Fg p.2 7 &
A2 SageE o] B3fo] THel}A.

sage: ¢ = continued_fraction(pi); c
(3, 7, 15, 1, 292, 1, 1, 1, 2, 1, 3, 1, 14]
sage: for n in range(-1, len(c)):

print c.pn(n)*c.qn(n-1) - c.qn(n)*c.pn(n-1),
1—11-11-11-11-11-11-1
sage: for n in range(len(c)):

print c.pn(n)*c.qn(n-2) - c.qn(n)*c.pn(n-2),
3 -7 15 -1292 -11-12-13-114



£742] 5.2.10 (7]|FEFZ A B
Breh, pa o) g A2 29 Fool

Pt 4, B ZRE p, 3} g0 F
FFr e, d | pudn_t — Gupn1 = (~1)""10]

d
SAGE ] 5.2.11. u}& 3 SageE o] &3] BHQlgtr}

sage: ¢ = continued_fraction([1,2,3,4,5])
sage: c.convergents()

[1, 3/2, 10/7, 43/30, 225/157]

sage: [c.pn(n) for n in range(len(c))]
[1, 3, 10, 43, 225]

sage: [c.qn(n) for n in range(len(c))]
(1, 2, 7, 30, 157]

5.22 HETHE] +4F
(@0, - .+, ] & ARG T, n < mQ nol| Tha}ed,
Pn
cn = lag, ... an] = —
Gn
2 R BESHolg) AL ARSY HYZHE n> 08 WE ap >
o]

ne n = 0
WeZ 7195tat o] o] Ao REFHFE B 245 9
Foh ol E 501 (2,1,2,1,1,4,1,1,6]9] REFHES }d

2,3,8/3,11/4,19/7,87/32,106/39,193/71, 1264/465

otk o] 259 277} & © & HolA A7) Astel a5 EAHRA.
E e 7EE R E S RS, @ 244 A AUA 222 A ook

2,3,2.66667,2.75000,2.71429, 2.71875,2.71795,2.71831, 2.71828

Wi £EL2 U952 A g2 BE £ERY A1, UE I 5L O

2Z7t54 9L )21, W] WES AA G $£ELS dxFaSIS

o] #r}.

SAGE ] 52.12. 1¥ SageE o] &3to] AR 9 AHE w
2 AdE84E A3 2ol

= continued_fraction([1,1,1,1,1,1,1,1])

sage: ¢
sage: v = [(4, c.pn(i)/c.qn(i)) for i in range(len(c))]
sage: P = point(v, rgbcolor=(0,0,1), pointsize=40)

sage: L = line(v, rgbcolor=(0.5,0.5,0.5))

sage: L2 = 1line([(0,c.value()),(len(c)-1,c.value())], \
- thickness=0.5, rgbcolor=(0.7,0,0))
sage: (L+L2+P).show(xmin=0,ymin=1)



100 5 RS
2_
/.\ - — - a
\.—/ - v
1.5
2 4 6

FIGURE 5.1. Graph of a Continued Fraction

Bee AT GER S8 o) ALL AWAR FYH
242 5.2.13 (RESEE DA SRS HewA EESY o
2 st Es, ETHA RETYE con S GRALTIE o]0k
£ 9oje] EFLUH PRAY e D9 B vA] RESY e, T
=}
39 0> 1004 0,2 FRoluE, ¢, 2 Foolth 7|2 Yo FZT o5
o], n > 20]H,
a
Cp — Cp—o = (—1)" n
qnQdn—2

S 20 B Bt s < o ® B A5 3

mol EAET. 2eld 7240 BZT S5t n > 1],
1
dndn—1

2 2357} ( nrtelmg BE s > 00 W3S cospr > cos°lTh WL
Al r=mE E7Fsstth wek r < molgtd, o] 7|2 A WA F
FOREYH oy < cor < p°l Hol JA| EZFsSict v > mo]

Cort1 < Comi1 < Cor 7} H =T °—ﬂv7\] 2otk WEbA comtr < corer ]‘—‘—
Sk B rd me EAEHA] k=t O

Cnp — Cp—1 = (_1)77,—1 .

5.2.8 BEE el dE+ xd

712AE 5.2.14 (Fe52 AEF). =
T2 FHEC]

5
rn
of,
9,
9,
(e
Jo
Iy
3>
rr
a0
)
s
M



101

-
iz
B
ol

A

— 181

2 a/bollA b > 1 ]l ged(a,b)

,
11132 5 g

[e)
< %A o
=
=
a=b-ap+r1,

e

0<ri<b
0<re<r

-y + 1o,

b:7’1

0<ry <rp—1

cQp-1+ Tn,

=Tn-1

T'n—2

Tl = Tn - an + 0.

a/b=ag+r1/b=ag+1/(b/r1),
b/ri=a1+r2/r1 =a1+1/(r1/r2),
T1/T2 = Gy +13/r2 = az + 1/(ra/r3),

Trn—1/Tn = an.

=274

9] 4

aan}

[a()aala ..

a
b

—

o]

<
oV
oy
oH

i]]a ﬁr
ﬂ; G
=
w4k
g
o
<
Ty
o AF
oo
B
S
o W N
F Bewn
(A [
oF wrm
N o
iy 2
is b+ m
1 TN
O_ o mu\
B RN
Ny
) (=
) G
SOk
T
‘m./l . -
e
N ..__,._ o> EE
~ o 5o
o T

<
gl
O

o

Ay

— il
o_eat an,%o
(BRI o
LRI
5 ok )
71FLO_AT‘ID
shere 2

X o .-
B o B oor O
{ Hwoﬂe%o S
5 D

\a

9}
A

.A_l EE —~

7

glol 7}

o] B A% o A
g ol
LA
2
=
A

2 A Zgh) o 7 o
Eds
o}

N7

xr = ag + tg.



>lo]|BZ

1
to

z9] HeHE(floor)o] gt

=
=

102

2‘:0 7& Oo]Eﬂ?

ao

I mﬁ ‘mW ~ iy T ol
£ % g 0 la B
- So  grlan ==
=W g3 ywol = o
B m S 2 ) WP o
M- oV — o ae - AF <
=<k ToYe 8w NS
T Lo e < ol ol
o als i p & I =i o~ m‘ugo
U £ ogpE =0 + o
H Vv ey Eaw Tow
Rl o = ﬂrllfuw_ K R
- . o g 1 ﬁ E._ ﬁ AN —
Smﬁm 7 S g bl e = It o 2 iy
°S%  w A5 X S - N -
Y oA & T
M Oaﬁ. an hh _Wylo ‘nmo ot ﬂ” I + ,Dl | I ZH oy
MR = ol h.._ NoTT wim — > a_aﬂ_.
W e + TR X O i I 0 ﬁ vl I +
alo =) < mmo‘_m 0 +ﬂ 8 S f XA . —
GH o+ g oW R A b
Fgps I % $ig I
— N e I =~ %
) ™ ofy S d%d- T ol @ sl o I I IUaM T
—— op BN 2 = e 9% +
TR ICHL o & E Te
G B ey ) - ey
s . o5 (IRt I o
& Q —
e dow s S B o § ey
A PMW T o] 5 Lﬁ 5 ™ ol g
[ WA 2 s ol H s
OM 5B/ O_ E_E _L yd/r ..LO‘O|8,3 E_E W o ,ﬂIJ\AIMﬂ

3Tt

1+
1
+1_|_...
0|

1+

1+

SAGE <] 5.3.3. 9| [5.3.2¢] S5+ o} SageA 2tz &=



5.3 FetARS 103

sage: def cf(bits):
= (1 + sqrt(RealField(bits)(5))) / 2
... return continued_fraction(x)
sage: cf(10)
(1, 1, 1, 1, 1, 1, 1]
sage: cf(30)
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7 weF Fatstd Aggk nol A ¢, = 0°] H 4L, o] = Hf 4 2]5.3.5
o) Adxtoltt. 73 hedE by, R p.3.500 o 5o,
x = [ag,a a i]
— [t0, U1y -0y n7tn
o 2 5 93, 724 2Pl 9ol thee Ak
1
“Pn +Pn-1
_ta
T = T . .
tn dn dn—1

webA, 'k ¢, = [ag, a1, ..., a,] 0 2
Pn
In
& Paln +Pn1Gn = £Pndn — Prln-1
an (iqn + Qn—l) ‘
Pn—1Gn — Pndn—1
n (iqn + Qn—l)
(="
an (%ﬂqn + Qn—l)

r—c,=2—

ol Fluw,
1
|z — el = -
An (EQn + anl)
1
<
qn(anJrlCIn + anl)
1 1

= < — 0
Gn Gnt1 ~ n(n+1)



Z9 [bo,b1,..., 0] LB E[LLIE o] &3] ¥4 FEl 22 AR
Seta 5, b 7 DAA Y Eolth. m = 0 !
m > 00|}l 7} A 2™ i

o7 2 5tk Wk [by,... b, =10, m=1,b; = 10] FH=d], o=
B bo+ 18 ARF [bo +1]E T+ AolB=, 29 AT =5t A=
due L3 2 RE JEhA] etk wWebA [by,...,by) > 1] 531
AR dauelFolME ag = bo, to = 1/[b1,...,bm]= =T °] AA =
‘ﬂ'%—é]']ﬂ7 2= noﬂ EH@]—Oq Ap = bn\% oé%q O
54 e AEF
e ARLSL12,1,2,1,1,4,1,1,6,... ]2 A&t e g7 1737d 29
SFARCN(ITNER), ex EHS S 7= FHAESTE Ve 2
A= et FAALETE YEIHER 7t Feede SHIAT

o] Moxe) FHL [ Y= THE AY 2iE HHst ik [I)
o] 57 E3F Hermite®] S k7 Wy g Ao} (MO =R). e A5
FAL2 5YA @AM bR YA 2 FHL o] oA thFA] oF2
vl A& AFe] wol o] g3ttt
5.4.1 4]

o sk 2,1,2,1,1,4, .. ]
5t =4 {ann > 0}



—_

08 5 4

M
n

4 9Tk (o] WY G AL 0> 10]8 2B E a,
Ak, o] AoAs FAA] o] 2AL DA q; = 0L 33
Fad ol T AL RETHY EA} 2R et
o

BEIT) pik g AL B ARSI T 2T

T3n = T3n—1 T T3n—2

d
o}i rUS"{_',
_?L'

&
!
N

4y EN rlo hu
it 02 diff
o T
N =,

T3n—1 = T3n—2 + T3n—3

T3n—2 = 2(n — 1)ra,—3 + r3n_a.

2o A HA Fx= 99 Al WY BIAE 730, 1303, T30 EF

< =
St 2 7l Ao Zolt Aotk WA 9] A HozRH the
A et

T3n = T3p—1 + T'3n—2
= (ran—2 + 73n-3) + (2(n — )r3n—3 + r30-4)
=(2(n—Drgp—3+ rsn—a+7r3n-3)+ (2(n — 1)r3n_3 + r30-4)
= (4n — 3)ran—3 + 2r35_4.

T3n—3 = 273n—7 + (4n — 7)73, 6.
A AA Ao A 213, 4 F 2ABH] 5+ 2r3, 4 F THA] A EH Th3

2r3n—4 = 2(r3p—5 + T3n—6)
=2((2(n — 2)r3n—6 + r3n—7) + T30n—6)
= (4TL - 6)r3n—6 + 2r3n—7
< A AR A 2r3, 400, 28] F AR AoA 2r;, 5 A WA
Ao et fe7F 282 st HA

3n = 2(27’L - 1)7437173 + 73n—6

542 ¥ AR Y

T = Doy Yn = Gsn 02 RO EA SAGE £A9 3n-FE A
NS0 AU ZOBR, 4y T AR 2O ~eGT S
(2a}, (yn}& 0> 290 BE pol| tiske] o Aol A A2 A4

=2(2n—1)zp—1+ 2p—2 (n>2) (5.4.1)
= WStk (B 2,2 20y S AT o] = o dE ZBAE A
stoth (R F & =1 251 =3, y=u =19 F=2 4 dEFZHH
AP AN @2 gh=olth) 29t ZF DA A o2 S Woeng,

T [Yn €l }—rWPEﬂ]"E‘%?ﬂE}.



TABLE 5.1. Convergents

n [0]1 2 3 4
x, [1]3 19 193 2721
yo | 1]1 7 71 1001
| on/yn | 1]3]2714... [ 2.71830... [ 2.7182817... | --- |

n!

1
t(t—1)"™
Tn:/i( ) etdt
0

or Aojd Adese] Fholth T, 19 #2 o= &

1
Toz/ etdt =e—1,
0

1
T :/0 t(t — 1)e'dt
= —/ ((t—1)+t)e'at
0

1 1

1
+2/ etdt
0

= —(t—1)e'| —te

(Ti& u=t(t 1), dv=dtO 2 3 REARS A5

Bo) w97} [0, ] 2rlel uzk A 03} 16141 00]

A ol n > 19 1,9 A4S AEHT)) S8
ol g 4 9tk ol Al T,,0] ;9 y; 9 22

Mol &5l T,, = yoe — 2,0l ARTS 47 B 5
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Aok THEL T, % ay, ;9 22 A S BEFS HolE Aot}

1
th(t—1)"
T:/ el - 1" eldt
0 n!

o 1 tn_l(t _ 1)n 4 tn(t _ 1)71—1 et

- (n—1) o

B 1 tn—Q(t o 1)n ntn—l(t _ 1)n—1

_/0 ( =2 " o)

tnfl(t _ 1)77,71 tn(t _ 1)n72

m=1 T m=2)!

tn 2 t—1 n—2
—onT, . +/ A(zﬁ — 9t +1) etdt
0

+n

(n —2)!
1 n—1 n—1 1 n—2 n—2
t t—1 t t—1
:QnTn_lJrQ/ A Uil etdt+/ PUZDTT g

= QRTn_l + 2(TL — 1)Tn_1 + Tn_2
=2(2n—1)Tp—1 + Th—o2.

JHBZ, T, = ype — x,°| T} 3FHA

1
th(t—1)"
lim el eldt =0,
n—oo J n!
olm=z
lim % = lim (e——")=e.
n—oo 1,  n—oo UYn

oltt. whetA z,/y,©] edll 23, T ARG [2,1,2,1,1,4,1,1,.. ]= ¢
of &3t

544 <89 2
o] Ao WS AWAFA BE A% n e Noj thste] el/ne] A2
7}

[1, (n—1),1,1,3n—-1),1,1, (bn—-1), 1, 1, (Tn —1),...]
A tH(Exercise [5ll6] 2H2).

o
o
"
4

BE4r o 4Re5de Bt o] 45 o
AP Bl A E v Tt ARA A9 o] AIpE A% € B
Zol7] S8 BegEadol felsehe A nmath o 375



5.5 o]z} Fel4 111

A7 2 st AH Y S 5218 AR ojgal S| =
< 34 =% (finiteness argument) & Zg3tch A[5QA = =42
2 927k B4 Mol 23 I8 QuelAISl 37 o9l 7ok theAle)
AZEY dEsE 2z
Aol 5.5.1 (o] F8]4). o]} F8]4(quadratic irrational): A7}
Fe159 ol chAe] oo g of vl gt
AE Sol (14 V5)/2 ol A= el %ol
VS
2

AL 75k V2 o ABSFE[1,2,2,2,2,2,.. ], V3309 dELE

[19,1,2,1,1,1,1,2,1,38,1,2,1,1,1,1,2,1,38,.. ]
olth [1,2,1,1,1,1,2,1,38]&= F93] A&HE77?
SAGE < 5.5.2. SageS o]43}4] /3809 < ©f A4tstd the3 7t}

sage: def cf_sqrt_d(d, bits):
x = sqrt(RealField(bits) (d))
... return continued_fraction(x)
sage: cf_sqrt_d(389,50)
(19, 1,2, 1, 1,1, 1,2, 1,38, 1,2, 1,1, 1,1, 2,1, 38, 2]
sage: cf_sqrt_d(389,100)
(19, 1,2, 1,1,1,1,2,1,38, 1, 2,1, 1, 1,1, 2,1, 38,
1, 2,1,1,1,1,2,1,38,1,2,1,1, 1,1, 2,1, 38, 1,

5.5.1 AR+
Aol 5.5.3 (£3AET). 3984 (periodic continued fraction)+
83| 2 E noj tisA
Qp = An+h
2 WS AL Wt 2R AESF [ag, a1, .-, 0n, .. |OIT O]F A T
7 2 A4S A8 49 F7)(period of the continued fraction)
gt skt
o 5.54. &AL S 1,2,1,2,...] = [1,2]= o1¥ gtoll 271
1
[172] =1+ 1 ,
2+ I
1+ 1
2+



olBg =128t oW,

o°
1 1 a  3a+l
a_1+2+1_1+2a+1 = T T 2t
(6% «Q

7F AE 3t kA 202 — 20— 1 =00 B2 &
_1+VB

2
ol .
el 5.5.5 (TFAETY EA). Fadc AL AR 7] st
P2382AL oA F+E HER= dESL.
39 (=) A8
[@0, @1y - Gy G 1y - -5 Gt k)

O] {E?}iq—j— 6]—x}_ ZH Eﬂ o = [an+1;an+27 . ]a}_ %2—‘31
o = [an-‘rla ce oy Anthy O[]

A Agsieg, 71252 B2ap] o sl

_ APy th +pn+h71
QQn+h + dn+h—1

TebA ot AS7 §249 oA sl 2A et 1dY)

[ag, a1, ...] = [ag,a1,...,an, ]
1
=ap + 1
a1 + 1
az + -+ —
«
o1 a;E BF AFolug, BRo| fei5tE F3 W WS g 42
ctdaEEctda(c,de Q,a:a 2 Y Fe) o HEZ, [a, a1, -]

= QH°1W ZHQ le} o} A 9 s ol ot
127385 FH FARs7L oo B2 freElee o2 R
a ¢ Qeltt.
(<) a € R7} o] 214
ac® +ba+c=0 (5.5.1)

£ wEsle Fesebn 4k W, a,b,c € 201 a £ 00Tk [ag, ar, .. ]]

o
1o
r&
r{m
-
o,

Tn = [anaan+1a .. -}7



. U =
@3, saMm} B 4%} 2 9e £50)
i

[ao, ,an_l,rn] = [ao, ey Qp—1,0n, ... ,an+h_1,rn+h]
= [ag, .- yAn-1,0n,--yanth—1,Tn)
=[ag, - sn-1,0n, -y Qnth—1,0n;- -5 Gnth—1, "nth)
- [a();“-aan—lvm]
£ Qe

WA r, SR e & gle £50] 3 7} Roleht ZAu Heolw
T},

Dn _ TnPn—1 +pn—2

dn Tndn—1 + qn—2
B2, o2 o4 (5N BN r, & oA

Anri + Bp,r,+C, =0
= W&t} ol wf A, By, C,& tha3} &t

An = afpi—l + bpnflqnfl + qu21717
Bn = 2apn71pn72 + b(pn71Qn72 +pn72QH71) + 20(]“,1(]”,2,
Cn = api*2 +0pn—2gn—2 + qu,g-

‘?4 /\]Oﬂ/ﬂ AnaB’ruC €z ] —An 17——’—31
- 4An0n = (b2 - 400)(1771—1%1—2 - Qn—lpn—2)2 = b2 —4ac
olt}.
Ae b.3.1010] g oz HE
‘ Pn—1 1
o —
dn—1 dndn—1

1
|aCJn71 _pnfl‘ < — <
dn dn—1

o 3} ow) |§| < 1o] WA

7F S AL, Wb (agn-1 — pr-1 =

dn—1

)
dn—1

Pn—1=Qqn—1+
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r-]m

= =
EE‘J’—;

rsi

o A0l o] AL g,

2
J 2
n =a +b ofgn—1 + Qn—1 + Cdyp_1
qn—1

52
= (ac® + ba + c)qu_1 + 2aa0 + aq2
n

+ bd
-1

62
= 2aa + an + bé.

52
|A,| = |2a0d + aqT + 0| < 2|ac| + |a| + |b]-
n—1

ot A% A0l 97 FAAY FUL AT 5 YL HolETh E,

ICn| = [An—1] , |Bn| =12 —4(ac — A,C,,)

ﬂEEHUMﬂ@#@%BmC)1%%41%Eﬁ%5°§ﬂﬂﬂ%
A gholl glomz o] EL ASE ZE oA g4l sz Yehts

C°aﬂ“ﬂﬁtWWﬂﬁﬂﬂ“%‘@w%ﬂ% %D3ﬂmlw
pg.144-145]2 wo] Fasttt) O

5.5.2 A O)4H £ AEF
Aol 5.5.6 (2 ). 43 F(algebraic number):= T4 f €
Qi) ok
Open Problem 5.5.7. -3 = /29 JES~E 49314 HALslo] 2.
Al the 2ok
1,3,1,5,1,1,4,1,1,8,1,14,1,10,2,1,4,12,2,3,2,1,3,4,1, 1,2, 14,
3,12,1,15,3,1,4,534,1,1,5,1,1, .. ]

2 ARt obd - of® £ s " (pattern) & FHA] ZoFAL, 5348k
T 2doz £ 5 Jloghe A FAA £ S0 Lang Trotter
(BaEx)e V29 Afse) g F5& SA4C= E4sded 15
o] A V2+ Eo]3(“unusual”) ARG FE Y-S AJASHET], 28U
I % [36]9] A= 29A ¢S 5 AeS AlARETH



Khintchine ([26], pg. 59] )

(196335 712 2] 32} t4 o] AR Tl tst]
€ et A7HA ARl dis) S99 A S fARE
ofd 4ASx= delA QA otk [.] AA7A o] 3} o]9] o] 1
Ap o2 o] o] s &l Apdo] glrke AHE
AAZh= Aol FulEth AA o] o] dEsEe] 4 Fol 74
IAE BECh dubgom 23K 2 ted 59 dise
o o thil A 9l AL A=A oFE el

Richard Guy ([19, pg. 260]Z=x)

DeaRs] YRR f77 ohd 33 o)akel tad Sk
2A3=71? 2 I8 g3 9 BE H(partial quotients)
< fHAZE ok 7L

Baum3} Sweet+= Richard Guy2] A&l Q& thE Al K9 oA this
A T2 U S T2 FATME. (A K= 9427FF 70 Al Foflol A |4
1/z9] Laurent 3552 A Fo((1/2)) Gt &, K9] 94+ zol &3 o
A3 1/00] BT NG Folth) TEE AR BE P A7)

1

e KA 33 B4 4 A4 I, ® AR50 G5 57}
FARA FE 37 o149 oY )58 A2EL BT}
o < =

56 Arelg dAsH]
of® §e4o 2AGE o WAE TACLKT AL, 1 K57 FolaA
ol ATha 842k ok F B A 1 ghe A4ket7] 9lshel, 24 17
AAY 78 e AL, F/E 343 2 5748 5 97w (o)
#2), $2 A2 WP Tk A 2L e 1 AR dedl
B AW, obF 2 BE Fol 1he7] Aol Feh I AE AR5
e AMSHE Aotk 1 AT AU ACE A2 B LEE 2t Fel
FE Qry, o £, AR5 WY REE 1/a, & WA FOBR, $7
FoAA S 7o 4P A ot

o WA fE5E AR e HAA e o2 A L) 2w
A 3t frelst ol ok

x = 9495/3847 = 2.46815700545879906420587470756433584611385 . . ..

2 ZAZES 2.4681570054587990648} 1 FHE, o] 4o AR tlS )

z

2,2,7,2,1,5,1,1,1,1,1,1,328210621945,2,1,1,1,. . ]
281 e AL g 4 )
9495

2,2,7,2,1,5,1,1,1,1,1,1] = —.
[ ) 777 ) 757 ) ) ) ) ) ] 3847



e d3 YAW A 2] &5 FA
t} ¥ 384791 A 10-4 —.4—,—7]- 38460]‘3E
_’;:

3
2 Aol o A2 el
SR T R E L P
T 2ARES ARFES o
3] 817} 5 =42 1Y

NE 42 00, nt 459

o] 23t 2= 9t} 1L} o
Gl

ru[m ﬁ

o} ThEHAl 9 ‘FFE]T—ﬂn/d
el A48 Gt A

1832 fol AR A LA

z), ok o] £50] AR 2 5

d&H ol A& gkt W, o G AR S

W fY At vs 24 o wmEA n/de 7 vl

l

E E9], f= 384790 — 14808904z + 36527265811 3AF. FHE L WHH &
: 1o, 20 fo) ek ZPA AL ohe 4

Tp4+1 = Tnp — f/(ZE )
n

& S a0l [ Ak Al SAUGIkE Aol R Pel
— 2 &z 2499

1 = 2.466574501394566404103909378,

= 2.468157004807401923043166846.
x1 7%} 229 ﬂ-ﬁv‘fl\—% 747y vhg 3 2
2,2,6,1,47,2,1,4,3,1,5,8,2, 3]

[2,2,7,2,1,5,1,1,1,1,1,1,103,8,1,2,3,.. ].
129 AEFE 103 Lo A A=

[27 2’ 7’ 27 17 5’ 1’ 1) 17 17 1’ 1]

2 drd, A4rshd 9495/38470) 31, foll ThA3te] fo fEls UL Bt
A% % ok

SAGE <] 5.6.1. SAGEE ©| &3} 912] A4kE strh. WA Newtono] wh
e

sage: def newton_root(f, iterates=2, x0=0, prec=53):
RealField(prec) (x0)
PolynomialRing(ZZ,’x’)

f = R(£)

f.derivative()

X

0Q
I
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for i in range(iterates):
x =x - £f(x)/gx)
return x

o2 Newton®] WHE-S run 331, 71 U2 g AR4E AARshoh

sage: a = newton_root(3847*xx"2 - 14808904*x + 36527265); a
2.46815700480740

sage: cf = continued_fraction(a); cf

2, 2, 7,2,15,1,1,1,1,1, 1, 103, 8, 1, 2, 3]

sage: ¢ = cf[:12]; ¢
[2’ 2’ 7, 2’ 1, 5’ 1’ 1, 1’ 1’ 1’ 1]
sage: c.value()

9495/3847

o) Mol WA WAL AAT Avre] O TR F2Y 3
< 2/fskd, 27 BAFE ¥ ddole o Hedd RAFRES
Dt GrEol AT 08 TAREL ol &5kl & FaloF & 1), ol
HolE A2 ol o] Fgte 7okt 244 982 ao-

= o 5

5.7 FAwTY &
o] dolME AE&+E 83 thx AEE ST
Q2] 5.7.1. %) P4 o] T AFRe ol 57 A% BLEREAL N
o] Q=R A p=3 (mod 4) & BEIHE 0 45 G pel A5}

wA e ES AHE 5 = 12+ 22 F AFF Fo|A W,
7L :LE%‘X] e} 20012 302 Upol AL 97 Ur%ovm gomz 4
2] Ei 20012 F AlFo o] opyth (shupstd 2+ 12 302
4%®ﬂ42+ﬂ9iwvﬂﬂﬂﬁﬁﬂi)ﬂ@ﬂ%23%57%w
t FAETY F9e deiETh
SAGE ©] 5.7.2. Sage= A}&%}oﬂ 0% A g nol F AFTe FAA
oldAE g HFI, E I8 F$ o +0? =no] He AF 0, bE
| s e aWS AA S

)

sage: def sum_of_two_squares_naive(n):
for i in range(int(sqrt(n))):
if is_square(n - i"2):
return i, (Integer(n-i~2)).sqrt()
return "%s is not a sum of two squares"/n
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e F Al A9l 98§48 Ag BTk

sage: sum_of_two_squares_naive(23)
’23 is not a sum of two squares’
sage: sum_of_two_squares_naive(389)
(10, 17)

sage: sum_of_two_squares_naive(2007)
’2007 is not a sum of two squares’
sage: sum_of_two_squares_naive(2008)
’2008 is not a sum of two squares’
sage: sum_of_two_squares_naive(2009)

(28, 35)

sage: 2872 + 3572

2009

sage: sum_of_two_squares_naive(2x374*5x7"2%x13)

(189, 693)

A 9] 5.7.3 (Primitive). A nol F AF59 & n =22 +y?olA 29y
7} A& Aol WA primitive £ o]gt1 St}

RZAL 5.74. F+ nO] = 3 (mod 4) 9] &5 p&E }FolXH, ne
primitive SFA 7= A& EBE Z83E + gk

3 A5 nol xst y7k AR 2olWA n =2 +y?0) 3, pE ndf A9
a4 okpebn A 1o w

pla?+y?,  ged(z,y) =1

o|BE, ptastptys WS 1T Z/pZL Aolng, 4 a? +y? =
(mod p)& y*= the 5 a1, 28 W (z/y)? = —1 (mod p)°] FHch g
)= +10] Hojo

2tA —19] ¥ poll A AlF7F H 2 E Legendre 35
stot 28 712 A g [E2.1e] o e

(—p1> _ (—1)-1/2

el (51) =12 (p-1)/20] B, Z, p=1 (mod 4)2} o],

=1
P

O

el 7] 39 (=). prp=3 (mod 4)F WH3e 25 129 | n
otk p Tt nl & =2 +yPol 2k AR A d = ged(w, )2t
3t

r=de’, y=dy, 18I n=d*n
ol A ged(2',y) = 1,
(3’,‘/)2 + (y/)Q — n/
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e A2 209 T AF459 Fo] AL} ro] E4olnZ, pr
EEE, p | n'ele]ofgk gt :Lfﬂtﬂ E&xé
2 B.74el 2l 8to] ged(a’,yf) > 10 o] okl St 2 no| ¥ Al g2 Fo

O hu

oA A p.71e) SEZRA (=) 593} %ff}oq o] FAl= nol &
0l A9 SHEd SETE HolAh WA ng n=nin 22 ¥4 9]

o now= p=3 (mod 4)Q1 &5 k57) gle oty 22|
(27 +y1) (@3 + 13) = (2132 — y192)” + (T1Y2 + 2291) (5.7.1)

o] Bstel, F AIFSe) el F& Al T AFE FolBR, npo] B

,/J\_‘)I: (-)—}:5‘[\*7}—|—Xﬂ_‘_.—r_/\ 6‘:}.?:1.% E_op?i %q_2_12+12o]13§ p_l
o

(mod 4)¢1 & p7t T AF5o] FAS Hold FE3ch
Bz2AL 5.7.5. t c R, ne NoJH, ERE 7} no|sdfo]HA]
=51 < 5
bl = b(n+1)

£ uEele 7R %7} =78},
22 AR [ag,ay,... |5 AZsHA WA gl b.3.11 2lste], ZFm

|1
m dm * Gm+1

O] /‘é%@":} dm+1 qu—f—lo]_]_qo — 10]UE qm §n<qm+1 o ‘?l‘fﬁ‘]———
mo] EAAAY, F& po] ARG fEAEA nol 9] BR R} A}
T2 Aol ¢ =x2 Hetd "k AR A&
Pm 1 1
—— < <
’ am Gm  Gm+1 ~ Gm - (n+1)

o) Aestezs 2 =Pz aen g, -

dm

Ach
=
l\.’J
—
-z
_VE
,_.
&

¥ pol A Azl &,

reZ
(modp)% U}—f_‘?—ﬂ'r/}. n=\|yp,r=-r 2 F3

7k A8k 0 < b < /po}

ojth. webA 71ZA
o] ZA)5te] 1?2 = —

1 -
BZzAE p.r5E Agsd, 7|8

)




Iﬁf\/ﬁ

olmg
0<b’+c2<2p

il

€ 4tk 2™ c=rb (mod p)ol BT,

i

V4= 4+ =0*(1+7*) =0 (mod p)

o] i 2pHeh Fe Fg FolA po] vl pRolBR b2 4 P =

=
SAGE ¢ 5.7.7. Sage2} Ae] p.7.1]5 o] &3H p=1 (mod 4)% &5
%]

S il =
= AFse Hoz mdte 584 INAEE Aok vA 2o
ZHonyy QuelEe PAUT
sage: def sum_of_two_squares(p):
p = Integer(p)
assert p/4 == 1, "p must be 1 modulo 4"
r = Mod(-1,p).sqrt().1ift()
v = continued_fraction(-r/p)
n = floor(sqrt(p))
for x in v.convergents():
¢ = r*x.denominator() + p*x.numerator()
if -n <= ¢ and ¢ <= n:
return (abs(x.denominator()),abs(c))
the ot o] ATFL o] §3te] = 1 (mod ) A WA 10 A5 &
+8 = Agsdl goz 20,
sage: p = next_prime(next_prime(10710))
sage: sum_of_two_squares(p)
(565913, 82908)
Ao Ae 2AdHor =244 Altoltt. A WA AT naive &L
£€ 085U pE F AFSS GOz EASE 0l 4+ 271 A

sage: sum_of_two_squares_naive(p)
(565913, 82908)
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Exercises
If ¢, = pn/gn is the nth convergent of [ag,a1,...,a,] and ay > 0,
show that
Pn
[an,an—1,...,a1,a0] =
Pn—1
and
dn
[an, Gn—_1,...,a02,a1] = .
dn—1
_ 1
(Hint: In the first case, notice that Pn_ _ an + Pn2 _ Gn + o 2
Pn—1 Pn—1 p"j

Show that every nonzero rational number can be represented in ex-
actly two ways by a finite simple continued fraction. (For example, 2
can be represented by [1, 1] and [2], and 1/3 by [0, 3] and [0, 2, 1].)

Evaluate the infinite continued fraction [2, 1,2, 1].

1++13
2 .

Determine the infinite continued fraction of

Let ap € R and ay,...,a, and b be positive real numbers. Prove that
[ag, a1, ..., an + b] < [ag,a1,...,an]
if and only if n is odd.

(*) Extend the method presented in the text to show that the con-
tinued fraction expansion of e!/* is

i, (k-1),1,1,3k—-1),1,1, (5k—-1), 1, 1, (Tk = 1),.. ]
for all £ € N.

(a) Compute pg, p3, qo, and g3 for the above continued fraction.
Your answers should be in terms of k.

(b) Condense three steps of the recurrence for the numerators and
denominators of the above continued fraction. That is, produce
a simple recurrence for rs, in terms of r3,_3 and r3,_g whose
coefficients are polynomials in n and k.

(c) Define a sequence of real numbers by

1 YR (k) (kt — 1)"
To(k) = — S ) ety
(k) k”/o n! ¢

i. Compute Tp(k), and verify that it equals goe'/* — py.
ii. Compute T} (k), and verify that it equals gzet/k — ps.
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iii. Integrate T, (k) by parts twice in succession, as in Sec-
tion and verify that T,,(k), T,—1(k), and T, _o(k) satisfy
the recurrence produced in part [6b] for n > 2.

(d) Conclude that the continued fraction
1, (k—1),1,1, 3k —1), 1,1, 5k — 1), 1, 1, (Tk — 1),.. ]
represents el/k,

Let d be an integer that is coprime to 10. Prove that the decimal
expansion of é has a period equal to the order of 10 modulo d. (Hint:
For every positive integer r, we have ﬁ => 5,107

Find a positive integer that has at least three different representations
as the sum of two squares, disregarding signs and the order of the
summands.

Show that if a natural number n is the sum of two rational squares
it is also the sum of two integer squares.

(*) Let p be an odd prime. Show that p = 1,3 (mod 8) if and only
if p can be written as p = x2 +2y? for some choice of integers = and y.

Prove that of any four consecutive integers, at least one is not repre-
sentable as a sum of two squares.
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FIGURE 6.1. The elliptic curve y? = 2> — 52 4+ 4 over R

6.1 &Y
Aol 6.1.1 (EFd=4). A K99 el A (elliptic curve)2 2]
v =2 +ar+b

oz Holg ZAo|th t a,be Kol —16(4a® + 276%) # 00| th.

271 ~16(4a’ +276°) # 02 EFF A o] S o] H (singular points) °] §-&
7ot o] e el Ee] Agstunt s BANAE ok B5H4
Z Aot} (Exercise 6] ZH=2).

SAGE 9 6.1.2. EllipticCurve W] Z F2|5A Q oA Eld=AE
WS 19 1L e,

sage: E = EllipticCurve([-5, 4])

sage: E

Elliptic Curve defined by y"2 = x"3 - 5%x + 4

over Rational Field

sage: P = E.plot(thickness=4,rgbcolor=(0.1,0.7,0.1))
sage: P.show(figsize=[4,6])

%ﬂiOME AFE 4L 879 3o (AL A= FEAE WEY

5kl Al 91014 B2 42 o & et D}— Sage I == 947} 37
o A YoM BT AL AT, 27 E2IA AT A H
=< UetlEth

uZir



6.1 A9 125

sage: E = EllipticCurve(GF(37), [1,0])

sage: E

Elliptic Curve defined by y™2 = x"3 + x over
Finite Field of size 37

sage: E.plot(pointsize=45)

30
25 [ )

20 ®

FIGURE 6.2. The elliptic curve y* = z® + z over Z/37Z

EIaolne A% K919 A=A B9 A50) 959 4T o= 0
208 4%

BE(K)={(z,y) € K x K :y* = 2* + ax + b} U{O}

A ST 228 UL Ao 4oln Aek o714 O 79 i
L QoA Z/37Z SN A Y o = oF | 22
S0, S0 S A Ov PARSE Tel A

2 610, A Kl T2k 291 (3 KAN 141 = 0ld), A1)
a,b € Kol thake] —16(4a? + 276?) € K= 4 00]t}. wheba, 3o) fi]
o St Kol el BARAe EASA Fro. £ 59 CER
GAFSE A 7} vk skt th A, © 817 the ) e HEjY] A

Y? + arzy + azy = 2° + ax2® + asx + ae,



A

“

62 EAFH T 7=
BE = 2% +av+ b2 A9 A K99 HARAolTh. BA B(K)
9 ARAD 42 BB

dyeE 6.2.1 (BFLdIFA A4, PP, € E(K)Y o, o] ¢ig&
ME R AP R=P +P,ec E(K)E AAsh

126 6. EFY

g

rlo

1. [Is =07 9 P, = Oc]d R = P& 1, WF P, = Oo]H
R=Pie2 % vhith 284 Gou (n,y) - P2 2tk

2. [Negatives] ¥FoF 27 = 2503l 43 = —yp©| W, R= O& &1 vpxth

(3x%+a)/(2y1) if P1:P2,

3. [Compute A] A = _
(y1 —y2)/(x1 —x2) otherwise.

RN

o

4. [Compute Sum| Z&{¥ R = (A\* — 21 — 22, —Azz —v) ], ©] o
r3=MA -z —mE R 9 - AEIL, v=y, — Ar; 0|t}

DA BPll A P = Pol® gy # 00lth 287 ekod I A dA oA
B = Zol7 wEolth

e 6.2.2. ?—JEEIE 6.21004 o8 Ak += F3 E(K)ol F5d0]

=ot7] Aol +& 71?5}?1 © =2 A3 A3t *éﬂl
Azttt ® 2t Py +P2% P 3} PE A A4l Lol B9} v+

RO z-Fol tiA 0 Aolt} (°l A AE 142 TP =RY fﬂ%‘
AAsA A8d 5 Adrt) 1™ ﬂg 125! *‘4 y? = 23 —5x 444 QA
0,2)+(1,0) = (3,48 LA AB@ Bz 180 BdZT Ak
SAGE ] 6.2.3. EFZA y? = 23 —5x+4L Sagedl| A s F A P =
(1,00} Q = (0,2)& Gtk = P+ PE A4S, 28 o] g2 73
o] H O9ld], Sageol A= (0:1:0)2 YeEbATE 2832 P+Q+Q+Q+Q
E Ateted, 1 2 =58 == Atk

sage: E = EllipticCurve([-5,4])

sage: P = E([1,0]); Q = E([0,2])

sage: P + Q

3:4:1)

sage: P + P

(O :1:0)

sage: P+ Q+Q+Q+Q

(350497/351649 : 16920528/208527857 : 1)

FAe] 715 A9e o 295 7] Astel the N12AIE &
e,

+
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FIGURE 6.3. The Group Law: (1,0) + (0,2) = (3,4) on y* = 2® — 5z + 4

A2 624 (154 FAR AL P = (o), i = 125 A

Yy =3 4+ar+ 099 F Fojil xy #£ xy8F1 B} L Pl_.,]- P2 AL}=

7‘%%’?'} Alddoloy. 28| W L& E9F P P2l o] =3 3k H
Q:(/\2—£U1—LL'2, )\xg—l—u),

oAl B whdoh o A= (y1 —y2)/(x1 — 22), v = y1 — 1.

% P PE Ave A LY A2y =y + (z — zp)Aelth o] A&
= 2% 4+ ax + boll Y34
(y1 + (x — 21)N)? = 2% + azx + .

Qs S f(n) = ot Nt g = 0BE 2 5 ged, 233 45T
% B85 FonR Al P Pt LNES FOIBR, 1,3 o
£ oA fol Aoleh WebA f (@ —ay)(@ —a2)% o] olAnE
f =Tl — 20 & 5 93, AN o) + 2 +05 = N7k A1} 0
31’7‘17 7t FHTHE 23 = N —361—£U2a LETh E Lo Aog i

N

+ (z3 —z1)A = A3 +vE dETH O
del6.2.25 T8 AT AL +71 opd 9 v 7he] FEdd 07 F
IS ek, d49] G w&} dF Ao JHTS Hole
Aelth BARRE (2,y) + (z,—y) = Ol B2 AL FAH A F
P RO £AE HHEHEE o] F AS A AL sQsng
k]



128 6. EFEIA
= Hol& Zolth. A MA YL +& EE FFE £t 7184 <
o s oA AHe 3, 299 4AS (M) 718 A= vt ol
Stk o] J2F2 ol A A FZ |, pllol AET rEoR
ofF ofFHA AHAIE] AW EH AT E thE W2 +9] T4 o]&Tt
of, £og ALbste AL of AT doj AN, FHo A4k Fho]
o= Fdste Aotk =8 FAFEHE ol &3t ALE = AR o] A
AAl AR = Ark Al AR H2 2 (E8lolyv 2IFE=) 419
BEE HEY Aoz A= AHfrob# 7 (free abelian group) Q1 divisor
ol thk AREA QL o] BZ o] &5h= AU, o 7|0l A= A4S A A2
ol AAxrY R WEAE Y Folth ol HellA Al W A FZo] HA
fted= ot M2 Al wol &7H5 oF skl o]

SAGE < 6.2.5. "4’* Sage °5ﬂ°ﬂ/ﬂL &aE & S o] &3], FEl Al
QA9 B3 Ao Al & Py, P, P37, P17P2,P3,P1+P2,P2+P3
7 o g 21 5ol 0}143}‘11 AP AL HEFES Bolrh "7} 8
N AR RE WA AT ozn oS +F st

sage: R.<x1l,y1,x2,y2,x3,y3,a,b> = QQ[]

z;7F B5slof & 248 Aot 1 2hES WESE °J°4ii§_‘r(fact0r
ring) Q@ & Bgtrt. Yo A4 28 RE Z/nZE B JJr
ARSI, Z/nZoAM € ZoM St Aoz 22 Aol ARt nZe] ¥

2 022 Er= ol tE Holdth)

sage: rels = [y172 - (x17°3 + a*xxl + b),
y2°2 - (x273 + a*x2 + b),
y372 - (%373 + a*x3 + b)]

sage: Q = R.quotient(rels)

wE go] tharty ST F A4

feS

A9

ok

.

sage: def op(P1,P2):
xl,yl = P1; x2,y2 = P2
= (y1 - y2)/(x1 - x2); nu = yl - lam*xl
x3 = lam™2 - x1 - x2; y3 = -lam*x3 - nu
return (x3, y3)

A Hg BB, P+ (Py+ P)Sk (P + (P + Po)) 8 242 ARela, T
Ate] o83}y Rl 25E Fadch

sage: P1 = (x1,y1); P2 = (x2,y2); P3 = (x3,y3)

sage: Z = op(P1, op(P2,P3)); W = op(op(P1,P2),P3)
sage: (Q(Z[O].numerator ()*W[0].denominator() -

. Z[0] .denominator () *W[0] .numerator())) ==
True



sage: (Q(Z[1] .numerator()*W[1].denominator() -
- Z[1] .denominator () *W[1] .numerator())) ==
True
o = N < H )
6.3 B o]&3t A+ A4l
1987d Hendrik Lenstra7} 5 dsfaiste 283 g5 B
R

Z A ECMES 2718t= 871489
¥ o [51] §1V.4], [15, §VIILS], |

3

[e]

W

Lenstra®] <<11g] N9 «Z7v3 719
medium-sized)” 2] A& =1 _,,]7<4§}E]01 A
th 59 2737 10014 40 A2 /\}OH
oJu) sttt ECM %2 RSA tﬂT% A
Shetloll HEZ o] 85 A= AR (L1133
8 0] SLre sol ] 2 A8 S
242 2 “number field sieve” ol A 23 & ?l
-5]._ HZAQ 49 948 =

¥, ECMS 733t vRgs A4

zo
a

= >1>4' P

T o

mm@mygm

-?L’XlﬂllOl-ﬂii
ﬁ'

H. Lenstra

el ofo 1@ ot (N e >

6.3.1 Pollard®] (p —1)-4

Lenstra®] wAL o] HoA A7fst8] 1 sk Pollard®] (p — 1)-3 ol
B S ol wrEol Hh

A 2] 6.3.1 (Power Smooth) B %9 Agolth & F4 nol n=[]pf

2 Jd4EeE wf, RE jo] thsto] pi < BE Ul——-—s]-ttl n+ B-power
smooth#} 11 4-/]?}‘3]'

o2 S0],30 =2-3-5= B =572 F B-power smootho] x| 2},
150 = 2 - 3 - 52+ 5-power smooth+= ©}Ut} (B = 25-power smooth= ).

Pollard®] p — 1 W} el AR of 2 gl 5S o838
Eia=y

43785 6.3.2 (Least Common Multiple of First B Integers). I—f}%%
o) 3+ BE Agee] B BE GO B5E ALFHFE ol
o)}
=

1. [Sieve] A& & Sakis

= °o]-&3tdq pSBJ 2E

2. [Multiply] [T,cpploe P& Asbstn e

2% m=1lem(1,2,...,B)°lg} A 2134,
<

ord,(m) = max({ord,(n) : 1



olgt oW p& p" < BE W& 7 Ep9] AFAFelthp" < B <
r= B)| o]

o}, O

SAGE ©f 6.3.3 %}1?4% Sageoll &3 B = 1002 o) <]
A1 53} et HNeES o] F3ke] HaFusE FaArh ok
log,(B)E w27 A 4Fst7] 16t math.logE AHE-3SHTH

sage: def lcm_upto(B):

return prod([p~int(math.log(B)/math.log(p))
for p in prime_range(B+1)])

),

sage: lcm_upto(1072)
69720375229712477164533808935312303556800
sage: LCM([1..1072])

69720375229712477164533808935312303556800

flol T d18) 56328 Sageoll Al B=10°Y wfj F 127+ 2

ol Al $2)7k A5 Esta A 47k Nojekm s Ne 4131%1 E
S8 27) $)8ko] Thg 7} o] Pollard?] (p—1)- %W & A 3Th WA, 6
AESE QAR AT g A5 BE AHAG. T2 No| o4 oF

T pTol p— 1°] B-power smooth7} 5] = p7} &)tk a 714 skl l&]t‘ﬂ
gheF 1H T 2 5 a7} p2 oA A o, A R.1.200] 9} 3}

a?”'=1 (mod p)

rr _g

u

=

7b AR oF @k m = lem(1,2,3,...,B)2& ¥, p — 1°] B-power
smoothgl= 7HHL p—1|me F% ]—UE

ol AR et 2Elm
p|ged(a™ —1,N) >1

o] 44 gch ek ged(a™ —1,N) <N°]Eﬂ,gcd(am—17N)_‘.:_ N2 v A3
kolth. Wk ged(a™ —1,N) = Nol®, 459 Hog gd%+ N9
EE % g0l ™ =1 (mod ¢")E ﬂ*ffﬂ o] Aol 99 GAE,
o #e BE WIS 753t o b2 e A ste], Nt
A AR o) No| b2 529 AFAIF M” ?ﬂﬂ%ﬂﬂ EHelstar, 19
Aol ASHE NS Mog upo] At} o] dug5s v
th2 7 2t

ruln
g

d1EE 6.3 (Pollard/] p— 194, %o A4 N3} A3 BE 33}
e o, o] dAaTF2 N HAY g g5 Fe AIEE A (p | gd
Z}7}2) 5\——/1\— pe= p — 1°] B-power smooth¢l A& & 714 7h54l o] t})

o

1. [Compute lem| &2 & AFg3te] m = lem(1,2,...,B
A Akshet.



Initialize] a = 22 F=1}.

Power and ged] z = a™ — 1 (mod N)2} g = ged(x, N)E Al 2SI}
Finished?] ¥+ g7} 1= NX ofUH, g2 &35} npzith

Try Again?] 2eF (& E0) a < 100]2H4, S o + 1E B}H I,
A Blez 7ok 18 oo whAT

£ 1A 3, 438 5(6.3.42, No] p—19] B-power smooth®l &5 p
=9 s gtet thekd o 2 102§ 10'° 410000

Gl W

o

4 AT} (Exercise (10| F2). o171 A= EEFAE 9]
A3t} 32 Z Pollard WS ¢ o)A £43A+=

o 6.3.5. o] oA Pollard ¥'H-& & &7 253}
=2} B = 5& F2 Pollard®] p — 1 #
m = lem(1,2,3,4,5) = 605 A4S, a

260 1 =23416 (mod 5917)

9}
ged(290 — 1,5917) = ged(3416,5917) = 61

£ A9, 59179 oF 61 T+ 4 ATk
o 6.3.6. o] olo|Al= BE ¥ & AT E L3 Th N = 7791679 JI+E
T3t7] fsted, B =5, a =22 Ak, 2™ m = 60|t}
260 1 =710980 (mod 779167)
0|2 & ged(200 —1,779167) = 10|t} B =152 3o
m =lem(1,2,...,15) = 360360

7 ¥4,
9360360 _ | = 584876 (mod 779167),

E Ao 2R 7791679 k4 20032 FH=t}.
6.3.7. o] AN = o 22 A5 BE AFSIUTE N =4331°]L B =7
g, m =lem(1,2,...,7) = 4200t} &=

220 _1=0 (mod 4331),



132 6. EFEFA

ged (2420 —1,4331) = 43310] 2.2 43319] ¢14= Ax) aich. 1dd BE
=

5% B} W, Pollarde] ¥ o] £82 et =,
260 —1=1464 (mod 4331),

gcd(290 — 1,4331) = 610] 2 & 4331 o]A] A5+ 4 I}

o 6.3.8. o] dolAl=a=28F Adt= A2HE = T AAT a=32%

£ 7bsstth N = 1879 wl, B = 158 7} 8k, m = lem(1,2,...,15) =

3603602 AArslTh o =28 AP,
2360360 _ 1 = ( (mod 187),

ged (270990 —1,187) = 1870] B &2 1879 k45 A= H gk oJA a =3
© 2 Pollard®] W& AP,

3360360 _ 1 =66 (mod 187),
gcd(3360360 _
11-170]t}.

SAGE < 6.3.9. Sage®l| A Pollard®] (p—1)-*%
o RE AAL 433}

sage: def pollard(N, B=10"5, stop=10):
= prod([p~int(math.log(B)/math.log(p))
for p in prime_range(B+1)])
for a in [2..stop]:
= (Mod(a,N)™m - 1).1ift()
if ==
g = ged(x, N)
if g !=1or g != N: return g
return 1

1,187) = 11o]t}. whebA] 1872 112 Upiroj AT = 187 =

—

%] TR o] F o] §3ho]

: continue

sage:

61

sage:

sage:

2003

sage:

sage:

61

sage:

sage:

11

pollard(5917,5)
pollard(779167,5)
pollard(779167,15)
pollard(4331,7)

pollard(4331,5)

pollard (187, 15, 2)

pollard (187, 15)



6.5.2 EFFAHHE O] =]

¢ A BE LA U N =pgolil p¢ge 2502, p-13¢-12 =
t} B-power smooth7} oFU 2t 7} 3ot Z12) 9 Pollard®] (p—1)-3H-&
A2 52] Fe 7psAo] Itk o] 2 So}, B=202% &3 N =59.101 =
59590 F/}I’_ 7FA %t 59 -1 =2-29% 101 — 1 = 4-25% B-power smooth
£ old & FA&kA}t m =1lem(1,2,3,...,20) = 2327925602 A 43 &

2™ —1=5944 (mod N)

2} ged(2™ —1,N) = 15 AL IA T N9 F4=F 2] = K3}
YA A A ATFHE], EA= p=>59°]E p=101°]E, p—10°] 20-power
smooth7} o}y 7] wj & of] @A st} 28 U p—2 = 3-19+= 20-power smooth
7F A} Lenstra®l ECM2 157} p — 191 (Z/pZ)* & Z/pZ A <] e}
OJ““/HO] tjalstch BF A9 A7), At S57 obd A s <2/p
E(Z/pZ)=p+1+s

olo] A2 <A O‘D]-([48 §V.1]. &, s7FHE 5 Q= RE 718 Zhe
e Fado] AA EAste A= dHA =, complex multiplication
theory” & AR&3to] 1T 4~ Utk of| & 5o, W E7F Z/59Z5 ol A

v =a34+x+54

fru
2
1o
(i
o
o
1R
2
o 2
;&

al Eﬂ, AE=S Udsll 52 2H E(Z/59Z)+ 157}
5791 €37 US Y 5 Utk s < 155 W= o 59 + 14+ s2 F0]
At AoEe) Aol s-power smooth) S-Sl 1477} 5 gojglons,
sandoz aq st 2o 44 § §ATL & 4 Atk A=

60 = 59 + 1 4 0-& 5-power smootho] I 70 = 59 + 1 + 102 7-power smooth
ol t.

6.3.3 Lenstra2] EF=241 Q14
A3 5 6.3.10 (BFAZA QA5B3)
Aot A4 BE =W, o] X1 E

6}-71]/}- /\]_LH-S]_Eq “Fall” o %E :l‘ljr

1. [Compute lem] &2 E& AFg3te] m = lem(1,2,...,B)&
A g

2. [Choose Random Elliptic Curve] 4a3 + 27 € (Z/NZ)*& % 3t+= 2
I3 a€Z/NZE AF3ch 28d P = (0,1)2
99] 42 = 4 ar 19 @ Aol h

3. [Compute Multiple] &3 2] 2.3.13[& EFFA19] ol atol] 283}
mPE A2st#] 31 A = 3heh ghok oW 7“01]%1 I HY e AN
 9lod, dugE[6.2.119 Step 3ol UEL}E o]W He Burt N
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JMEM} o2k A€ olvl s, 1% ol gt N A2
u ]/\]—-6]—1;} 1:!]—01:

g3 5[6.3.100] A= A s 5F A o] (p—
Holl A= o] & & %i?i?i & E¥%35$4;€%'4ﬂgﬂf¢ e Ade ELE%
o 9t} Pollard®] (p — :LrL (Z/NZ)* A A =<
SHorstg), ECMoﬂ/\i% %o Ba5A B9 E(Z/NZ)Z NET %
Atk Aol A AFF =l Z/pZH e E(Z/NZ)9 ‘di-/] e p+1-to]
ool [t] < 2y/pola AA 1 e BE 7} AA 0101»}U§ p+1 t7}
B-power smooth”7} 5| &118]& = A E Z5d 713 E et

HJ

2 ¥OW P=(0,1)2 4 AT Holrh
A E S AFEEEe] N = 5959 € 5B sk me AAbate] 2
AMoz »1

m = lem(1,2,...,20) = 232792560 = 11011110000000100001111100004

ojth. o] W zot= 2 C|FAHOE 2 Zo|th WA, a=1201S Y= A H
313, Z/5959Z 919] y? = 2°+1201z+ 15 T dteh e 56210 &
P+PE F3t= 34L& o839 i€ B={4,5,6,7,8,13,21,22,23,24, 26,27}
o thate] 2¢. P = 2. (0,1) & Axsity. Z2FgAo g o] At oW o
AN M E 59599 M & A7} obd f7F Rl YEA] ¢kghy] wjEol N
= Qe oA XEth T a = 3895 A= ot=t] ALte] ofH THA
oA P = (2051,5273)} Q = (637,1292)2 Tl 3tA] At A4 HA Fo
(Z/59592)*°ﬂ AN= (yl—yg)/(ilil—,rg) £ A AHs] 0]:5]——-13” Tr1—To = 1414

o] 1 ged(1414,5959) = 1010] B & T oA AAS 3 47} ¢t} uhetA]
R o] 92l 59599] oFr 1018 Zrohitt
SAGE 9] 6.3.11. Sageoll EFAIAE o] &3t A+ Gne]5S T3
a1 o] o]&3te] oA At o9} thE o .

sage: def ecm(N, B=10"3, trials=10):
= prod([p~int(math.log(B)/math.log(p))
for p in prime_range(B+1)])
R = Integers(N)
# Make Sage think that R is a field:
R.is_field = lambda : True
for _ in range(trials):



while True:
= R.random_element ()
if gecd(4*a.1lift()"3 + 27, N) == 1: break
try:
m * EllipticCurve([a, 11)([0,1])
except ZeroDivisionError, msg:
# msg: "Inverse of <int> does not exist"
return gcd(Integer(str(msg).split()[2]), N)
R, return 1
sage: set_random_seed(2)
sage: ecm(5959, B=20)
101
sage: ecm(next_prime(10720)*next_prime(10°7), B=10"3)
10000019

)
() ]
M
Y,
2
2,
of,

A B17) $otel, N& A2 ThE 25 p,
At} Wz e faoe e s e

ot =
ot 1o rfo
f| ©;
O,
=
Il
=
=
<
S
AL
N
oX o

f+(Z/NZ)" — (Z/p1Z)" x --- x (Z/p,2)"

oL

]
—

D]— Pollard®] WH S A& wll, a € (Z/NZ)*E A3}, a™
,ZEJ_ 3 ged(a™ — 1, N)E& A4S} 0] gedEs A3 g™ =1
T=8h= pioll o 5 Ur%oii . Pollard®] B -S 9] =3 A}
[Estol A A3 A, [(a) = (an,....a,) S S 2e]d
al) = f(a™)elaL, ged(a™—1,N) = ?%m%@gazﬁﬂﬂ
=19°] 5= p;°lth. th 2.1.20 —rE} ol piEL, m=
— 10] B-power smoothQl BE &4 p, & 233}
g oA No| &aetal 75t a3 Aot
o= Aol BE, fEl& N°] A4 ul= E(Z/NZ)E 39

2y o] Bk Y] RE A&, ulX] E(Z/NZ)o] 2]
122, A3 o thﬂﬂLmﬁmﬂPwM¢4%@APDJ

%88 Aol B 12 FIAY

r2~ 2
mlo =

—~
=
S

\./

e 3:’53 ox = o
- 1S
53 LS 2
’S ]

v
&

o

A o
:l_rl

(Yo N o
20 5o
meﬁﬂrmb
1 ¥ N
ol nt

o

K %

{o

=)

30,

rIr

E(Z/NZ) — E(Z/pZ) x -~ x E(Z/p,Z)”

7 Al Eted], ol wl EE y? = 2% +ar+ 122 = 2, Pollarde] W
A2 0 P = (0,1)7} AIBE Zolth. £217t B(Z/NZ)E B8
ATk AL B2 o] Fotel TR gol WS EE ASHsALh. Hha
FA Adeis ¢ FAT u, mPE A4St 1 A S s, Bk
2ele] A Fol Q2 ofd A Qo thtel f(Q)S] A% 3 st 0o
HH, F2= N & 2ds "ok



BT A4S dEEof o] &3t = oFolt] o] = 1980 tf F Rkl Neil Koblitz
2} Victor Millere] &JsiA] S P& o2 A AF . o] Ao|AE (Z/pZ)*
tiAlell Bh =42 ARS-Sh= Diffie-Hellman 571 7] 9 #AE b2 85 470
gt 13 & ElGamal B9 24 45 E =3Ik

6.4.1 Diffie-Hellman2] EF-H=F41 B A
Diffie-Hellman 9] 7] 13 T2 EZ L Z Ao g2 Ao AL7S
3}t Michaeld} Nikitas t}2-3} Zbo] vl 7)o F o] 3t}

1. Michael®} Nikitax= 25 p, Z/pZ9 2] BT FA49e A Pc

E(Z/pZ)E 37 =3t

2. Michael= m& B8] A832 mPE AL}

3. Nikitax= ng E] A=s nPE E Wl

4. 8|d 7= nmPd], o] ZF-S Michael®} NikitaTto] A AR 4= 91t}

]"}Elfzﬂé = l % std AZAY AL nmPE AN £ QU (B

B2} o2 A 6.4 @i»

E szpé PR E S, £(Z/pZ) 4 ) LEIEAE (Z/p2)°
ol A2} o] 4z 1A K T} an o ol Aol ARAow T A ok
(BFIZA o)tz EAo] ta) o 21 Aow Bpije Fx2)

6.4.2 ElGamel =9} tjx)e As g
o] HojAx& “Digital Rights Management” (DRM) system< 70 ¥
3l 7] Beale Screamer®] =& 32 3to] EFYFA 9 oA & 2HE 8= El-
Gamal &3 o) &3l Adwgsich

DRM A AFE3 452} A 48 hest 2ok

p = 785963102379428822376694789446897396207498568951

)

y? = 2 + 317689081251325503476317476413827693272746955927
+ 79052896607878758718120572025718535432100651934.

4 pol 16707 TS
89ABCDEF012345672718281831415926141424F7.
a4

#E(k) = 785963102379428822376693024881714957612686157429
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o|a1, + E(k)+= A do]

B = (771507216262649826170648268565579889907769254176,
390157510246556628525279459266514995562533196655)

Sh 13}.
29| 94-¢ 2l Nikita®} Michael-& 1%01 AL g 2ER U7} S

o
*’ o
rigt

7 2 rm o= tAE 2ots T Attt NikitaZb 2 o] #HFEE o
DRM A ZEg|o] & ?Jciﬂ wf, 7f Q17

n = 670805031139910513517527207693060456300217054473,

o] AAHE ] HES} 5 Z 7t %ot} Nikita’} Juno Reactor®] 3]
E 3 juno.wmaS AF3}7] 93te], Nikitar QY o® 7 292 vl=
ARo|E ALE3 T AL7se] HFTE B I YKo EX Nikita 7}
184 HEE gezs & -’f— JEE 3o 227} juno.wmall FFS

obel ol A A = AA T ALA AL Z E(k)ol A ElGamal B747]
_% o]%s}o:] o/\jﬂr/} Nikitat= o] A 29 AHed ,L}C” S juno.wma

%—?ﬂ 9} Y-8 Michaeld} 2§ uﬂ, *‘zl‘ﬂ'/\eq?ﬂ‘: Michael®] A3 E} N =
Nikita®] AM&A 3} o] Z‘EGW °}°P juno.wmas £ 7} @itk ol
© Michael®] AFEELE Nikita®] A%E ] A A7](So A QA B2 n)
£ ¢A X317 'IH""Oﬂ Michael 2] 7‘ FHe LA LS AT+ qu/]‘
] J] ElGamal G4Z A AlE AHA| 3] AW sle] 12 sl=d], ©] ElGamal &3
E(Z/pZ)o A & FdHrh ElGamal 43E o= A93l7] 93t
Nikita7]—7 FFEA YA Ed wWARE 453 4+ JEF, ElGamal
GSAAE AGA FAAAEA] A€ 0] A3} Nikitas &5 p, Z/pZ
A9 gaFA E, a83 A B e E(Z/pZ)§ Aee & p E 183 B
S TS = 24 v ng TR A5t nBE F 7 skt
:LE{D:] a4y F/M7)+= (p, E, B,nB)°|t}

Michael ©] Nikitaol] A] 2 /\ﬂ A& 4533ty Aok 7HA sk} whek
I MR 7L EMdF A H P e E(Z/pZ)E 9] FAthd Mlchael‘:
A4 r& 2292 /\45“6“[—04 E(Z/pZ) rB=} P+r(nB) A AT =
(rB,P +r(nB))7} P &5 &o|t}. o] 4EES 3| =317] 93l lelta
= 299 ¥ 7] ng 7HA AL rBE nof sk n(TB) =r(nB)E AT &
P +r(nB)ol Al o] 3t wijA

P=P+r(nB)—r(nB)
41, F (Z/pZ)* A= 7R 2 ElGamal 43 A AE HE

2] olok7]& thA] Eote W, Nikita?] AH&d o1de 4334 39
olth. o] }A2 F A (rB, P +r(nB))& TF3He], rB} P+ r(nB)e
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e 2,

rB = (179671003218315746385026655733086044982194424660,
697834385359686368249301282675141830935176314718);

P + r(nB) = (137851038548264467372645158093004000343639118915,
110848589228676224057229230223580815024224875699).

Nikita®] #3FE7} juno.wmas A& w, v]L 7]
n = 670805031139910513517527207693060456300217054473
o] W|E gl Zo] fhR T

n(rB) = (328901393518732637577115650601768681044040715701,
586947838087815993601350565488788846203887988162).

£ Ad@tt o] g P+r(nB)olA wA

P = (14489646124220757767,
669337780373284096274895136618194604469696830074).

= dollith z-AH 91 144896461242207577677}F juno.wma2] TF& 3l Al
Sk 7] ol ot

ThoF Nikita7} 2 9] g e oA BA4H = W7 ne o P
T 9131, juno.wma®| FF-Z 3| Al 5t Michael?t @7 |92 F-F
t}. Beale Screamer+= ©] ¢S A AS F+3 e uf NikitaZ} ng gold
St oS MASRAL, of AL U7 ek EE A nol A%
omw YR povhe 9 opth

SAGE ©f] 6.4.2. Sageo|A] T} o] & 3t

of

Al

=
=
o

T

O, b1 30, ok
o 1
24

sage: p 785963102379428822376694789446897396207498568951

sage: E = EllipticCurve(GF(p), \
[317689081251325503476317476413827693272746955927,
79052896607878758718120572025718535432100651934])

sage: E.cardinality()

785963102379428822376693024881714957612686157429

sage: E.cardinality().is_prime()

True

sage: B = E([
771507216262649826170648268565579889907769254176,
390157510246556628525279459266514995562533196655] )

sage: n=670805031139910513517527207693060456300217054473
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sage: r=70674630913457179596452846564371866229568459543
sage: P = E([14489646124220757767,

ce 669337780373284096274895136618194604469696830074] )
sage: encrypt = (r*B, P + r*(n*B))

sage: encrypt[1] - n*encrypt[0] == # decrypting works
True

6.4.3 EFEFH o]ttE 2 FA

A 6.4.3 (EFE4FA oJ4t2 1 FA|). E7} Z/pZ-AA Elg 2 Mol P e
E(Z/p2)= B9 oItk P2l W% Q7F 2ol 82 o, eI =A o]z
E A (elliptic curve discrete log problem)= nP = Q& WE3l= n € Z&
T A olu.
A& Eol, A Z/TZANA FABA y? =2®+2+1 02 FojH AT A
B% 474, 1ew BE

Q) @7k 570l Folek wek P = (2,2), Q = (0,6)0]9, 3P = Q]
n = 30] o] Az 18 A o] wo|t}.

[d
f

E(Z/pZ)9] 157 pol Ak pE1o]| A, & A 33| 22 2559 &
olW, E| oJARIFAE FAT 5 = o] Y=, o] A A E
Hojuyr g Aeksich 22 gulst FH ko] gle GSAAE 7]
Aste] BFAFAE St Aol #E(Z/pZ)E S840 AT
T = Aol A3 F83Th #E(Z/pz)% A= Tt 52
Zk7vel 3k € Z/pZ°ﬂ 3t 2? + ax 4+ b7k ¥ poll A %@‘Fﬂﬂ% R
S 2% AlE Aolt). Telu o WL p7h Faol ARRUE FH 2
%%%%Eﬁ%ﬁﬂ@ﬁ}ﬂﬂﬂiﬁmmeMslﬂl Atkin &9,
KEZ/p2)E (p2) AR50l S B o T Aol EEHoE A
S gelEol LASAT o] YuFE £2l Ao WAE Fol 4}
AB2IPIA, (2/p2) A ol bz 12 A AR AT (Z/pZ) ol = &
g7 A g, 2 ARkEQl (F7EE Q1 271 ¢l )EL/] AERT=
o w2 ‘index calculus attacks”2}1 &)= dutA ol FZ o] At}
EH—‘?—EA B} = A o] = ”index calculus attack” 2} 7 /\Hf_ AR IRAE
FTAE ¢ e duES LA A Ik A=A E(Z/PZ)"ﬂ/ﬂPJ
o2 AR} (Z/pZ)* N A 9 ]"Pil—rxﬂl‘i‘:‘r 44 H oy AAH
BolTh ® BARg 95l 94 48 4z 2o ~xo Hoke A3

B2 (Z/pZ) ol 7IW< & OFEED}f BAFAe 7I9E & GTAAE
AHg3ke 2l Aasta glom, ofd AEe] AR FuetasdA B
434 %*Eiﬂﬂl %‘:—‘} Zlo] A mjg Ao g Hole o]fo|th o &
Sol, BHdFA FTE ZAHA Adhes 3] AR Certicom®] 7o th:
BHEIAYT] =7 UL gsAARTG o A2 vﬂga} =
ZhH o AL AE, 281 o A2 o= (bandwidth) <&
str} o] w ol R4, 2

NEE

], 243 ZAFH, AnjE sl gg,:g

)



FIGURE 6.4. Louis J. Mordell

A T 2 AT SRF dEE FEAE Ak = &
€40 TR AFNAM dETE ATHeE 7S = 9}5—%
ﬁl_q_ 7

Certicomo] A 43t efAFA o4tz =4 2A9 A E552
ANA E & k. 1 5 fﬂ"/]’%, 20043 4, Z/pZ—A-/] B
A7t AR, o] W A pe= 1098 E T A AR vs) 2 = EA
p7] 131 B|E &4 uf Z/pZ$) 2] eF A3} JJr"ﬂElOi QA 1S =
TA A 9] &4 163 v] E o]t} Certicom [7] | A 163-H] E = A7 A
Ao g = APEL5e Ealetan 243

o e re 5

6.5 FeElflolAe] Ba=A

B Q919 BamMdolth 0hee 2 B(Q)o] B o}3 F 28 Aol
Q] 6.5.1 (Mordell). 2 E(Q)= #8719 Aoz 448 Zolth =, &
S 4 Py,.... P € B(Q)o] £A3te] B(Q)9] B Fol mPy+ -+

n.Py FEYE LJEIITE o] ol ny,...n, € ZoJT}

Mordell®] g gell E(Q)E A4t = JE=7He AE3E 2ol 9
7t Al S AU A BT QS BATHE B el 40
A% Py,..., PE T3 Aolth AA| E(Q)E T3k “descent” 2kl
= AAAA ol Aok ([14, 13, 48[ 7=). ©] “descent” W o] 6‘1—/‘1-
HEWACI B R Eol WA o} olFE ZBHA L R o
“descent” 7} & Z A E o thdlo] = ZPEQ- AL =Wl AL AL
2N 3 A D A Hrkol (Clay 55 A749] A pree)
A 9] 3FukQl) Birche} Swmnerton—Dyer 7Ha 3 WA Ads ol A
o A4A9 old e ofw PAHLE Foj1 Ao (o] FHEL R
Z2 nE Y piA AYHE FELS 3 7IAE=H) FEls HE A=

A obd A S Lot Aolth



“descent” H}HE o] &3}
Holdoy o AR E = B8
R AR h R KACEAL LR

FH Fd2 o]&3to] E(Q)E A

6.5.1 E(Q)9 ZAFET
G7} o7 o) G2 7 YREF(torsion subgroup) Gior = 3 H42
2t Gol deEw F4E GO FRToln 571 Q A9 Bz,
E(Q)e] P8 E(Qu = M2l B5IP £f3he] 2ol (Excrcise B
B2). T BAERS FEIANA B(Quor — E(Z/pZ) 2 AelFhe &

A EART B(Z/pz) 7} Fastnie g o8 atel B(Qut %HW—
e B £ gtk o E E7Fy? =2 — 5o+ 422 ol vty
E(Q)uor — {0 (1,0)} = Z/2Z7} chk

A g A Tk
A2] 6.5.2 (Mazur, 1976). E7F Q99
N =& 52 sttt ¥ olch
Z/nZ n <10 32 n=12),
Z/2Z x Z/2n n < 4.

o}, B(Q)ur s ol ® Reolof 51
)

A0l E(Q)tor= Ths 15

SAGE o] 6.53. o] oAt BHATASS) BYNERES 7o} 4 7
ook g T(a h)e] 2HEL ¢,d € ZH], o] 2HEL ¢ =25 +

ax + b2 torsion Y8 Z/cZ x Z/dZ-E& 2] n| 3T}

sage: T = lambda v: EllipticCurve(v

e ) .torsion_subgroup() .invariants()
sage: T([-5,4])
(2,)

sage: T([-43,166])
(7,)

sage: T([-4,0])

(2, 2)
sage: T([-1386747, 368636886])
(2, 8

6.5.2 E(Q)9] #=

o o 2 (factor group) E(Q)/E(Q)ior 3 719 922 AAHE Af
opilFolm R, A3 2AL ro] EAYst] 277t TP oltk. o] r& E(Q)
o] @I (rank)e} FE0} oS Eo] E 71 y? = 2° —5r + 422 HH
eHI Aol e, B(Q)/E(QlmE (0.2)2 445 9&E B + gleh

SAGE o 6.5.4. SageE o] &3to] BFAFA 2 = 2% +ax + bS] BIAE T
k. ohelel ol she B4 r(a,)E QY BHAFAS YA 8 S Feh
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sage: r = lambda v: EllipticCurve(v).rank()
sage: r([-5,4])

1

sage: r([0,1])

0

sage: r([-3024, 46224])

2

sage: r([-112, 400])

3

sage: r([-102627, 12560670])
4

& A o® 54 oA &3k AU P Ee] 223
714 el et

7} 6.5.5. oo & 71 HF 7 5= QY efgFio] &3]
g PF 2 aE, Aok 28040 r &I, ta BHFAY
EER

rr

Yoy +y=a® — 2’

20067762415575526585033208209338542750930230312178956502z+
344816117950305564670329856903907203748559443593191803612. . .
..66008296291939448732243429

o] o= = &2 Noam Elkies”7} 2006 d 58 o] &-A 3} c}.

. gel O}ﬂ el n-4 ZqElV“’l Al Wel doj7t &
F/l"Ol 42} &}7#391 Aoz gyl fela nd &5 (congruent
number)ztil RETH FAQ A7 FHGHY, a,b,c € QY T AH
g A

24b? = 2
1
—ab = n
2
o §53) ng 7A@ ng §54(congruent number) 2k F-E T}

e Sol, 62 A7+ 7 £ We) Qol7 A7 3, 49 A7 W
Roln g 62 FEFolth © RHAL AR 5 FEolth A Wel 2
o7} 717} 3/2, 20/3, 41/69] 424k 2He o] WA 0|tk 1] WA Sk
QAR 1,23, 4 GE27F ohth the-2 50744 o) FE o] BF ok,

5,6,7,13,14, 15,20, 21, 22, 23, 24, 28, 29, 30, 31, 34, 37, 38, 39, 41, 45, 46, 47.
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_ 6803298487826435051217540 ~411340519227716149383203
© 411340519227716149383203 * ~ 21666555693714761309610

EE 7% A5 Ab4do] Zhol(brute force search) 413 Ao 2 4
3]

—

2 olfe, the 128 Sde £ 9
of &5 < Al Zﬂl*g} F5 0] 7] w o]t}

o] do]7F #al4 a,b,c$l A zF4FzFE o
< colth. A = (c¢/2)*2 Ak 28¥ =

o

a?+b0? =

|
=
>
I

n

o] A3 F WA Ao 4 & F3to] A WA Ao WA wH

a?+2ab+b? = F+4n
(a+b)? = +4n
atbd 2 c\ 2
= (=) =+
( 2 > (2) "
= A+4n
£ 4=t 0
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B S BF Ao B FUND ool A AN hE vty
& Foh BHUFAY BEoe) BAR oIS A, /12 v e
ZES EERETR

(<]

B= {(:r,y) €Q?: y? =2 —n’z, withy#()}.
o Wl e AL e F B e

f(a,b,c)z(— nb , 2n? )7

a+c a+c
n? — x? 2zn  n? 4+ z?
g(may) = y T T .
Y Y Y

o] 7Z1xA el THE ALsA = AT, o] A TR 2
A ol 1% s A 4] Ba st

n#09 W, B, y? =a° —n2® 39 BAF Mo}
71242 6.5.10 (Fs5 AA)). 787 no] ge70]7] 93 25L&
2AL E,(Q)ell y £0¢] Fo] 3} EAsl= Aot
2 nol FergeE A2 Y g3td] 7124 6 A A7 F
S 5ol ShIet. 1544 BS Slstel 9 A9k 9% B 299 1%
ojm g F7o] Y3t O
o] 6.5.11. n = 52 =2} I8H E,& 9?2 = 22 — 25208 AoHE R,
(—4,-6) € E,(Q) Y= FAT 5 QUt} o)A 7] 2A 2] [6.5.9°] doiY of

ASE 2ar
71238 [6.5.990 &4 goll=y #09 E,(Q)2] ZE Hof g5 AL 5
stk 17 9] G4l AAFS o] &34 2(—4, —6) = (1681/144,62279/1728)
g

9(2( T 15197 747348
2 9L 5 9t} o Oﬂﬂt}%@ mw gt}
] 6.5. lo]d, B 32 = 2 — zo® Zuﬂﬂr 12 F557t
ollez g3 B2y #0 ?_ 7 o] gt Exercise 611 Z=.

( 519 4920 3344161)
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SAGE 9J 6.5.13. A% ng 31, A st= A, WHo] nal ﬂl# 2z
18] Al o] doj7t He Al “bl vElT( a,b,c)E

3
[s]
=931, 2A5HA oW False & £33} Sage T4 congS 73 e}

sage: def cong(n):
G = EllipticCurve([-n"2,0]).gens()
if len(G) == 0: return False
X,y,_ = G[O]
e return ((n"2-x72)/y,-2*x*n/y, (n"2+x"2)/y)
sage: cong(6)
(3, 4, B)
sage: cong(5)
(3/2, 20/3, 41/6)
sage: cong(1)
False
sage: cong(13)
(323/30, 780/323, 106921/9690)
sage: (323/30 * 780/323)/2
13
sage: (323/30)°2 + (780/323)"2 == (106921/9690) "2
True

2} Swinnerton-Dyer 7} o] A4 no] €
A2 4 At 148 Pol SARE A4S xS
£ 9y

2 Hael gejz 4 ek

#{(a,bm) 202+ b2 +8%=n:cis even}
z#{(a,b,c):2a2+62+802=n:cis odd}
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Birch®} Swinnerton-Dyer 7} o) o3 714 |6 s} wleks =gk
4+ 9% WL LeA Ak obF oj2le Aeol7 FAW, 9o ek

T ALY 2717 2™ 0 5T obdete 22 SHE AT
743 [6.5.15R1 A1 35 T o3& (3] nlsiEd gEjQl) RS fle
el 7}” 6.5.151°] F+ A¥e] 27]7F Z o™, nol 61'5—?%1% Kol Ao
t}. °] ‘ﬂ'ﬁka = “36]"1“ o2& A= AERAE E.(Q)S AAE Folof
sk, o] o] ofF Zo] Qe A7t B2Y Ze® qiHEs I
ol t}. Gross2} Zagier([20])2] ﬁﬂ A A Yol 2 A= A AA T

AL Aot B Aol gl del 2

%552k 7Hd [6.5.15) [6.5.1501 tHl A& o} & 2ol Aoz A A 295
11371 F 43 t) Birch®} Swinnerton-Dyer 7122 F o] 8 A
2 (Clay Math Institute) o] Wl vkaEste] #A] 5] dtifo]t). (see [, 54])

6.6 Exercises

6.1 Write down an equation y? = 2% + ax + b over a field K such that
—16(4a3+27b%) = 0. Precisely what goes wrong when trying to endow
the set F(K) = {(z,y) € K x K : y* = 2® + ax + b} U {O} with a
group structure?

6.2 One rational solution to the equation y? = 23 — 2 is (3,5). Find a
rational solution with = # 3 by drawing the tangent line to (3,5) and
computing the second point of intersection.

6.3 Let E be the elliptic curve over the finite field K = Z/5Z defined by
the equation
V=2 +r+1

(a) List all 9 elements of E(K).
(b) What is the structure of F(K), as a product of cyclic groups?

6.4 Let E be the elliptic curve defined by the equation y? = 2% 4 1. For
each prime p > 5, let N, be the cardinality of the group E(Z/pZ)
of points on this curve having coordinates in Z/pZ. For example, we
have that N5 = 6,N7 = 127N11 = 12,N13 = 12,N17 = 18,N19 =
12,, Nog = 24, and Nag = 30 (you do not have to prove this).

(a) For the set of primes satisfying p = 2 (mod 3), can you see a
pattern for the values of N,? Make a general conjecture for the
value of N, when p =2 (mod 3).

(b) (*) Prove your conjecture.

6.5 Let E be an elliptic curve over the real numbers R. Prove that E(R)
is not a finitely generated abelian group.
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6.6 (*) Suppose G is a finitely generated abelian group. Prove that the
subgroup Gio, of elements of finite order in G is finite.

6.7 Suppose y? = x3+ax+b with a,b € Q defines an elliptic curve. Show
that there is another equation Y2 = X3 + AX + B with A,B € Z
whose solutions are in bijection with the solutions to y? = % +ax+b.

6.8 Suppose a, b, c are relatively prime integers with a? + b? = ¢2. Then
there exist integers = and y with 2 > y such that ¢ = 22 + y? and
either a = 22 — y?, b= 2zy or a = 2zy, b = 2 — y2.

6.9 (*) Fermat’s Last Theorem for exponent 4 asserts that any solution
to the equation z* 4+ y* = 2* with z,y, z € Z satisfies zyz = 0. Prove
Fermat’s Last Theorem for exponent 4, as follows.

(a) Show that if the equation 2% + y* = 2% has no integer solutions
with zyz # 0, then Fermat’s Last Theorem for exponent 4 is
true.

(b) Prove that 22 +y* = 2* has no integer solutions with zyz # 0 as
follows. Suppose n? +k* = m? is a solution with m > 0 minimal
among all solutions. Show that there exists a solution with m
smaller using Exercise (consider two cases).

6.10 This problem requires a computer.

(a) Show that the set of numbers 59 + 1 & s for s < 15 contains 14
numbers that are B-power smooth for B = 20.

(b) Find the proportion of primes p in the interval from 10'? and
10'2 + 1000 such that p — 1 is B = 10° power smooth.

6.11 (*) Prove that 1 is not a congruent number by showing that the
elliptic curve y? = 23 — has no rational solutions except (0,41) and
(0,0), as follows:

(a) Write y = % and x = %, where p, ¢, 7, s are all positive integers
and ged(p, q) = ged(r,s) = 1. Prove that s | ¢, so ¢ = sk for
some k € Z.

(b) Prove that s = k2, and substitute to see that p? = r3 — rk*.

(c) Prove that r is a perfect square by supposing that there is a
prime ¢ such that ordy(r) is odd, and analyzing ord, of both
sides of p? = % — rk*.

(d) Write r = m?, and substitute to see that p? = m5 —m?k*. Prove
that m | p.

(e) Divide through by m? and deduce a contradiction to Exer-

cise [601
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Answers and Hints

e Chapter 1. Prime Numbers

They are 2,3,5,7,11,13,17,19, 23,29, 31, 37, 41, 43, 47, 53, 59,
61,67,71,73,79,83,89,97.

Bl Emulate the proof of Proposition [1.2.5

e Chapter 2. The Ring of Integers Modulo n

They are 5, 13, 3, and 8.
Bl For example, x = 22, y = —309.

[ Hint: Use the binomial theorem and prove that if » > 1, then p
divides (P).

[l For example, S; = {0,1,2,3,4,5,6}, So = {1,3,5,7,9,11,13},
S3 ={0,2,4,6,8,10,12}, and Sy = {2,3,5,7,11,13,29}. In each
we find S; by listing the first seven numbers satisfying the ith
condition, then adjust the last number if necessary so that the
reductions will be distinct modulo 7.

8l An integer is divisible by 5 if and only if the last digits is 0 or 5.
An integer is divisible by 9 if and only if the sum of the digits
is divisible by 9. An integer is divisible by 11 if and only if the
alternating sum of the digits is divisible by 11.
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Hint for part (a): Use the divisibility rule you found in Exer-
cise [1I8

71
3

As explained on page we know that Z/nZ is a ring for any n.
Thus to show that Z/pZ is a field it suffices to show that every
nonzero element @ € Z/pZ has an inverse. Lift a to an element
a € Z, and set b = p in Proposition Because p is prime,
ged(a, p) = 1, so there exists z, y such that az+py = 1. Reducing
this equality modulo p proves that @ has an inverse z (mod p).
Alternatively, one could argue just like after Definition [2.1.16]
that @™ = 1 for some m, so some power of @ is the inverse of @.

302

Only for n = 1,2. If n > 2, then n is either divisible by an
odd prime p or 4. If 4 | n, then 2¢ — 2¢~1 divides ((n) for some
e > 2,50 ¢(n) is even. If an odd p divides n, then the even
number p¢ — p¢~t divides ¢(n) for some e > 1.

The map 1 is a homomorphism since both reduction maps
Z/mnZ — Z/mZ and Z/mnZ — Z/nZ

are homomorphisms. It is injective because if a € Z is such that
¥(a) = 0, then m | a and n | a, so mn | a (since m and n are
coprime), so a = 0 (mod mn). The cardinality of Z/mnZ is mn
and the cardinality of the product Z/mZ x Z/nZ is also mn,
so 1 must be an isomorphism. The units (Z/mnZ)* are thus in
bijection with the units (Z/mZ)* x (Z/nZ)*.

For the second part of the exercise, let g = ged(m,n) and set
a = mn/g. Then a Z 0 (mod mn), but m | a and n | a, so

aker(v).

We express the question as a system of linear equations modulo
various numbers, and use the Chinese remainder theorem. Let
x be the number of books. The problem asserts that

Applying CRT to the first pair of equations, we find that x = 20
(mod 42). Applying CRT to this equation and the third, we find
that = 146 (mod 210). Since 146 is not divisible by 4, we add
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multiples of 210 to 146 until we find the first = that is divisible
by 4. The first multiple works, and we find that the aspiring
mathematicians have 356 math books.

Note that p = 3 works, since 11 = 32 + 2 is prime. Now suppose
p # 3 is any prime such that p and p? + 2 are both prime.
We must have p = 1 (mod 3) or p = 2 (mod 3). Then p? =

(mod 3), so p?> +2 =0 (mod 3). Since p? + 2 is prime, we must
have p?+2 = 3, so p = 1, a contradiction as p is assumed prime.

For (a) n = 1,2, see solution to Exercise For (b), yes there
are many such examples. For example, m = 2, n = 4.

By repeated application of multiplicativity and Equation (2.2.2))
on page we see that if n = [[, p;* is the prime factorization
of n, then

o) =[] —pi ") = Hp?"l JJwi - .

7

(3

1, 6, 29, 34

Let g = ged(12n+1,30n+2). Then g | 30n+2—2-(12n+1) = 6n.
For the same reason, g also divides 12n+1—2- (6n) = 1, so
g =1, as claimed.

There is no primitive root modulo 8, since (Z/8Z)* has order
4, but every element of (Z/8Z)* has order 2. Prove that if ¢ is
a primitive root modulo 2", for n > 3, then the reduction of ¢
mod 8 is a primitive root, a contradiction.

2 is a primitive root modulo 125.

Let [T~ p{* be the prime factorization of n. Slightly generaliz-
ing Exercise we see that

(Z/nZ)* = H(Z/pjiZ)*.

Thus (Z/nZ)* is cyclic if and only if the product (Z/p;'Z)* is
cyclic. If 8 | n, then there is no chance (Z/nZ)* is cyclic, so
assume 8 { n. Then by Exercise each group (Z/p{'Z)* is
itself cyclic. A product of cyclic groups is cyclic if and only the
orders of the factors in the product are coprime (this follows from
Exercise 2J[16). Thus (Z/nZ)* is cyclic if and only if the numbers
pi(p; — 1), for ¢ = 1,...,m are pairwise coprime. Since p; — 1 is
even, there can be at most one odd prime in the factorization of
n, and we see that (Z/nZ)* is cyclic if and only if n is an odd
prime power, twice an odd prime power, or n = 4.
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e Chapter 3. Public-Key Cryptography

il

il
Bl

The best case is that each letter is A. Then the question is to find
the largest n such that 1+ 27+ --- 427" < 10%°. By computing
log,7(10%9), we see that 273 < 100 and 27'% > 10%°. Thus
n < 13, and since 1+27+---4+27""1 < 27" and 22713 < 10%°,
it follows that n = 13.

This is not secure, since it is just equivalent to a “Ceaser Ci-
pher,” that is a permutation of the letters of the alphabet, which
is well-known to be easily broken using a frequency analysis.

If we can compute the polynomial
f = (@=p)(z—q)(x—r) = 2~ (p+q+r)2*+(pg+pr+qr)z—pyr,
then we can factor n by finding the roots of f, for example,
using Newton’s method (or Cardona’s formula for the roots of a
cubic). Because p, ¢, r, are distinct odd primes, we have
p(n)=@-1(g-1r—1) =pgr—(pg+pr+qr)+p+q+r,
and
o(n) =1+ (p+q+r)+(pg+pr+qr)+pgr

Since we know n, p(n), and o(n), we know

on)=1-n=(p+q+7)+(pq+pr+qr), and

e(n) —n=(p+q+r)=(pg+pr+aqr).

We can thus compute both p + ¢ + r and pq + pr + gqr, hence
deduce f and find p, g, r.

e Chapter 4. Quadratic Reciprocity

They are all 1, —1, 0, and 1.

By Proposition |4.3.4] the value of (%) depends only on the re-

duction £p (mod 12). List enough primes p such that +p reduce
to 1,5,7,11 modulo 12 and verify that the asserted formula holds
for each of them.

Since p = 213 — 1 is prime, there are either two solutions or no
solutions to #2 = 5 (mod p), and we can decide which using
quadratic reciprocity. We have

<2> _ (—1)@-/26-D)2 (g) _ (g) ’

so there are two solutions if and only if p = 2'3 —1 is =1 mod 5.
In fact, p =1 (mod 5), so there are two solutions.
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We have 4%® = 296, By Euler’s Theorem, 2% =1, so 2 = 1.

For (a), take a = 19 and n = 20. We found this example us-
ing the Chinese remainder theorem applied to 4 (mod 5) and 3
(mod 4), and used that (33) = (£) - (42) = (=1)(=1) =1, yet
19 is not a square modulo either 5 or 4, so is certainly not a

square modulo 20.

[0l Hint: First reduce to the case that 6k — 1 is prime, by using
that if p and ¢ are primes not of the form 6k — 1, then neither
is their product. If p = 6k — 1 divides n? + n + 1, it divides
4n? +4n +4 = (2n + 1)2 + 3, so —3 is a quadratic residue
modulo p. Now use quadratic reciprocity to show that —3 is not
a quadratic residue modulo p.

e Chapter 5. Continued Fractions

Suppose n = z? +y?, with 2,y € Q. Let d be such that dz,dy €
Z. Then d?n = (dx)? + (dy)? is a sum of two integer squares, so
by Theorem if p| d?n and p =3 (mod 4), then ord,(d*n)
is even. We have ord,(d?n) is even if and only if ord,(n) is even,
so Theorem [5.7.1] implies that n is also a sum of two squares.

[[Il The squares modulo 8 are 0, 1, 4, so a sum of two squares reduces
modulo 8 to one of 0,1, 2,4, or 5. Four consecutive integers that
are sums of squares would reduce to four consecutive integers in
the set {0,1,2,4,5}, which is impossible.

e Chapter 6. Elliptic Curves

The second point of intersection is (129/100, 383/1000).

Bl The group is cyclic of order 9, generated by (4, 2). The elements
of F(K) are

{0,(4,2),(3,4),(2,4),(0,4),(0,1),(2,1),(3,1), (4,3)}.

[ In part (a), the pattern is that N, = p + 1. For part (b), a hint
is that when p = 2 (mod 3), the map x — 22 on (Z/pZ)* is an
automorphism, so = — 3 + 1 is a bijection. Now use what you
learned about squares in Z/pZ from Chapter

For all sufficiently large real z, the equation v = 2% + ax + b
has a real solution y. Thus, the group F(R) is not countable,
since R is not countable. But any finitely generated group is
countable.
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In a course on abstract algebra, one often proves the nontrivial
fact that every subgroup of a finitely generated abelian group
is finitely generated. In particular, the torsion subgroup Gy, is
finitely generated. However, a finitely generated abelian torsion
group is finite.

[ Hint: Multiply both sides of 4> = z® + ax + b by a power of a
common denominator, and “absorb” powers into = and y.

Bl Hint: see Exercise M6l
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using elliptic curves, 136
cryptosystem
Diffie-Hellman, 50, 51
ElGamal, 136, 137
RSA, 56-66
cyclic group, 40

decryption key proposition, 57
density of primes, 15
deterministic primality test, 39
Diffie-Hellman cryptosystem, 50,
51

on elliptic curve, 136
Dirichlet theorem, 15
discrete log problem, 52, 53

difficulty of, 53

on elliptic curve, 136

on elliptic curve, 139
divisibility by 3 proposition, 23
divisibility tests, 23
division algorithm, 5

ECM, 129

ElGamal cryptosystem, 136, 137

elliptic curve, 124
and congruent numbers, 144
cryptography, 136
Diffie-Hellman, 136



discrete log problem, 136,
139
factorization, 129, 133
group structure, 126
rank, 142
rational points on, 140
torsion subgroup, 141
elliptic curve group law theorem,
126
equivalence relation
congruence modulo n, 22
Euclid, 2
Euclid theorem, 7
Euclid’s theorem
on divisibility, 7
Euler, 73
phi function, 22, 26, 31
is multiplicative, 31
Euler proposition, 78
Euler’s criterion proposition, 74
Euler’s theorem, 25, 27
group-theoretic
interpretation, 27
Euler? 712A 4, 77
extended Euclidean algorithm,
34
extended Euclidean proposition,
32

factorization
and breaking RSA, 61, 63
difficulty of, 8
Pollard’s (p — 1)-method,
129-132
quantum, 8
using elliptic curves, 129
field, 23
of integers modulo p, 23, 46
finite continued fraction, 95
finite field, 23
floor, 102
fundamental theorem of
arithmetic, 3, 7, 10
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Gauss, 16, 69, 72, 73, 75
Gauss sum, 82
Gauss sum proposition, 82
Gauss &, 82
Gauss®] R zA, 75
ged, 3
ged algorithm, 5
Generalized Riemann
Hypothesis, 44
geometric group law proposition,
126
graph
of group law, 127
greatest common divisor, 3
group, 22
(Z/mZ)*, 27
of units, 22
structure of elliptic curve,
126
group homomorphism, 64
group law
illustrated, 127

Hadamard, 16

Hooley, 44

how convergents converge
proposition, 100

infinitely many primes
proposition, 14
infinitely many primes theorem,
11
infinitely many triangles
theorem, 145
injective, 64
integers, 2
factor, 7
factor uniquely, 3, 10
modulo n, 22
invertible element, 24
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joke, 12

kernel, 64

Lagrange, 28
Lang, 114
largest known
elliptic curve rank, 142
prime, 13
value of m(x), 17
Legendre Symbol (Legendre
23,70
Legendre symbol of 2
proposition, 80
Legendre %3 (Legendre
Symbol), 70
Lenstra, 12, 129-133
lift, 23
linear equations modulo n, 23
long division proposition, 4

man in the middle attack, 56
Mazur theorem, 141
Mersenne prime, 40
Michael, 56, 136, 137
modular arithmetic

and linear equations, 23

order of element, 25
Mordell, 140
Mordell theorem, 140
multiplicative

functions, 31
multiplicative of Euler’s function

proposition, 31

natural numbers, 2
Nikita, 61, 136, 137
normal, 47
notation, iv

number of primitive roots
proposition, 44

one-way function, 56
open problem
congruent numbers, 142
decide if congruent number,
143
fast integer factorization, 8
order, 25
of element, 25

partial convergents, 97
partial convergents proposition,
97
period continued fraction
theorem, 112
periodic continued fraction, 111
¢ function, 22
phi function
is multiplicative, 31
Pollard’s (p — 1)-method,
129-132
polynomials
over Z/pZ, 41
power smooth, 129
powering algorithm, 35
primality test
deterministic, 39
Miller-Rabin, 38
probabilistic, 32
pseudoprime, 37
prime, 2
prime factorization proposition,
7
prime number theorem, 11, 16
primes, 2
density of, 15
infinitely many, 11
largest known, 13
Mersenne, 13
of form 4z — 1, 14



of form ax + b, 14
of the form 6x — 1, 19
sequence of, 11
testing for, 37
primitive, 118
representation, 118
primitive root
existence, 42
mod power of two, 40
primitive root mod prime powers
theorem, 43
primitive root of unity, 81
primitive root theorem, 43
proposition
cancellation, 23
congruent number criterion,
144
congruent numbers and
elliptic curves, 144
convergence of continued
fraction, 107
decryption key, 57
divisibility by 3, 23
Euler, 78
Euler’s criterion, 74
extended Euclidean, 32
Gauss sum, 82
geometric group law, 126
how convergents converge,
100
infinitely many primes, 14
Legendre symbol of 2, 80
long division, 4
multiplicative of Euler’s
function, 31
number of primitive roots,
44
partial convergents, 97
prime factorization, 7
rational continued fractions,
100
root bound, 41
solvability, 25
units, 24
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Wilson, 28

IBEEEEN?
Pseudoprimality theorem, 37
pseudoprime), 37

quadratic irrational
continued fraction of, 110
quadratic nonresidue
(elzkml 4 41), 70
quadratic reciprocity, 69
elementary proof, 81
Gauss sums proof, 81
quadratic reciprocity theorem,
72
quadratic residue (]2} o), 70
quantum computer, 8, 53

rank, 142
rational continued fractions
proposition, 100
rational point, 140
recognizing rational numbers,
115
reduction modulo n, 23
Riemann Hypothesis, 17
Riemann Hypothesis, 11, 15
bound on 7(z), 18
ring, 22
root bound proposition, 41
root of unity, 81
primitive, 81
RSA cryptosystem, 56-66
RSA-155, 9
RSA-576, 8

sagecode
gauss_sum, 82
continued _fraction, 96
CRT, 31
CRT.list, 31
CyclotomicField, 82
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def, 40
EllipticCurve, 126
euler_pi(), 27
factor(), 8
find_sqrt, 89
ged(,), 6
is_prime(), 3
legendre_symbol, 70, 71
len(), 13
len(n.str(2)), 10
Mod(x, n), 27
multiplicative_order(), 26
ndigits(), 13
next_prime(), 63
plot, 18
prime_pi(), 16
prime_range(), 3
primitive_root, 41
root(), 41
xged, 34
A B e, 41
FoA2H, 88, 128
sho) o, 23
salt, b8
Shor, 8, 53
smooth, 129
solvability proposition, 25
square roots
how to find mod p, 86-89
squares
sum of two, 117
subgroup, 64

sum of two squares theorem, 117

sums of two squares, 117
surjective, 64

table
comparing 7(x) to
z/(log(x) — 1), 17
values of m(x), 16
when 5 a square mod p, 72
The Man, 56
theorem

Chinese remainder, 29

continued fraction
convergence, 105

continued fraction existence,
106

continued fraction limit, 104

Dirichlet, 15

elliptic curve group law, 126

Euclid, 7

Euler’s, 25, 27

infinitely many primes, 11

infinitely many triangles,
145

Magzur, 141

Mordell, 140

of Dirichlet, 11

of Wilson, 28

period continued fraction,
112

prime number, 16

primitive root, 43

primitive root mod prime
powers, 43

Pseudoprimality, 37

quadratic reciprocity, 72

sum of two squares, 117

unique factorization, 3

A EA, 106

torsion subgroup, 141
Trotter, 114

unique factorization theorem, 3
unit, 24
unit group, 22
units
of Z/pZ are cyclic, 40
roots of unity, 81
units proposition, 24

Vallée Poussin, 16



Wilson proposition, 28
Wilson’s theorem, 28
wjdtn (integers)

Hon, 22

Zagier, 143

7} ¥ (invertible element, unit),

24
78 WA, 75
7}3+3}(commutative ring), 2

Al &= (multiplicative
function), 31

71 7] (public key), 57

=5 B A (group
homomorphism), 64

E—(group), 22, 22

Bl A X, 126

Y H B (torsion subgroup),

141

M4 of
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2l Al ZF (polynomial time),

AH(injective), 64
] 2 4= (simple continued
fraction), 95
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A2, 81
s 9, 81
42l 3 (roots of unity), 81
42 4~(algebraic number),
114
A (equivalence relation)
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}4 (isomorphism), 87
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}d (Riemann Hypothesis),
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w2 A A4 (Mersenne prime),
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o5 227
e £
214~ (order), 2
A 4= (integers modulo n),
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] & 4= (continued fraction), 94
V29, 114
of finite length, 95
of higher degree number,
114
of quadratic irrational, 110
%3 111
§e14 94817, 115
A=A A+ (continued
fraction process), 102
A E4=2] F7](period of the
continued fraction),
111
2 A& 9] 7] proposition, 74
< 9 (lift), 23
24 o] o] ] 8} (complete set of
residues), 24
A2, 81
A A2 (primitive root), 81
A Al Z(primitive root), 40
2 <4=(order), 42
Sel% 91437, 115
T AF4 <= (pseudoprime), 37
2= g

a5 oke] 47, T

o

-3+ 4~ finite continued
fraction, 95
31 & 4= (finite continued
fraction), 95
o] 2k 2 17 A (discrete log
problem), 52, 53
ojAYog F 27|, 35
o] x} F 2] 4= (quadratic
irrational), 111
o] 2} 8] 42 (quadratic irrational)
continued fraction of, 110
o] 28] &) & (quadratic
nonresidue), 70
o] 2 E H A (quadratic
reciprocity)
elementary proof, 75

o] 3} o
7he2 3 59, 81
o] x}9J o (quadratic residue), 70
o] x}- 9 o (quadratic residue), 70
o1& 3| (factorization), 8
factorization© 2 7}7], 8
dnk 2wk, 44
A ukgk Sk~ (one-way function),
56
A Al(surjective), 64

s S’ A4, 56
A (field), 23
o) 3ok, 3
F Y (coding), 58

B A o]4t2 1 74, 139

EFA = A (elliptic curve), 124
cryptography, 136
Diffie-Hellman, 136
rational points on, 140
X, 126
HPRET, 141

o135, 129, 133
w2 ule] A5RalY, 62
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%(congruences) 22
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& (congruent number), 142
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